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Code Insight Overview

The following content provides an overview of FlexNet Code Insight, support resources, and contact information:
® Intended Audience

® What It Does

e Why It's Needed

® How It Works

® Technical Architecture Overview

® Common Terminology

e Data Organization: Teams and Projects

® Product Support Resources

® C(ContactUs

Intended Audience

The Code Insight 6.14.2 SP1 User Guide is intended for the following team members:
® Developers

® Technical leads, senior engineers

® Engineering managers

® [T security officers

® Project managers

e Release managers

® Program managers

® Legal and patent attorneys
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Chapter 1 Code Insight Overview

What It Does

What It Does

Why

How

Code Insight is the industry’s first application security solution targeting today’s widespread use of Open Source
Software (0SS). Code Insight leverages the industry-leading detection and analysis capabilities of Revenera
products by integrating a policy-based software component-management system with inventory, for example,
intellectual property in the form of published groups of files via Detector.

Role-based features and functions help engineering and project management streamline daily code management
activities for various team members. Hierarchical organization creates an effective and accurate view of team
projects and software use policies.

It’s Needed

If your company is concerned about any of the following, you need Code Insight:
® GPL and other Viral Licenses (especially v3.0)

o Affero GPL

® Commercial Content and Libraries

® Restrictions on commercial use or field of use (e.g. no Military use)

® Cryptography

® Code with Unknown Licenses

® Percent (%) of undisclosed content

It Works

Revenera’s unique software composition analysis technology captures the composition of a code base, and
provides your team with an inventory of Open Source software (0SS) component usage. The resulting inventory
identifies security vulnerabilities and intellectual property (IP) issues associated with the inventoried 0SS
components.

The policy and code management workflow of Code Insight enables development organizations to cost effectively
manage and secure mission critical applications and products.

Component management tasks are assigned and completed by a cross-functional team of users in line with the
policies of Code Insight.

Technical Architecture Overview

14

The following diagram shows how the various clients work in conjunction with the workspaces, databases, and
the Code Insight application. Code Insight implements the code management workflow on top of inventory
detection, analysis, and generation capabilities.
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Common Terminology

The following are common terms that appear in Code Insight documents and on reports and product pages:

Table 1-1 = Common Terminology

Terms

Definitions

AutoWriteUp -
Ibiblio Maven2

Uses component information from the bulk collection of metadata from a Maven mirror to
create inventory items for jars.

CL Compliance library, a collection of data that Code Insight uses to generate an inventory of
0SS and third-party components and associated vulnerabilities. This library is large and is
provided on a separate disk.

Component The analyzers identify source distributions of common open source projects, especially

Analyzers targeting those in the C/C++ where package managers and metadata files are not
standard. These analyzers are attuned to regularities across the entire history of the open
source project, so generally even a version released tomorrow can be identified reliably.
Other analyzers identify packages and components from widely used package managers
and repositories.

Component This Analyzer leverages the high-quality data of a component analyzer when that

Analyzer - component is found in other, non-source-code contexts (such as binary distributions).

Abstracted

Code Insight 6.14.2 SP1 User Guide
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Common Terminology
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Table 1-1 = Common Terminology (cont.)

Terms Definitions

Composer (php)
Package Analyzer

An analyzer for Composer (php) packages. If there is a composer.lock file, those defined
dependencies and versions will be used. If there is no lockfile (e.g. if the package has not
been 'installed"), then composer.json files are parsed for uninstalled 'required'
dependencies (Uninstalled Composer Dependency). In this case, versions are set at the
most recent version in the Packagist registry (packagist.org) that satisfies the given
composer.json's semantic versioning restrictions (Composer/Packagist API).

CPE

Common Platform Enumeration, a widely-used, standard methodology to define and
distinguish such items as application classes, operating systems, and hardware present
in a organization’s computing environment.

CRAN Analyzer

Uses metadata within a CRAN source code package to create an inventory item.

CVE

Common Vulnerabilities and Exposures, a list of known information-security
vulnerabilities and exposures in commercial and open-source software. Hackers can use
software errors and software code errors to gain access to a company’s computer
systems. For more information, visit http://cve.mitre.org/.

Code Insight supports only the CVSS v2 scoring system when reporting security
vulnerability details.

Data Services -
Component
Lookup

Uses Data Services to look up the best FlexeNet Code Insight component match.

Data Services -
Digest

Use a file's md5 digest to determine whether the file has an Auto-WriteUp rule or other
library data associated with it.

Data Services -
Maven
Component
Lookup

Uses Groupld and Artifactld to select the best FlexeNet Code Insight component.

Data Services -
Release Name

Uses Data Services to analyze the origin of the file based on library collection data.

GPL General Public License. These licenses for open source code expose commercial code
that contains open source to public copyright.
Intellectual Refers to creations of the intellect for which a monopoly is assigned to designated owners

Property (IP)

by law. In the context of Code Insight and this guide, IP refers to programming code
created internally or externally.

Intellectual
property rights
(IPRs)

Legal protections, such as trademark, copyright and patents, given to the owners and/or
creators of IP.
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Common Terminology

Table 1-1 = Common Terminology (cont.)

Terms Definitions

Inventory A list of all available 0SS components. Inventory takes the form of published groups from
the Detector, the result of auditing analysis.

JDBC Driver A file required to establish a connection with your data source. You must specify this file

Connector File during installation.

Jenkins A Java open source automation server that supports continuous integration.

License Lookup - Identifies the license(s) of a component across versions. Typically this will be an

Component Level aggregate of the licenses for the project over time or the license at the time of data
collection.

License Lookup - Identifies the license(s) of a component at a specific version. This data is sensitive the

Version Level possibility of a change in license over time.

Loc Lines of Code.

NPM Analyzer Identifies node_modules from npm and other components using a package.json file to

store metadata.

0SS Open Source Software.

Policies Rules and conditions assigned globally or to specific teams or projects which automate
the review process of inventory items and/or requests to use 0SS components.

POM Project Object Model

POM Analyzer An analyzer that analyzes pom.xml files to determine dependencies and resolve versions
based on the project's declared or inherited properties. The Analyzer will attempt to
retrieve pom information about dependencies from the local maven repositories (as
defined in the pom.xml) or Maven Central. To become an inventory item, dependencies
must:

® have a version that can be resolved
® not be in scope Test

® not be set to Optional

POM Ancestry Indicates a license determined by the declared license in a parent POM file.
License

POM Dependency A Groupld Artifactld pair identified as a dependency within a pom.xml file. See POM
Analyzer for the conditions under which a dependency will become an inventory item.

POM License Indicates a license determined by the declared license in the POM.
Declaration
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Table 1-1 = Common Terminology (cont.)

Terms Definitions

POM Transitive A dependency not declared directly in a project’s POM, but inferred from the retrieved

Dependency POM of a dependency.

POM <type> Indicates various methods for building a copyright for the purpose of creating a notice.

Copyright

Projects Specific development goals, usually a software application or element that a project team
is developing. Projects are comprised of workspaces, policies, requests, inventory, and
tasks.

Related Improves component information, such as CVEs and License data, by finding different

Component FlexeNet Code Insight components for the same Open Source project as found in different

Lookup forges (e.g. the component that corresponds to the RPM's centos distribution and the

SourceForge source repository).

Reports Project- or inventory-based lists of code, license citations filtered by global, team, or
project parameters.

Requests Inquiries from users asking if certain third-party code or components are allowable for
use in their software development projects.

RPM Metadata Uses metadata store inside an RPM to create an inventory item.

RubyGem Analyzer Uses metadata within a RubyGem package in source code form to create an inventory
item.

RubyGems API Indicates that the RubyGems.org API (rubygems.org) was used to get metadata about a
.gem package to create an inventory item.

SCA Software Composition Analysis.

Tasks Individual actions in the code management workflow.

Uninstalled Node When there is a package.json with dependencies but the corresponding node modules

Module are not installed. The NPM API uses the npm registry (registry.npmjs.org) to get package
Dependency information and resolve semantic versioning. Versions are set at the most recent version
Inventory in the npm registry that satisfies the semantic versioning restrictions in the given

package.json file.

Users Those accessing the application on a frequent or infrequent basis with roles and
responsibilities that have been assigned to them by the application administrator and
project owner.
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Chapter 1 Code Insight Overview
Data Organization: Teams and Projects

Table 1-1 = Common Terminology (cont.)

Terms Definitions

Viral license A derogatory term synonymous with copyleft license, itself a play on the term “copyright.”
In general, if your codebase contains open source code, you are required to retain a
copyright statement that contains license terms and author acknowledgment in any
application or software derived from your codebase. In addition, any codebase containing
code covered by a viral license must be provided for free.

Workspace A container for codebase scan settings and scan results. A project may contain multiple
workspaces which together comprise the entire codebase for that project.

Data Organization: Teams and Projects

Global data is comprised of teams. Teams are comprised of projects, and projects are comprised of workspaces:

Corporate Wide| Data
User administration
Corporate-level policy

Global

Organizational Units
Own individual projects, responsible for a product (set)

A Specific Customer Product
Released product, toolset, etc.
Review process and final audit report

Project

Specific Set of Code for Auditing
Scan, analysis, and manual audit work
Located “close” to code

Workspace

® Global assignment: The policy or rule is applied to any and all teams within the corporation that use this
application; for example, a corporate-wide standard.

e Team assignment: An organizational unit is influenced by a policy or rule; for example, all software
development teams working within the corporation, regardless of the project.

® Project assignment: Only a specific project is influenced by a policy or rule; for example, only the widget API
version 1.14 release is influenced by the policy or rule.
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Product Support Resources

Product Support Resources

The following resources are available to assist you with using this product:
® Revenera Product Documentation

® Revenera Community

® Revenera Learning Center

® Revenera Support

Revenera Product Documentation
You can find documentation for all Revenera products on the Revenera Product Documentation site:

https://docs.revenera.com

Revenera Community

On the Revenera Community site, you can quickly find answers to your questions by searching content from other
customers, product experts, and thought leaders. You can also post questions on discussion forums for experts
to answer. For each of Revenera’s product solutions, you can access forums, blog posts, and knowledge base
articles.

https://community.revenera.com

Revenera Learning Center

The Revenera Learning Center offers free, self-guided, online videos to help you quickly get the most out of your
Revenera products. You can find a complete list of these training videos in the Learning Center.

https://learning.revenera.com

Revenera Support

For customers who have purchased a maintenance contract for their product(s), you can submit a support case
or check the status of an existing case by making selections on the Get Support menu of the Revenera
Community.

https://community.revenera.com

Contact Us

20

Revenera is headquartered in Itasca, lllinois, and has offices worldwide. To contact us or to learn more about our
products, visit our website at:

http://www.revenera.com
You can also follow us on social media:
® Twitter

® Facebook
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Contact Us

® LinkedIn
® YouTube

® Instagram
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Roles and Responsibilities

The following Set Up and Code Management Tasks table provides a summary of the Code Insight process and
shows which user roles are eligible for which activities.

Code Insight requires some application administrative setup tasks. Then all of the ongoing code management
cycle tasks occur in parallel. Users can perform any function appropriate to their assigned roles and the progress
of the project.

Code Insight includes automatic approval and rejection features to facilitate efficient responses to requesters, as
well as a manual review feature.

e Automatic Acceptance: The automatic acceptance feature of the policy engine gives developers and other
requesters an immediate answer as to which components are already approved for use. This is useful, for
example, for setting up pre-approved versions of a corporate repository.

e Automatic Rejection: This feature gives requesters an immediate answer when users request known
unacceptable components. Automatic rejection is useful for quickly communicating inappropriate license/
usage combinations and unsecured components.

e Manual Review: This feature allows employees with the appropriate permissions to review component
requests, which may have varying restrictions and need to be reviewed on a case-by-case basis. We suggest
that the policy administrator set the Review policy before allowing users to access the application’s features.

These features allow users to see the policies and rules in real time as they make requests and perform reviews
related to specific projects. However, you can also do this after users have accessed the system.
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Chapter 2 Roles and Responsibilities

Table 2-1 = Set Up and Code Management Tasks

Milestone
Category Target Activity
Settingup and Create Project Project start Application Create users, teams, projects
Configuring a Admin
Project
Review Project Policy Project start, Policy ® Define conditions of use
Ongoin Admin -
going ® Add attachments to policies

® Manage project policies

Configure Project Project Start Participant Set project users roles, such as
(selected as  assign auditor and security
the Project analyst

Owner . .
) Define request review process

Associated workspaces with
project

Code Conduct Audit Ongoing Auditor Audit codebase associated with
Management project and publish groups to
Cycle create inventory items

Create Component Ongoing Requester Create requests, review and
Requests acknowledge conditions of use
imposed by reviewers

Review a Request Ongoing Reviewer Review requests and define
conditions of use (technical,
business, legal, etc.)

Reconcile Inventory Ongoing Owner or Review project inventory detected
project via audit and associate with
participant request approving its use

Security Review for Ongoing Project Review vulnerabilities associated

Vulnerabilities Security with project inventory detected
Analyst via audit

Report Generation Ongoing Various Capture a summary of inventory

or security cycle status to share
with project team
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Application Administrator Tasks

The application administrator can enter user, team, and project data into Code Insight. The user with this role has
to possess a data-entry skill set. The application administrator is responsible for completing the following
activities at the start of a project:

® Creating New Users

® (Creating New Teams

® Creating New Projects

® Importing Bulk Data from an Excel Workbook
® Using the Scripting Feature

® Running an Electronic Update

® Email Notifications

® Downloading Code Insight Logs

Creating New Users

The following are the ways to add users to projects:
® My Shortcuts Tab: Create a New User

® Administration Menu: Users Option

My Shortcuts Tab: Create a New User

You can create new users from the My Shortcuts tab.
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Creating New Users
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Task To create a new user, do the following:

1. Log into Code Insight as administrator:

Forgot Password?

The Administration Home page appears. On this page you can create users, teams, and projects.

¥, Home | <} Administration = (2) Help

¥, Home

" My Shortcuts

» Create a new user

» Create a new team

» Create a new project

2. You may also use the Main menu bar to navigate the administration pages.

3. To create new users, click Create a new user. The User Details page appears.
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Creating New Users

¥3 Home = <} Administration » (2) Help
&, User Details
* Login System Administrator
* First Name Policy Administrator
Middle Name Scripting Administrator
Requester
# Last Name =
CIEL Participant
Job Title

Business Unit
Location
Telephone
Facsimile
* Login Question
* Login Answer

Lock Account
Generate Password v

Save Cancel

Enter all necessary user information and set the role of the user by checking one of the possible project roles
in the shaded box to the right. Code Insight sends automatic emails to new users notifying them of the
system-generated temporary password. New users will be prompted to change this password the first time
they log in. Ensure that you enter a valid email address for each user.

Click Save to save your changes.

Administration Menu: Users Option

The other way to add and manage users is via the Administration pull-down menu. This allows you to manage
users in your system as well as integrate with an LDAP server to dynamically populate a user list.

To add and manage users via the Administration pull-down menu, do the following:

1.

2.

Log into Code Insight as an administrator.
Click Administration button on the Main menu bar.

Select Users from the pull-down menu. The Users Administration page appears. The User tab allows you to
manage users, while the User Lists tab allows you to manage user lists. Follow the steps in My Shortcuts Tab:
Create a New User to manage a single user.
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& Users Administration

Users  Userlss

Search: pe © Add New User
Login | First Name Last Name Email Roles Last Updated Actions
admin admin@admin.com System Administrator 097212015 70
cev! Ceveloper One devrul@palamida com Requester 09/252013 70
dev2 Developer Two cevruli@patamida.com Requester 0V25:2015 70
dev3 Developer Theee devrul@palamida com Requester 02/252013 > O
cevd Ceveloper Four devrul@palamida.com Requester 08/25/2015 ralx
devs Developer Five devrul@oalamida com  Requester 0252015 70
legal! Legal One cevruli@palamida com :aﬂu 0%/25/2015 7O
legal2 Legal Two davnul@palamida com Requester 09252015 7O
Reviewer
legald Legal Theee devnul@@palamida.com Requester 05/25/:2015 70
Reviewsr
legald Legal Four devnuli@palamida. com Em 02252015 rax)
Page Tof2| P ' Showar 1-100f18

4. To manage user lists, select the User List tab, and then click the Add New User List icon. The User List Details
page appears:

& User List Details

= Name Idap_Lsers
Description
User List Type Wlixed v
LDAP Query All ermployees will be associated with this user list.
Users Search: R
login Firzt Mame - Last Mame Emmail
I4 4 | Page Tlef1 | b M| &

Save Cancel

5. Enter the name and description for the User list.

6. To filter the available users to only ones with the required role, select one of the following user types from the
User List Type pull-down menu:

Note = You cannot change the user list type after creation so be sure to select the right one.

e Mixed: All users can be associated with this type of user list. User list cannot be associated with a
project role on the project configuration page.

® Project Participant: Only users with the project participant role can be associated with this type of user
list. This user list can be associated as project observers, auditors, security analysts, or QuickReview
facilitator on the project configuration page.
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e Requester: Only users with the requester role can be associated with this type of user list. This user list
can be associated with the requester role on the project configuration page.

® Reviewer: Only users with the reviewer role can be associated with this type of user list. This user list
can be associated with any review level on the project configuration page.

If LDAP has been enabled, and if the User List LDAP properties have been properly defined in the
core.ldap.properties configuration file, the user list is dynamically updated during each LDAP sync to contain
users returned by the LDAP query. If a user list has been configured to utilize an LDAP query rather than be
manually populated, the description of the associated LDAP query will be shown, and the add/delete users
buttons will no longer be available to manually manage users for this user list. Users with mismatched roles
(based on the user list type) will be removed from the list returned by the LDAP query.

The following parameter must be configured to set user role assignment during the LDAP sync. The available
roles are: requester, reviewer and participant. All other roles must be set manually. See the “LDAP
Configuration” section of the Installation and System Administration Guide for more detailed instructions on
configuring this property.

ldap.user.role = requester, reviewer, participant

The following two parameters must be configured for each user list that is associated with an LDAP query.
The LDAP query will be executed each time an LDAP sync occurs.

<userlist_name>.ldap.description

A human-readable description of the LDAP query. This will be shown on the User List Details page to indicate
to the user which LDAP query is dynamically being used to populate the user list.

<userlist_name>.ldap.query
The LDAP query to execute for fetching users to dynamically populate the associated user list.

You can also manually associate any user with the necessary roles to a user list via the Users table. Click in
Add Users to select the Users to add to the User List or remove existing users via the checkbox to the left of
the name and then click on the Delete Users button.

i Home | &3 Administration + | (] My Projects | B Folicies | (%) Scheduler | @ Researct h | B¥ Reports ‘Welcome Alex | @ My Settings |+ Help | = Logout
& User List Details

= Hame Requesters

Description

User List Type v

e Search 2 L) © addUsers

] login First hame » Last Name Email

[ slex slex Rybak aryhak@paamida com
[ requestert Requestert One: useri@email com

7] requesterz Requesterz Two userg@email.com

[0 requesters Reauesters Three user@email.com

[0 requesters Retussters Four User@emsil com

[ requesters Requesters Five useri@email com

7] requesters Requesters Six userg@email.com

[0 reuester? Recuester Seven user@email.com

[0 requesters Retussters Eight User@emsil com

[ requesters Requesterd Hine useri@email com

{ |Page| t]or1| b bl & showar 1-100710

Save Cancel

If you have LDAP configured, you can sync Code Insight with LDAP at any time by going to the User Sync tab
and pressing the Start User Sync button. This will dynamically update all users and user lists in the system.
For more information on how to configure LDAP, see the “Integrating with LDAP for Authentication
(Optional)” section in the Code Insight Installation and System Administration Guide.
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Adding and Removing User Account Locks

The system locks out someone who repeatedly attempts to access the system with incorrect login and password

30

information. If this occurs, users will see the following message:

|@ Login failed. please verify your username and password ”

As an administrator, you may also lock a suspicious user out of the system.

To lock or unlock a user account, do the following:

1.

2.

5.

Log in to Code Insight as administrator.

Select Users from the Administration pull-down.

Click the pencil and paper icon associated with a user name or on the appropriate link in the Login column.

Lock or unlock a user account:

® To lock a user account, check Lock Account.

e To unlock a user account, uncheck Lock Account.

£, User Details

* Login

* First Name
Middle Hame

# Last Hame

* Email
Job Title
Business Unit
Location
Telephone
Facsimile

* Login Question

* Login Answer
Lock Account
Generate Password
Password

Confirm Password

palamida

Juliya

Frubin @palamida.com

question

System Administrator
Policy Administrator ,_v’J
Scripting Administrator  [/]

Requester ,4'

Reviewer J

Participant W
Save Cancel

Note = The lock/unlock options are not available for external users (i.e., LDAP users)

Click Save.
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Creating New Teams

Use the following procedure to create a new team.

Peey
|11

Task To create a new team, do the followings:
1. Click Home in the top left-hand corner to return to the Administrator Home page.
2. Click the Create a new team link. The Team Details page opens. You may also use the Administration >

Teams command on the Main Menu bar to navigate the administration pages.

'ic;} Team Details
General ClearCase Restrictions || Scan Folders Restrictions

B Name

Description

Team Metadata Creste Team Metadsts

Save Cancel

3. Enter ateam name and a team description in the General tab.

Note = To use the Create Team Metadata button, you must have created Metadata fields for Teams. To create
metadata, log in as Administrator, and see the Metadata command on the Administration pull-down menu.
Metadata is typically created during the system configuration phase. However, it can also be created any
time thereafter.

4. If ClearCase has been enabled for any Scan Servers, a ClearCase restrictions tab will be shown on the Team
Details page:

ij; Team Details

Generzl || ClearCase Restrictions || Scan Folders Restrictions

® Scan Server ;l
ClearCase Views | jvailable ClearCase Views ) ) Allowed ClearCase Views for this Team ) )
Apphy Filtsr Remaove Filtsr Add View Remove Sslected \
=
= <

Add Sel=

to Allowsd List for This Team

ClearCase VOBs Available ClearCaze VOBs Allowed ClearCase WOBs for this Team
Apphy Filter Remaove Filter Add VOB Remove Selected VOBs
- | |
= .-
Agd Belected WOBs to Allowsd List for This Team

3
[

Cancsl

I
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This tab is used to restrict which ClearCase views and VOBs may be used for scanning by all projects under
this team.

e A filter may be used to find the desired views and/or VOBs.

® Selected views and VOBs will be saved with the team, and will restrict available values in the Workspace
Settings page for the Project Owner and Auditor.

® The clearcaseRestrictionsShowAllDataByDefault property in the scm.properties file controls whether all
views and VOBs are shown to the Project Owner and Auditor on the Workspace Settings page if no
ClearCase restrictions have been defined for the team. By default, the property is set to true, so all
ClearCase views and VOBs are available unless restricted by the Application Administrator.

5. The Scan Folder Restrictions tab is used to restrict which locations on the Scan Server may be used for
scanning by all projects under this team.

6. Select the Scan Server from the pull-down menu.

7. Click Browse to select folders from the server file system tree, or manually type in the full path, as shown in
the following figure.

i} Team Details
General || ClearCase Restrictions || Scanm Folders Restrictions

B Scan Server servert ;I

Folders to Scan Browse ...

Type

Remaove

Save Cancel

8. In the server file system tree, select the Scan Server to display that server’s file system tree.

File System Tree for Scan Server serverl’
3 [APalamida -]
H (52
3 350
3 [ config
o [ AdbScripts
4 [ddecs
[iogs
H [ d pdhimporter
& [ dscriptRunner
8 [Athird-party
H [ dtoemcat
3 [ dworkspaces
# [ published
& [ _J CorporateW's
S | cFortal 13
3 [ Jworkspace
[Jlog
[ =eql

x

9. Click on the folder(s) to add them to the list of locations that can be selected in the workspace settings for
any project under this team. This will restrict which folders can be scanned for all projects under this team.

10. Click the Save button.
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Creating New Projects

Use the following procedure to create a new project.

—

Task To create a new project, do the following:

1. Onthe Administrator Home page click the Home button in the top left-hand corner.

2. Select the Create a new project link. The Project Details page appears:

|| Project Details

m MName J
Description
= Team Select a team v
B Dwner Select the project owner v
Save Cancel

Creating New Projects

You may also use Administration > Projects option on the Main menu bar to navigate to the administration

pages.
3. On this page, enter the following:
e Name: Name of the project
® Description: Brief description of the project

e Team pull-down menu: Select the team to which this project belongs

e Owner pull-down Menu: The project owner. Project owners have permission to create, delete, and

modify certain types of data.

Importing Bulk Data from an Excel Workbook

The Bulk Import feature allows you to import data globally. For example, you can bulk import all requests as

completed.
=
Task To bulk import user, simple policy, or completed request data via an Excel Workbook (spreadsheet), do the
following:
1. Access the Admin Home page by clicking on the Home button in the top left-hand corner.
2. Click the Administration pull-down menu.
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3.

#& Home | [4GF Administration =

; Users
| Project

Teams

Search:
Name o Metadats Tea
eFortal 1. ‘3 Import Eng
eFartal 1.4 7= Soipting Eng
Web Chat| fl) Updstes Eng

Web Chat Utilities 1.0 Eng

Select the Import option. The Import page appears.

% Home | &) Administration = Weloome Admin | g My Seftings  w Help | 5§ Logout

|0 Import

Browse. Imiport

&1 Download a sample werkbeok for bulk license obligations import
#1 Downlead a sample workbeok for bulk policy impert

&1 Cownlead a sample workbook for bulk reguest import

#1 Downlead a sample woerkbook for bulk user impert

On this page, click Browse to select a system data file to import.

If you click Download, a sample workbook for bulk user import, an Excel workbook sample page opens
populated with sample Code Insight administration data.

- Haome Insert Page Layout Formulas Data Review View Acrobat

FENENER s Q [J 8 3 J B2 2esie T B

i Hide
|Marmal| Page Page Break | Custom  Full [¥] Gridlines [¥] Headings Zopom 100% Zoomto Mew  Arrange Freeze S ; _— ) Save Switch
Layout  Preview Views Screen Selection | Window Al Panes = — Anide 24 Rese H & Warkspace Windows ~
Workbook Show Zoom Windaw
Al ¥ Jx | USERS

1
[ First Name ddle Name |Last Namg Security Ques! y

3 supenser Super (superuser] User ser@email.oom company palamida 415-555-1212 ] 3 3
R — Observer (observer] Smith user@email.com company palamida 415-555-1212 %
5 owner DOwner (owner] Smith user@email.com company palamida 415-555-1212 3
6 auditor Auditor [auditor] Smith user@email.com company palamida 415-555-1212] ®
7 secunity_analys] Security (security snalyst] [Analyst | user®email.com company palamida 415-555-1212 3
g policy_admin | Policy (admin] Admin ser@email.oom company palamida 415-555-1272]

9 requesterl Requester] | (requester] One Lser@email.oom company palamida 415-555-12712] %

10 | requester2 Requester? | (requester] T Lser@email.oom company palamida 415-555-1212] %

11 requesterd Requesterd | (requester] Thiee ser@email.oom company palamida 415-555-1212] %

12 requesterd Requesterd | (requester] Four ser@email.oom company palamida 415-555-1212] %

13 requesters Requesters | (requester] Five user@email.oom company palamida 415-555-1271Z] %

14 requestert Requesterd | (requester] Sin Lser@email.oom company palamida 415-555-1212] %

15 requester? Requester? | (requester] Sewen ser@email.oom company palamida 415-555-12712] %

16 | requesterd Requesterd | (requester] Eight ser@email.oom company palamida 415-555-1272] %

17 requesterd Requesterd | (requester] fline. Lser@email.oom company palamida 415-555-12712] %

18 |reviewerl Revigwerl [reviewer) One user@email.com company palamida 415-555-1212] ®

19 | reviewer2 ReuiewerZ [reviewer) Two user@email.com company palamida 415-555-1212] ®

Using the Scripting Feature

Use the following procedure to access the scripting feature.

34
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u
o
V=
i

Task To access the scripting feature, do as follows:

1. Access the Admin Home page by clicking the Home button in the top left-hand corner. Access the scripting
feature from the Administration pull-down menu.

L Administration =

:.‘_. Users

'{:_, Teams
{4 Projecs
i@ Metadats
M Import

= Soipting

) Updates

The Scripting page appears.

= Scripting

Select a script to execute... R

2. Select a script from the pull-down menu.
3. To execute the selected script, click Execute Script.

4. The scripts are registered in the database (MySQL/Oracle) using the following sample insert statement. The
corresponding groovy script file should be placed in the scripts directory under the following:

$Code Insight ROOT_DIR/config/core/scripts/.
INSERT INTO pas_system_script (id_, name_, display_name_, description) VALUES
(1, 'sample_script', 'Sample Groovy Script','This is a sample Groovy script.');

Note = You need a commit; statement if executing this on Oracle.

Running an Electronic Update

Code Insight supports electronic updates of product data in several ways. An update can be applied either
automatically on a recurring basis, or manually via the Web Ul. In case of a manual update, the Code Insight
Update HTTPS service is used whereby an update archive is downloaded and processed by the system, or in case
of a setup where internet access is not available, a local update archive can be used.

Running an Electronic Update Manually

Use the following procedure to run an electronic update manually.
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B
b
M

Task To run an electronic update manually, do the following:
1. Loginto Code Insight as Application Administrator.

2. Navigate to the Administration a Updates menu option.

Using the Electronic Update Server (HTTP)

On the Last Update tab, click the Check for Electronic Update button to connect to the Code Insight Update HTTPS
server and check for updates. If one is available, follow the prompts to process the update. The following types of
information may be provided in updates:

® New components, versions, licenses, and vulnerabilities
® License by version mappings

® License families

® License detection data

® License obligations data

® License compatibility data

® AutoExpert™ rules

Using a Local Electronic Update Archive

Use the following procedure to use an electronic update archive.

u
o
V=
y=

Task To use a local electronic update archive, do the following:

1. Switch to the Manual Update tab.

|4# Administration =

;_\._., Users
‘I:'_' Teams
5 Projects

.
)| Metadata

= @ &

Impart

=| Soipting

| fi Updates

2. Browse for the manifest (update_manifest.txt) and data file (update.zip). Follow the prompts to process the
update.

#5 Home | 4} Administration = Welcome Admin | gw My Settings  »® Help | =l Logout

Last Update || ManusiUpdste || Updste History

Chedk for Electronic Update
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Scheduling Automatic Electronic Updates

Use these steps to schedule an electronic update.
Task To schedule automatic electronic updates, do the following:
1. Setthe following settings in the <Code Insight_ROOT_DIR>\config\core\core.properties file:

auto.update.enabled = true auto.update.jobFrequency = @ © 12 ? * SUN

2. Use the cron expression format to define the frequency for processing the update data. By default, the
update is set to run every Sunday at noon (12pm).

See http://www.quartz-scheduler.org/documentation/quartz-2.x/tutorials/crontrigger for more information
about the cron expression format.

Viewing Electronic Update History

Select the Update History tab to view and sort the number of affected projects and the number of affected
inventory items based on data changes via the electronic update.

5 Home | &) Administration ~ Welcome Admin | gi My Settings = Help | 4§ Logout
Last Updats Manuzl Updats Update History

| Date Proceszed - | Mumber of Affected Projects Mumber of Affected Inventory ltems

| Fage 1loft| ¥ | &2 | Show Al

Email Notifications

Code Insight sends email notifications for various events in the application. Email notifications use HTML
templates to generate the appropriate email subject line and body text. The email templates can be found in the
<CODEINSIGHT_ROOT_DIR>\config\core\email\ directory, and they can be modified as necessary.

Email Event Triggers and Notifications

The following table lists events that trigger an email notification, the users who receive the email notification, and
whether any configuration option exits for the given event.

Table 3-1 = Email Triggers and Notifications

Email Triggering Event Email Notification To Configuration Option

Administrative
Code Insight license close to expiration Application administrators None

New user account created New user None
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Table 3-1 = Email Triggers and Notifications (cont.)

Email Triggering Event Email Notification To Configuration Option
Forgot password Current user None

Project

New project created Project owner None

Policy administrators

Project copy completed Project owner for new project None

Project summary per selected frequency  Project owner Frequency

Task is reassigned to another user New task owner None

Policy

Policy created, updated, or deleted Policy administrators Which roles get
notified

Electronic Updates

Update service completed with failed Application administrator None
status

Scanning

Scan server down Application administrators None
Scan task completion User that scheduled tasks None
Inventory

Inventory scheduled for full review First pool of reviewers None
Inventory with vulnerabilities scheduled Security Analysts for project None

for full review

Vulnerability alert (inventory item with Project owner None

new vulnerabilities) Security Analysts for project

Inventory checklist item created, edited, User assigned to checklist item None
or deleted
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Table 3-1 = Email Triggers and Notifications (cont.)

Email Triggering Event

Email Notification To

Downloading Code Insight Logs

Configuration Option

Inventory checklist item marked as
completed

Inventory question created, edited, or
reassigned with specified assignCode
Insight

Inventory question answered or answer
updated

Requests

New request submitted
Existing request renewed and

resubmitted

Request field value(s) updated by
reviewer

Comment added to request

Request recalled

Request in pending state for long time

Request reached terminal state
(approved/rejected)

Project owner Posted by user

Marked complete by user

User assigned to question

Project owner Posted by user Answered

by user

Requester and first review level users

Requester and first review level users

All request participants who have
touched request

All request participants who have
touched request

All request participants who have
touched request

Current actors (requester or reviewer)

All request participants who have
touched request

Downloading Code Insight Logs

Code Insight allows you download selected Code Insight log files that have been generated for the Core Server
and each Scan Server. The downloads are in .zip format, enabling you to easily distribute log files as needed for

analysis or troubleshooting purposes.
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None

None

None

None

None

Which project
participants (by role)
get notified

Which project
participants (by role)
get notified

None

Frequency

None
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To download log files, do the following:

3. Click the Logs tab.

Log into Code Insight as a Code Insight administrator.

Click the Help in the top right-hand corner. The Help page is displayed.

& Home | &3 Administration~ | I My Projects | W Requests | B Policies | (%) Scheduler | @ Research | 5% Reports

(%) Help

Documentation Frequently Asked Questions (FAQ) Legal Disclaimer || About
» FlexNet Code Insight Core Server

+ Core Log

+ Core Update Log

+ Catalina Qut Log

+ All Logs
» FlexMet Code Insight Scan Servers

+ Scan Server Nama: Scannert
+ Scan Details Log

+ CodeAware Log
+ Catalina Out Log
+ All Logs

Company Confidential
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(@) Help ||

Click the option for the Code Insight log that you want to download. See Log Files Downloaded Per Option for
a list of log files downloaded for each option on the this tab.

The log file or files are downloaded as a single .zip file to your default download location. (To preview the log
file contents from the Code Insight Web Ul, use the download-preview mechanism available with your
browser.)
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Log Files Downloaded Per Option

The following table lists the log files that are downloaded in the resulting .zip archive when a given option is
selected on the Logs tab.

Table 3-2 = Log Files Downloaded Per Option

Code Insight Component Log Option Log File(s) Downloaded in .zip File

Code Insight Core Server The following options enable you to download the logs associated with the Core

Server.
Core Log core.logl
Core Update Log core.update.logl
Catalina Out Log2 catalina.out
All Logs core.debug.log
core.log
core.log.x (if generated)
core.update.log
core.update.log.x (if generated)
Code Insight Scan The following options download the logs associated with a given Scan Server
Servers configured in your Code Insight system. (In the option list, each Scan Server is

identified by its name, followed by its own set of the following options.) Note that
the name of the output.zip file includes the name of the Scan Server whose logs
are contained in the archive.

Scan Details Log scanEngineDetail.logl
CodeAware Log codeaware. log2
Catalina Out Log3 catalina.out

All Logs codeaware.log

codeaware.log.<date&sequence> (if generated)
scanEngineDetail.log

scankEngineDetail.log.x (if generated)
scanEngineRule.log

scanEngineSupport.log

1 If multiple files have been generated for the log, the single file listed here is downloaded. This file contains data
merged from the two most recent log files.

2 If multiple files have been generated for the CodeAware log, only the most recent log file is downloaded.

3 If the catalina.out log is not present, this option is not displayed. For example, catalina.out is not present
(and hence this option is not available) if, when you launched Code Insight, you directed the Tomcat logs to a
location other than catalina.out.
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Owner Setup Tasks

The owner of a project has specific tasks to complete before a project launch. These tasks include the following:
® Configuring and Editing Your Project

® Adding and Deleting Requesters

e Editing, Adding, and Deleting Project Reviewers

e Viewing, Adding, and Deleting Policies

® Viewing Scan Server Queues

® (Generating Reports

® (Conducting Research

Configuring and Editing Your Project

General project information contains the following items:
® Name

® Description

® Team

e Advanced Options

® Enable Inventory Quick Review

® Auto-Publish System-Detected Inventory

® Apply Policies to Inventory

® Request Form

® Owner

e Auditor
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® Security Analyst
® Workspaces

® Review levels (along with any conditions required to enable them, by default, all review levels are always
enabled)

jpun
Task To edit, delete, or add information to a project, do as follows:
1. Loginto Code Insight as an Owner.
2. Click Home in the Main menu bar. The Home page appears:
#; Home
Welcome Owner Smith. Your |2st login was on 04/02/2012 17:59
Y. My S=curty Alerts | 2] My Tasks | My Shertcuts | 53 Dashboard
Filter: | In Frogress Projects | Search: 2
Project = | Audit Inventory Review | tory with Legal / istion / Security |ssues
ePoral 13 [ N . .
12 of 41 files with indicators reviewed Rejected: 2 | Pending: 2 | Approved: 2 Legal | Open: 2 | Completed: 0 | None: 7
Un-reviewed inventory items: 2
10 of 28 files without indicators reviewed Remediaticn | Open: 2 | Completed: 0 | MNone: 8
|
Security Issues | Open: 1 | Completed: 0 | Nene:
24 of 47 files with indicators reviewed Rejected: 2 | Pending: 2 | Approved: 3 Legal | Open: 2 | Completed: 0 | None: 7
T
Un-reviewed inventory items: 2
24 of 105 files without indicaters reviewed Remedistion | Open: 2 | Completed: 0 | None: &
] |
Security Issues | Open: 1 | Completed: 0 | Mone:
| Page 1lof 1| /| & | Show Al 1-2of2
3. Onthe top left of the page, click the My Projects button to open the My Projects page, which lists all
projects:
& Home | {J My Projects | B Policies | (¥) Scheduler | @) Research | (% Reports Welcome Owner | g My Scttings  » 4 Help | = Logout
.| My Projects
Basic Search;Ad\-'sncE:l Search | Filter: | In Progress Projects .| Search: p
| Name & | Team Owner Status Inventory Requests Tasks Actions
ePortal 1.2 Enginzering Owner Smith In Progress 9 ] 8 EHr ]
ePortsl 1.4 Engineering Alex Ryzsk In Progress 9 B 0 d
| Page 1[of1] i .'?_—" Show All 1-2ef2
4. Click the project name. The Project Summary page appears.
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i Home | ) My Projects | B Policies | () Scheduler | @ Research | ¥ Reports

] ePortal 13

—
Summary || Workspaces

Id
Name
| Team
Owner
Auditors
| Security Analysts

Observers

Chapter 4 Owner Setup Tasks
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Wielcome Owner | & My Settings | 2 Help | o8 Logout

Inventory || Requests | Tasks || Polides | Comments

1
_}EPmnaI 13
DEngmeenng
| Quner Smith
jA\EX Rybak, Auditor Smith
‘A\ex Rybak
j Observer Smith, Super User

QuickReview Facilitators | Alex Rybak. Owner Smith. Super User

Advanced Options

Project Metadata

| Aliased Projects
Child Projects

Status

Progress

Enable Inventory Quick Review: Yes
Auto-Publish Inventory: Yes
Apply Policies to Inventory: Yes

| View Project matadalaJ
There is no aliased project for this project.
'There are no child projects for this project.

In Progress &%

Audit

Project Summary Emails: Never

Request Review Reminder Emails: Never

Request Form: Palamida Default Short Request Form Definition
Allow Requester to Select First Reviewer: No

View Project Inventory Snapshets| | Take Project Invemcry&napsnolj Scan Pmpmj

I | 5o fiss with indicators reviewed
/H ] 100138 fies without indicators reviewed

Inventory Review

I T oot 2 rsiscied 2 pending review, 3 approved, and 2 not et reviewed)
Inventory with Legal | Remediation | Security Issues
/I icoal 9total 2 open, 0 completed, and 7 nene required)
I | Remeaiation: 9 lotal (3 open, 0 completed, and § none required)
/I security: 9 total (1 open, 0 completed, and & none required)

On the Summary tab you can view and scan the project using the buttons in the Progress section.

5. Click the Back button to return to the My Projects page.

6. Click the Pencil and Paper icon to the right of the project you want to edit. The Project Details page appears.

. Project Details

B Hame

Description

B Team

B Owner

l R s —

Select a team e

Select the project owner bt
Save Cancel

7. For each project, you can edit general project information, as well as the lists of users associated with each

project:

® Observers: Read-only view of project data

® QuickReview™ Facilitators: Approve/reject inventory items

e Auditors: Launch Detector to review scan results and conduct audit

e Security Analysts: Review security vulnerabilities associated with inventory items

® Requesters: Submit request for use of 0SS/TP software

® Reviewers: Review requests
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Enter text in the Name and Description fields.

Note = The selected Team is not editable via the Edit Project page. Only an application administrator can
change the team to which the project is assigned via the Administrator > Projects > Project Details page.

Select the Owner and Project Summary Email Frequency using the pull-down menu.
Choose the Request Review Reminder email delivery frequencies from the pull-down menu.
Select either a long or short request form type via the pull-down menu.

(Optional) Check the Advanced Options checkboxes:

e Enable Inventory Quick Review: Enables an Approve/Reject inventory option for the project owner on
the Inventory Details page. If either of these options is selected, then the request workflow is not
required.

® Auto-Publish System-Detected Inventory: Automatically publishes any system-detected groups from
Detector as inventory.

e Apply Policies to Inventory: Applies any always approve/reject policies to published inventory and sets
the Review Status to Approved or Rejected if a matching policy exists. All other inventory items receive a
Review Status of Ready for Review.

Add or delete Review Levels and Child Projects in the associated fields if you wish. To add a review level, for
example, if you want to differentiate between specific technical review levels in a software development
project, click on the Add A Review Level (+) icon. This opens a text field into which you can enter a name of
your choosing for the new review level. This also adds a new tab to the Project Details page on which you
must select both the appropriate reviewers for a given level, and optionally define the conditions to activate
this level if it should not always be active. By default, all review levels are created as enabled, but levels may
be changed to conditionally enabled if desired.

Click Alias Project to search aliased projects.

To edit the name of a review level, click the Pencil and Paper icon associated with that particular review level.
To delete a review level, click the X.

To add the name of a child project, click on the Add Child Projects button in the Child Projects section.

To edit or delete a child project, click on Pencil and Paper icon next to the child project to edit, or click the X
icon to delete.

Select a Scan Server from the Scan Server pull-down menu. This feature allows all workspaces to reside on
one server.

To manage the scan root path containing the files to scan for the project, click Browse, Type, or Remove in
the Scan Root Path section.

Click Save to save your work.
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Adding and Deleting Requesters

Task To edit, add, or delete requesters associated with a specific project, do as follows:
1. Click the My Projects button in the top left corner.
2. Click the Pencil and Paper icon next to the project you want to edit.

3. Select the Requesters tab:

& Home | (] My Projects | B Poficies | () Scheduler ) Research | 24 Reports Welcome Owner | & My Settings | &% Help o Logout
(] Project Details

Genersl Information || Observers || QuickReview Facilitators | Auditees || Sewity Anzhysts | Requesters || Reviewsrs

Requesters User Lists

Search: 2 ) Deiziz Requesters () Add Requesters | Search: R @ Doz O Add
[} First Mame ~ | Last Name Emsi 71| User List Name «

3] A Rybak arybak@palsmidz.com

[ Ons

[F Tao

[ Threz

[ Four

k| Five

[ Six

1l Seven

[ Eight

L |0 Nina

{ of 1] |2 t-100f10 | 4 4 |Pagel  1jof1| b M | 2| Showsn
Save Cancel

4. To delete a requester, select the name you want to delete and click Delete Requesters.
5. Add arequester in one of the following ways (a or b):

a. Click the green Add Requester button in the left pane. The Add Requester dialog box opens with names
of possible requesters.

Requesters -]
Search: p_ Selected Requesters
[ First Name o Lzst Nams Email | First Name = | Last Name
[ Swper Ussr vserfemasil.com
| Page o o -1¢

Cancsl |

® Select the name of the requester you want to add. The name appears in the Selected Requester list
to the right of the name.

e C(Click Add to add this person to the project in the role of a requester.

b. Click Add Requestor from User List or a user list name in the Search field. A dialog box opens from which
you can choose a specific user list. You can create user lists that filter users by project roles.
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Editing, Adding, and Deleting Project Reviewers

<<
111

Task

48

To edit, add, or delete reviewers associated with a specific project, do the following:
1. Click My Projects in the top left corner.
2. Click the Pencil and Paper icon next to the project you want to edit. The Project Details page opens.

3. Select the Reviewers tab:

% Home | | My Frojects | B Policies | () Scheduler ) Ressarch | 4 Reports Wilcome Owner | @ My Ssttings | 8 Help o Logout
[ Project Details

| General Information ': Observers || QuickReview Fadiitstors || Auditors || Security Anstysts | Requesters || Reviewers

Reviewers User Lists
| Szarch: £ ) Dzlotz Ravizwsrs O Add Reviewers | Search: ) &) Dotz Q) Add
[ | First Name » | Last Mame Email [ User List Name « |
[0 Adex Rybak arybsk@palsmidz.com .
[ One userfemail. com
i Tua
[ Threz
| Four
™ Five
i Six
I Szven usenf@emasil. com
[ Eight userfemail. com
L Ninz uzer@email. com
| 1joft| » k| 2| Showad 1-100f10 | [4 4 | Page 1ieft] # M | | ShowaAn

Save Canosl

4. Add or delete a reviewer:
e To delete a reviewer, select the name you want to delete, and click Delete Reviewer.

e To add a reviewer, click Add Reviewer and select the name of the reviewer you want to add from the
Reviewers dialog:

Reviewers Ix
Saarch: 2 Selected Reviewsrs
] First Name | Last Name Emsil | FirstMames | LestName
[ Super User user@email.com
Fage Tloft| b M| T-1of 1
Cancsl

The name appears in the Selected Reviewers list box.

5. Click at the bottom of the box to add this person to the project in the role of a reviewer.
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Viewing, Adding, and Deleting Policies

Policies are used by Code Insight to automate the review of inventory items (in a QuickReview™ scenario) or
requests to use 0SS components (in a full review scenario). Policies can be defined up-front and re- evaluated
each time a new project is created. Policies can also be built off of requests that are being reviewed by someone
with the policy administrator permission. Creating a policy during the time of request review will result in a very
specific policy at the current project scope and will automate the action taken by the reviewer at the time of the
policy creation. The purpose of policies is two-fold:

® Policy notifications (flags in the web Ul and Detector auditing client) inform the user whether the component
and/or license has an associated policy. This information may be used to increase the priority of reviewing
particular items in cases where the associated components and/or licenses have an auto-reject policy.

® Policies are also used to automate manual reviews in cases where a particular component or licenses has
previously been reviewed and future manual reviews are no longer necessary.

Anyone with policy administrator permissions can create, add, delete, and edit policies. The system administrator
allows any user to have these permissions by checking Policy Administrator in the role box when setting up or
editing a new user.

Viewing and Editing Policies

To view or edit policies, do the following:

1. Login as policy administrator or make sure your administrator checked the role of Policy Admin in your User
Details.

2. Click Policies on the Main menu bar. The Policies page appears:

& Home | wty Projects | B Polisies | € Ressarch Wielcome Policy | & My Ssttings | &2 Heip o Logout
fi Policies
[Basic Search| Advanced Ssarch | Search: B & Add New Policy
Id | Scope Lzt Updated  Acti.
1 Global v ,3
4 Gilobal Ea ]
z Giobal 70
|Pagel  1]efi | &2 | Show An 1-30f3

3. View or edit policies by clicking the Pencil and Paper icon associated with an existing policy.
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Adding a Policy

—
v

Task
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add a policy, do the following:

Click Add New Policy on the right side of the page to create a new policy. The General Information and
Attributes tab opens.

¥ Home | {J My Projects | Bl Policies | @) Research Welcome Policy | g My Seftings  »* Help | = Logout
B Policy Details
General Information Policy Attributes

B Name

Description

B Action =

] |
STanpoent S ine | Search Ccmpanent; Any Component|

" Scope V¥ ciobal
Attachments | Browse.. | Uplosd
Conditions of Use Add Condition of Use
Policy Metadata Create Policy Metadata

Save Cancel

On the General Information tab, select Approve, Reject, or Manual Review from the Action pull-down menu.

Determine the scope. Global is the default. Uncheck the Global checkbox if you want to apply the policy to a
specific team. Select the appropriate team by double-clicking on the name of the team in the left column,
thereby moving it to the right column.

Add an attachment if necessary.

Click Add Condition of Use. The Add Conditions of Use dialog appears:

Add Condition of Use b

Condition of Use:

Required: [V {Required conditions must be acknowledged by requester)

Cancel

Enter text explaining specific conditions of use for this policy.

Check the Required checkbox if you want the requester to be required to acknowledge the policy conditions
of use.

Click Save to save your work.
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9. Select the Policy Attributes tab.

10. Select a Request Form using the pull-down menu to inform the system as to which request form attributes to
load. (You must select a request form type to set policy attributes.)

11. Click the Add/Remove Policy Attribute button. The Policy Attribute checkbox opens.

Policy Attributes x

Usage Modificstions || Encryption Vault

Select the intended usage of the requested componant:
Dio=s the requested component replace ancther component or any propristary or 3rd-party code?
Explain in detsil:

Select how the requested component will be finked to the product or service:

ogomnmno

Explain in detail:

Save ] Cancel

Any boxes you check on the Usage, Modifications, Encryption, and Vault tabs become part of the viewable
policy attributes. When you click Save, the Policy Attribute tab is populated with those checked boxes.:

&5 Home | ','- My Projects | ﬂ Policies | 9 Research Welcome Policy | E.rMy Settings v',' Help | ‘:ﬁ Logout
[ Policy Details
Ganarzl Information Policy Attributes

B Select request form from which to show policy attributes:
v

B Select the intended usage of the requested component:

B [iges the requested component replace another component or any proprietary or 3rd-party code?

Cves g

B Fxplain in detail:

B Select how the requested component will be linked to the product or service:

B Explain in detail:

Add/Remove Policy Attributes |

Save Cancel

Note about Policy Conflicts

Code Insight does not support conflict resolution in cases where multiple policies apply to a given inventory item
or request. There are conflicting policy validations in place to ensure that more than one identical policy is not
created with alternate actions. However, policies of various specificities can be defined and more than one can
apply at a given time. In such a scenario, the policy that was defined first (by creation date/time) will take
precedence. Below is an example:

® Policy #1 - Automatically approve component: Mozilla Firefox

® Policy #2 - Manually review license: Mozilla Public License (MPL), Version 1.1
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If an inventory item with Mozilla Firefox under the Mozilla Public License (MPL), Version 1.1 is evaluated by
policies, the first policy will take precedence, since it was created before the second policy, and the inventory
item would be automatically-approved.

Copying a Policy to Create a New Policy

Instead of creating a new policy from scratch, you can copy and modify an existing policy.

—

Task To copy and modify an existing policy, do the following:
1. Select an existing policy, and then click the Copy Policy icon (jj). The copied policy appears in the Policy
Details window.

2. To create a new policy from the copy, modify the copied policy and save it as a new policy.

Viewing Scan Server Queues

To view the Scan Server task queue and task history for a workspace Scan Server, log in as someone other than
an admin or a policy admin, and do as follows:

u
o
V=
=

Task To view the Scan Server queue, do the following:

1. Click Scheduler on the Main menu bar. The Scheduler page appears with Task Queue and Task History tabs.

& Home | J My Projects | [ Policies | (%) Scheduler | @) Research | % Reports Welcome Owner | gy My Settings v Help | = Logout
) Scheduler
Scan Server: | server A

| Task Queue || Task History

Active Task

There is no active task for this scan server.

Pending Tasks

There are no pending tasks for this scan server.

Refrash Page |

2. Select a server from the Scan Server pull-down menu, and you can view the progression of the task queue
and the task history associated with that server.

3. Click Refresh Page to see the latest active and pending tasks.

4. Select the Task History tab to view a list of tasks and dates. To sort the columns in ascending or descending
order, click the Task Status column heading or any other column heading.
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5 Home | Q) Admnistration = | () My Projects | [ Pokciss | ) Scheduier | D) Ressarch | 2 Reports

) Scheduler
Scan Server: | server] B
Task Queve | Task History

Fiter AN Completed Tasks .

Workspace Project
ePortal_1-3 ePortal 1.3
ePortal_1-3 ePortal 1.3
ePortal_1-3 ePortal 13
ePortal 1.3 ePortal 1.3
ePortal_1-3 ePortal 1.3
ePortal_1-2-1 ePortal 1.2.1

M 4 (Page  alottn| b M| & Showar

Generating Reports

Task Started

DIDSZ012 10:08
QUTER012 10:03
12012011 10:28
12012011 10:28
12012011 1028
130201 1S5

Task Completed =
DUDS2012 10:14
nmsznz 008
120172011 10:33
12012011 10-28
12012011 1028
12072011 1205

Chapter 4 Owner Setup Tasks

Generating Reports

Welcoms Alex | Ji My Settings | +* Heip | = Logout

Task Type
Repon - File Evidence Map Report
Scan

Report - Fie Evidence Wap Report
Report - Third-Party iIndicators Report
Repon - Scanmed Fies Report

Scan

Task Status
Compieted
Compieted
Completed
Completed
Completed
Compisted

3N -4Qe0 107

You can generate many types of reports. To see available report types, click the Reports button on the Main menu

bar.

® Reports are defined in the database. Refer to the default_reports.sql script for a sample definition of the

default reports.

® Reports are generated on the server using a groovy script for the report logic and velocity templates for the
rendering logic. You can modify both of these sets of files. Your modifications will influence the report the

next time it is generated.

® Although the Web Ul lets you preview and download a report that you generate, you can also access the
report (and the reports generated by other users) at the following location:

<Code Insight_ROOT_DIR>/config/core/output/<productReleaseName>/<reportName>/<loggedInUserName>/

<timestamp>

® Code Insight offers a Third-Party Notices report as well as the Code Insight report, which is an extensive

project detail summary report.
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Generating a Project Details Report

Task To generate a project details report, do as follows:

1. Click Reports on the Main menu bar. The Reports page appears.

[ Reports
Palamida Report

Contains full preject summary including scan details, component and license inventery, and vulnerabiity details

Project Details Report

Presents all project detaile in a single report suitable for project status and final project documentation and sign-off. it includes project inventory, project requests, and project tasks,
with comprehensive information for each tem, task and request.

Project Inventory Deltta Report
Centains a defta between the project inventory at 2 selected times. To be used to compare the state of a single project at two different times or across 2 projects.

Audit Report

Provides a detailed summary of all detected inventory along with auditor comments and file appendices

Cempenent Usage Report

Provides summary of component reuse across multiple projects. For each compenent used, a summary of ts use in each project is provided, including version details, licensing

information, vulnerabilty data, and associated request details.

License Usage Report

Summarizes license usage across multiple projects
covered under the license.

The information is presented a list of Licenses, along with their details, and a list of the components in the projects that are
Policy Report
Provides a detailed summary of all Policies applicable within the selected scope

Inventory Repert

Comprehensive listing of all tems in the selected projects, including licensing information, available versions, vulnerability data, and associated request details.

Third-Party Hotices Report
Palamida standard third-party notices report.

Scanned Files Review Progress Report

Summary of review status of scanned files across all workspaces in selected projects.

License Obligations Report
Provides a summary of License Obligations corresponding to tems found in inventory.

2. Select the Palamida Report link. The Palamida Report page appears.

[ Report - Palamida Report

Report Name Palsmida Report

Report Description Contains full project summary including scan detsils, compenent and license inventory, and
vulnersbility details.

Report Scope ] 2
Teams

(Erginesring
=

Projects
;I_
e
. Include Scanned Files in Report? =
(This option will make report run longer)
Show Inventory File Details? O

(Thiz optiocn will make report run longer)

Generate Cancel

3. Enter or edit a report name and description on this page as needed.
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4. Uncheck the Global checkbox.
5. Select a team name in the Teams column to enable and view associated project choices in the Project pane.
6. Select the project in the Projects pane.

7. Click Generate to create the report. When the report is ready to view, a box opens with a link to view the
report.

8. Click the report link and the report opens.

3 Cownload Report

Project ePortal 1.3

Team Engineering

Owmner Owner Smith

Scan Summary 79 Files | 3,032 Nodes | 9,126 Lines of Code | 15.00 MB
Third-Party Inventory ¢t 3Components | [ Slicenses | '§ 31 Vulnerabilities

Scanned Files by Origin Scanned Files by Type

| 18
=N (20%)

ANETT 53 | @
(33%) (67%)

Explained Files ® Unexplained Files with 3rd-Party Indicators
¢ Unexplained Files without 3rd-Party Indicators Source Code @ Object Code @ Other

9. Click the Download Report link to download the report as a compressed file in the default Report directory.

You have chozen to open

|1, PalamidaReport_20120404_1804.zip
which is a: Compressed (zipped) Folder (148 KB}
from: http: /flocalhost:3838

What should Firefox do with this file?

" openwith | Windows Explorer {default) j

¥ Save File

I™ Do this automatically for files like this from now on.

O | Cancel |

10. To view a specific aspect of the project report, click one of the links in the Third-Party Inventory section. For
example, click on the Licenses link. Reports contain a variety of graphical representations and detailed
information.
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Project ePortal 1.3
Team Engineering

Third-Party Inventory | f& 9 Components | [ 5Licenses | # 21Vulnerabiliies

Components Instances by License
Legend

L1: GNU Affero General Puslic License v3.0
L2: GNL) General PublicLicense v3.0

L3: MIT license (also X11}

L4 seriptaculous 181 Licanse

L5: dicdicong License

-

Component Instances

Licenses (see legend on left far details)

# License Usage
1 | BNU Affera General Puslic License v3.0 T Encryption | Vulnerabilities Files status
itext (5.1.2) 1 Pending Review
2 | GNU General PuslicLicenss v3.0 Component Encryption  Vulnerabilities Files Status
meret (2.5.8) 1 Ready for
Review
3 |MiTlicense (also X1} Component Encryption  Vulnerabilities Files Status
rototype (1.8.0.2 1 Approved

Generating Inventory Reports

Task To generate an Inventory report, do the following:
1. Click Reports on the Main menu bar. The Reports page appears.
2. Select the Inventory Report link. The Inventory Report page appears.
[ Report - Inventory Report

Report Hame Inventory Report

Report Description Comprehensive listing of 21l items in the selected projects, indluding licensing information,
available versions, vulnerability dats, and sssccisted request detsils.

Report Scope I Giobal
Teams
5|
=
Projects
|
ePoral 1.4
E
Show Only ltems with Encryption |
Show Only ltems with Vulnerabilities -
Generate Excel Version Ird
Generate XML Version Ird

Generate Cancel

3. (Optional) Enter or edit a report name and description on this page.
4. Select a team name in the Teams column to enable and view associated project choices in the Project pane.

5. Select a project in the Project pane.

6. Click the Global checkbox or double-click on a team in the Teams column to view associated projects in the
Projects pane. Then, select the project in the Projects column.
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7. To create versions of the report in Excel or XML format, check the associated checkboxes.

8. Click Generate. When the Inventory Report is available for viewing, a dialog box opens with a link to the
report. The report is presented for the project you selected. Each Inventory report has two sections. The
Summary section provides general project information. The Inventory section lists ID, name, component,
description, license, review status, encryption, and vulnerabilities. Certain elements in the report are linked
to additional information.

Note = The scores and severities displayed for security vulnerabilities (when you click Yes in the
Vulnerabilities column to view the security vulnerabilities associated with the inventory) are based on the
CVSS v2 scoring system.

Inventory Report Generated on Wednesday, April 4, 2012 at 6:19 PM

= Project Summary

Project ePortal 1.3

Team [ Engineering

Owner Qwner Smith (415-555-1212)
Auditors Alex Rybak

Auditor Smith (415-555-1212)

Security Analysts | Alex Ryoak

Observers Observer Smith (415-555-1212)
Super User (415-555-1212)

& Project Inventory (8)

Id Hame Component Description License Review Status Encryption Vulnerabilities
4 |gip12.2 lib (1.2.2) 2lin is designedta be afree, general-purpose, lagally unencumbered — that is, not covered by any patents | Zlisdiopng Licenss Rejected - Yes (2)

—lossless data-compression library for use on virtually any computer hardware and operating system.
The zlib data format is itself portable across platforms.

2025 merypt2.6.8 merypt (2.6.8) | merypt, and the accompanying libmerypt, are intended to be replacements for the old Unix crypt, except GNU General Public Ready for
that they are under the GPL and support an ever-wider range of algorithms and modes. License v3.0 Review
5 prototype prototype Prototype is a JavaScript Framework that aims to ease development of dynamic web applications. I0IT license (alse Approved
1602 (1.6.02) Featuring a unique, easy-to-use toolkit for class-driven development and the nicest Ajax library around Xy

Prototype i quickly becoming the codebase of choice for web application developers everywhere

2 Zib11.3 Zib{11.3) zlibis designed to be a free, general-purpose, legally unencumbered — thatis, not covered by any patents | zlibllibpna License Rejected < Yes (1}
—lossless data-compression library for use on vifually any computer haraware and operating system
The zlib data format is itself portable across platforms.

9 Mext512 itext (5.1.2) iTexth A8 a JAVA-PDF library GNU Affero General  Pending Review
PublicLicense v3.0 (Waiting for
reviewer?,
reviewert

Conducting Research

The Research feature allows you to search the Code Insight Data Library for components and licenses, as well as
to create and delete components, component versions, licenses, and vulnerabilities (provided that you have the
correct permissions).

Note = Only custom data may be deleted.

See the following topics for more information:
® Searching for Components

® Component Search Tips

e Component Fields

® Component Search FAQ

® (reating a New Component
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Conducting Research

Searching for Components

58

Deleting a Custom Component

Adding an Existing Vulnerability to a Component Version

Adding a New Vulnerability to a Component Version

Disassociating a Custom Vulnerability from a Component Version
Searching for Licenses

Editing a License

Viewing, Adding, or Editing a New Obligation

Creating a New License

Adding New Licenses to Components

Deleting a License from Components

To search for a component in the Code Insight Data Library, do the following:

1.

Click Research on the Main menu bar. The Research page appears.

O Research

| Component || License I Third-Party Notices ||

Bask:!earch! Advanced Search

Searc h Filter: |COTh|:lnnenf_l'§lamé Contains (All TéTrI|Y | Forge Filter: ||

IEComponent Name Contains (All Terms) :

I4 4 | Page

! Component Name Contains (Any Term)
Component Name Bagins With
Component Name Matches Exactly
URL Contains
Any Field Contains

!

Pl | & | Page Size:| 25

Apache

{ CodePlex
CPAN
Free Software Dirsctory
GitHub
GNU
Google Code
1biblic Maven2
Jave.net
kernel.org
Mozilla
MySQL AB
Other

i Python

Y Savannah

SpurceForge

[P T |

The default for component search is a Basic Search. It includes a Search Filter and Forge Filter to help you

limit your search results.

Note = The defaults for these filters are configured by the Code Insight Administrator and may be edited at

any time.
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2. Select a search filter from the pull-down menu:

e Component Name Contains (All Terms): searches all component names and returns all components
whose name contains all of the submitted search terms.

Note = Component Name refers to the name of the component assigned by Code Insight or by the user in
the case of a custom component. Component Names typically do not contain spaces.

e Component Name Contains (Any Terms): searches component names and returns all components in
which the component name contains any of the submitted search terms.

® Component Name Begins With: searches component names and returns all components in which the
component name begins with a submitted search term.

e Component Name Matches Exactly: searches component names and returns all components whose
name matches the submitted search term exactly.

® URL Contains: searches component URLs and returns all components whose URL matches the submitted
search term URL in part or in full.

® Any Field Contains: searches all the fields outlined above, as well as the component Description field,
and returns all components that contain text in one of these fields that matches the submitted search
term.

3. Select a forge from the Forge Filter or leave it blank to search across all forges. The Forge Filter allows you to
limit your search to a specific forge, also known as a “repository” or “source” of code. For example, the Free
Software Directory forge references all components in the Code Insight Data Library that were obtained from
https://directory.fsf.org, and the GitHub forge references all projects obtained from https://github.com/.

4. Enter the name of a component in the Search For box and click the Search button (' #” " ) to search for the

component. Every component that matches the specified search criteria will be listed in the results. For

example, a search for the term “openssl|” without a specified forge filter, results in multiple entries for the

OpenSSL component, including an entry for the component obtained from “The Free Software Foundation”,

an entry from the “OpenSSL Project” website (forge is listed as “Other”) and an entry for the component

obtained from “GitHub”.

@ Research

| Component License || Third-Party Notices ._ Collections |

Basic Search| Advanted Search (3) Help
Search Fiter: | Component Name Contains (All Tern| v | Forge Filter: ~ |Search For: | openssl J search
< | Mame Description Forge Encryption | ‘ulnerabilities Policy Review History Custom

openss! The OpensSL Projest s & fue effortt Free Directory ‘5 "y g -

openssl The OpenSSL Preject is a collaborative effortt. Other = \’# 1

openssl-openssi openssls cpenss| at github.com GitHub 1= ; 1

alwinnerwk-platform_ex...  alwinnerwk's platform_external_cpenssl at gith GitHub 1

android-areasl-external ..  android-areaS1's external_openssi st github.cc GitHub 1

android-platform_extern...  android’s platform_external_openss|at github.c GitHub 1

acsm-openssiDos acem's openssiDOE at github.com GitHub ¥ =
4 4 | Page 1jor7| » Pl | & | Page size:|25 > 1-250f158

Edit | |Add New Component|
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The result set is sorted first by all components marked as Important, indicated by the “* icon to the left of the
component name. A component is designated Important if it meets one or more of the following criteria:

Code Insight Top Component: this popular 0SS component was manually inspected and edited by the
Code Insight Library Team for accuracy. Information for Code Insight Top Components is delivered to the
system via Electronic Update. Ensure that you have the latest update for the most accurate information.

Referenced Component: the component is associated with a Request (including Draft and Rejected
request), Policy, Group (including unpublished group), Inventory Item or third-party notice. These
components are classified as Important because they are currently in use by one or more Code Insight
users.

Custom Component: the component was manually created by a Code Insight user and marked as
Important via the Important checkbox in Component Details. Note: custom components have negative
component IDs. A custom component can be unmarked as Important by unchecking the Important
checkbox in the Edit Component menu.

To re-sort the result set, select any column to merge the results for Important and all other components into
a single list.

Click expand (#) to the left of the component entry to expand to view component details such as Title,
Forge, URL, Description, Versions, Licenses, Vulnerabilities, Encryption information, and Custom information.

Click one of the Manage buttons to view detailed information for Versions, Licenses and other data available
for the component entry.

The following list summarizes other features that may be available in Component Details.

Component Icon Description

Encryption Details 9 Details related to whether or not encryption is required.

Security Vulnerability Details icon

¥ Indicates that security vulnerabilities exist for one or more
component versions. Click to view details about the
vulnerabilities.

Note = The scores and severities displayed in the security
vulnerability details are based on the CVSS v2 scoring

system.
Component Policy Flag icons " Component always approved for use.
m Component always rejected for uses.

e Component has unknown policy since it depends on use.

o Component does not have a matching policy.
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Component Icon Description
Approval Status icons () Component has been previously Approved.
@ Component has been previously Rejected.

Component Search Tips

The following are some tips to maximize your success when searching:

® To get more results, use one of the Component Name Contains search filters and substitute spaces for
dashes.

® Use the URL Contains search filter to search for the URL. For better results, use only essential elements of the
URL. For example, if the URL is https://www.github.com/facebook/facebook-ios-sdk try searching with just
github.com/facebook/facebook-ios-sdk, or for more results, try github.com/facebook/.

® To narrow the search, click the Advanced Search tab. The Edit Component Search Criteria dialog appears:

Advanced Search

New Component Search Edit Component Search Criteria *®
Name * Entity Licanse M
Description # Fizld Name gl

# Operator | contains 2
* Value apenss!
# Criteria !
Entity Save : | Cancel

® Add a new component search; try searching based on the component license or other important field.
Consult the Advanced Search section for more information on how to configure and use the feature.

Component Fields

The following fields are available for every component in the Code Insight system. Additional component data
may be stored in custom metadata fields. See Metadata Framework for more information.

Table 4-1 = Fields and Descriptions

Field Description

Id The unique ID of the component. Custom components have negative IDs while
non-custom have positive IDs.
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Table 4-1 = Fields and Descriptions (cont.)

Field Description

Name The name of the component as stored in Code Insight.

Code Insight components (non-custom) are typically named according to
convention based on the forge from which they are obtained. For example, Code
Insight components obtained from GitHub include the author name and project
name separated by a “-” in the name (OpenSSL from GitHub has the name
“openssl-openss|” in Code Insight). Code Insight component names do not
contain spaces.

Click the Help icon ( @rtep ) in the Components Details tab to see other naming
conventions based on forge.

Title The unique title of the component as stored in Code Insight, the components
(non-custom) of which are also named according to the convention based on
the forge. For example, Code Insight components obtained from GitHub include
the author name and project name separated by a “/” and appended with the
term “GitHub” (OpenSSL form GitHub has the title “openssl/openssl - GitHub”.

Forge The downloaded-from URL pointing to the page from which the component was
downloaded.

URL The project URL pointing to the project home page.

Description The project description.

Encryption Indicates whether the component uses encryption.

Vulnerabilities Indicates whether the component contains one or more vulnerabilities. Click the

icon to view details for the vulnerabilities associated with the different
component versions.

Note = The scores and severities displayed in the security vulnerability details
are based on the CVSS v2 scoring system.

Custom Specifies whether the component is custom (user-created) or non- custom
(Code Insight-created).

Important Specifies whether the component has been marked for importance by Code
Insight or is referenced in the system.

Available Platforms The list of operating systems for which this component is developed (if any).

Categories The list of tags to classify the component in a catalog-type structure. For
example, a user may choose to label a set of components as “Permissive”
based on their license type.
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Table 4-1 = Fields and Descriptions (cont.)

Field Description

CPE Name The list of CPE names—manually created or pulled from the National

Vulnerability Database—that are mapped to the 0SS or third-party component.
CPE is a structured naming scheme for a component that includes the
component’s vendor name and product name and uses the following format:

cpe://<part>:<vendor>:<product>

where <part> is either a (applications), h (hardware platforms), or o (operating
systems).

To add a custom CPE name for the component or remove any of the
component’s custom or NVD-published CPE names, click Manage CPE Name.
When you add a CPE name, Code Insight validates that the name is in the
correct format.

Programming Language The list of programming languages that are used in the codebase for the
component.

Last Update Date The date the codebase was last uploaded to the forge for this component.

Registered Date The date corresponding to the first code upload to the forge for this component.

Versions The versions associated with this component.

Licenses The licenses associated with this component.

Component Search FAQ

1.

How can I tell which component is the correct one?

It is always recommended to have some familiarity with the component you are requesting in order to be able
to correctly identify it online and in the Code Insight Data Library. The URL is a key to identifying components.
If it matches the component you are requesting, this is a reliable indicator that they are the same.

If you or the developer downloaded the package from another URL, look up the component online to verify
what the canonical project page is. Often, developers will download a package from a site other than the
main project page.

Do some Web searches to see if the URLs are related (e.g. fsf.org is related to gnu.org). Look at other
information including the descriptions. Look at the project websites and see if they are the same project. If
they are, then you can use that component.

What if | cannot find the component?

There are several reasons you may not be able to find the component in the Code Insight Data Library, for
example:

® The component is under a different name in the Code Insight data library. Try to search for the
component using some of the techniques above.
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® |tis a Commercial component.

e The component is considered to be a subcomponent of a larger project. For example, netkit- base,
netkit-ftp, netkit-rsh, are all part of netkit.

e The component has not been collected into data library. Typical reasons for this include:

® [tis not traditionally seen as a software library, but is considered to be a module within a larger work.
® [tis nolonger available on the Internet.

e |tis from a non-electronic source (magazine, book, etc.).

e The component is very new, and has not been collected yet. In this case, you may wish to request the
Code Insight Library team to collect the component, so the scanner can index the component releases.

e [f you cannot find a component in the Code Insight data library, or you wish to categorize them in a
different way from how they are in the data library, you can create a custom component.

Creating a New Component

ﬂ
b
M

Follow these steps to create a new custom component in the Code Insight system. To limit the number of
duplicates, ensure that you create new components only in the case where you are unable to find the component
in the system.

Task

64

To create a new custom component, do the following:
1. Click Research on the Main menu bar. The Research page appears.

2. Click Add New Component, and then click Yes when prompted to create the component. The New Component
dialog appears.

New Component *

General Information

* Name || &

* Title
#* LIRL

# Description

Forge v
Encryption || This component contains encryption technology.

Save ] Cancel ]

3. Enter information in the required fields, which are marked with an asterisk (*). The remaining fields are
optional. See Component Fields for more information.

The combination of Name and Title must be unique. For example, if there is already a component name “foo”
in the Code Insight system, you can create another component named “foo” only if the titles of the two
components are not identical.

4. Click Save to save the new component. An ID is automatically assigned to the component upon creation.
Custom components have negative IDs in the system and are labeled with a Yes in the Custom field.
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Deleting a Custom Component

You can delete only custom components. The Delete feature is disabled for Code Insight components. Follow
these instructions to delete a custom component from the system.

—
v

Task To delete a custom component from the system, do the following:

Note = Only custom components can be deleted. The Delete button is disabled for Code Insight components.

1.

2.

Click Research on the main menu. The Research page appears.

In the Search box on the Component tab, enter the name of the component you want to delete. When the
Search Component box opens, you can choose to search by Component Name or by Filter pull-down menu.

Select the component and click Delete.

Click Yes to confirm the deletion.

Creating a New Component Version

u
ol
V=
=

Task To create a new component version, do the following:

1. Click Research on the Main menu bar. The Research page appears.
2. Inthe Search field on the Component tab, enter the name of the component for which to add a new version.
3. Click the magnifying glass icon.
4. Click the left-side plus + icon to expand the information about the desired component.
5. Click Manage Versions and Vulnerabilities. The Version Details dialog appears.
6. Click Add New Version. The Input dialog appears.

Input x

9 , Please enter the new version name:
</
oK )| Cancel |

7. Enter the new component version name and click OK to save the new component version.

Deleting a Custom Component Version

If you create a new component version and decide that you no longer want this component version to be part of
the data library, you can delete the component version.
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Task To delete the component version, do the following:
1. Click Research on the Main menu bar. The Research page appears.
2. Inthe Search field, enter the name of the custom component version you wish to delete.
3. Select the name of the component, and then click Delete. The Confirmation dialog appears.
4. Click Yes in the Confirmation dialog.

Adding an Existing Vulnerability to a Component Version

Use the following procedure to manually add an existing security vulnerability to a component version—that is,
add a vulnerability already identified in the Code Insight data library but currently not associated with the
component version. Once added, this vulnerability is considered a custom vulnerability for the component.

Only users with permission to write to components can perform this task. (See the
component.write.access.user.list property in <codeInsightInstallPath>\config\core\core.properties.)

B
b
M

Task To add an existing vulnerability to a component version, do the following:
1. Click Research on the Main menu bar. The Research page appears.
2. Inthe Search field, enter the name of the component for which you wish to add the vulnerability.
3. Click the magnifying glass icon.
4. Locate the desired component, and click the associated shield icon in the Vulnerabilities column.
The Version Details dialog for the component opens.
5. Locate the component version to which you want to add a vulnerability, and click the shield icon in the
Vulnerabilities column to open the Security Vulnerabilities dialog.
6. Click Associate Vulnerability to open the Associate Vulnerability dialog.
7. Inthe Search for Vulnerability Name field, enter the exact name of the existing vulnerability you want to add.
| Associate Vulnerability X
Search For Vulnerability Name: | CVE-2012-4418] 12|
Score.. | Severity  Name Description
8. Click the magnifying glass icon.

66

e [f you have entered a vulnerability name that exists in the Code Insight data library, the vulnerability and
its details are listed. (Click the plus icon to the left of the vulnerability to show the its description.)
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Associate Vulnerability X
Search For Vulnerability Name:  CVE-2012-4418 x| 0o
Score... | Severity Name Description
3|58 MEDIUM CVE-2012-4418 7 Apache Axis2 allows remote attackers to for...

Apache Axis2 allows remote attackers to forge messages and bypass authentication via an
"XML Signature wrapping attack."

e [f you entered a vulnerability name that does not exist in the Code Insight data library, no results are
listed. Make sure you have entered the exact vulnerability name and try again. If you continue to see no
results, you have the option to create a new vulnerability and associate it with the component version.
For details, see the next section, Adding a New Vulnerability to a Component Version.

If the security vulnerability displayed is the desired vulnerability, select it and click Associate to add it to the
component version.

Adding a New Vulnerability to a Component Version

Use the following procedure to manually add a new security vulnerability to the component version—that is,
create a vulnerability that has not yet been identified in the Code Insight data library and associate it with the
component version. Once the vulnerability is created and associated with the component version, it is added to
the data library as a custom vulnerability available for association with other components.

Only users with permission to write to components can perform this task. (See the
component.write.access.user.list property in <codeInsightInstallPath>\config\core\core.properties.)

B
b
M

Task To add a new vulnerability to a component version, do the following:

1. Click Research on the Main menu bar. The Research page appears.

2. Inthe Search field, enter the name of the component for which you wish to add a new vulnerability.

3. Click the magnifying glass icon.

4. Locate the desired component, and click the associated shield icon in the Vulnerabilities column.
The Version Details dialog for the component opens.

5. Locate the component version to which you want to add a vulnerability, and click the shield icon in the
Vulnerabilities column to open the Security Vulnerabilities dialog.

6. Click Add New Vulnerability to open the New Vulnerability dialog.
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8.

New Vulnerability for jboss unknown *®
| Name
B Description
URL http://
m Severity S
Save Cancel |

Enter the required vulnerability name and description, and select a severity from the Severity pull-down
menu. The URL field is optional and can be left blank.

Click Save to save the new vulnerability and associate it with the selected component version.

Disassociating a Custom Vulnerability from a Component

Version

This section describes how to disassociate a custom vulnerability from a component version.

Only users with permission to write to components can perform this task. (See the
component.write.access.user.list property in <codeInsightInstallPath>\config\core\core.properties.)

Note that a custom security vulnerability for a component version is one that was manually added to the version
using a public REST or Java API or either of these procedures: Adding an Existing Vulnerability to a Component
Version or Adding a New Vulnerability to a Component Version.

=
Task To disassociate a custom vulnerability from a component version, do the following:
1. Click Research on the Main menu bar. The Research page appears.
2. Inthe Search box, enter the name of the component.
3. Click the magnifying glass icon.
4. Locate the desired component, and click the associated shield icon in the Vulnerabilities column.
The Version Details dialog for the component opens.
5. Locate the component version that has the custom vulnerability that you want to disassociate, and click the
shield icon in the Vulnerabilities column.
The Security Vulnerabilities dialog opens.
6. Click the red x icon next to the custom vulnerability that you want to disassociate from the component
version. (Only custom vulnerabilities have the x icon.)
7. Click Yes to confirm the deletion.
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Searching for Licenses

Note = This process works only with previously created custom vulnerabilities.

Task To see what components are available for a project:
1. Click Research on the Main menu Bar. The Research page appears.
2. Select the Licenses tab.

3. Enter the name of a license in the Search box, and click the magnifying glass icon. Each license that matches

the search string appears in the search results with license name, family, policy, and custom information.

D Research

Component License

Basic Search | Advanced Search | Fiter: License Names Begins \With w | Search: | MIT ® o Q Add New License
Name &

2 MIT license (also X11)
Il
Name
Family
URL
Description
Category
Policy

Custom License?

Family Policy Custom
& i " : =
7

MIT license (also X11)

hitp:/izpdx. oroficensesMIT g

NIT license (also X11)

3

No

Family License? No

Mareinfourabon View Text | | View Analysis| | View Metadata | | View Obligations | | View Comments |

{4 4 | Page 1oft]| b bl | & 1-30f3
Edt |
4. To refine your search, use the Filter pull-down menu. Using the Any Field Contains filter value will extend the
license search to any associated metadata fields as well.
5. Click on the license you want to view.

6. Click on the left-side plus + icons to expand the information about the desired license, as shown in Figure 53.
If you click on any of the rows, the Edit button toggles on, and you can edit information.

7. You can now view all license text, analysis, metadata, obligations, and comments associated with this
license from this page. (Also, the edit button at the bottom of the window is now enabled.)
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Editing a License

70

To edit a license, do the following:

1. Click Research in the Main menu bar.

2. Enter alicense name in the Search field, and click the magnifying glass icon.
3. Inthe search results, click the plus + icon next to the license you want to edit.
4. Click Edit. The Edit License page appears.

Edit License b
General Information || License Analysis License Metadata License Obligations License Comments
| Name Apache License, Version 2.0
URL http://www.apache.org/licenses/LICENSE-2.0.txt

Description | Apache License, Version 2.0

= Text Apache License

»

Version 2.0, January 2004
http://www.apache.org/licensas/ W

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and condttions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor” shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

Category w
® Is Family? Yeg s
Policy This license does not have a policy.

Save Cancel |

5. Click the appropriate tab to view and edit license information:

e General Information: The license name, URL, description, and license text. The Category field can be set
so that you skip legal review. You can also choose to alter the workflow routing if you decide you wish to
skip review levels. The Family pull-down allows you to indicate if a license is in a family. The Select
Family pull-down menu allows you associate the license with a family and choose what characteristics
the license will inherit. The Policy field contains relevant policy information.

® License Analysis: This is not editable. Instead you can view the ranking of risk level, license
requirements, and descriptions associated with the selected license.

® License Metadata: The license metadata field definitions and value assignments are supported via API
and external scripts. The assigned license metadata value fields are visible and can be searched against
in the Web Ul. see “Metadata Framework” for more information related to the metadata process and
supported entities and datatypes.

e License compatibility: On the Metadata tab, at the top, analyses of different license compatibility are
provided. These analyses allow you to see which categories of compatibility a license may evoke.

Company Confidential RCI-6142_SP1-UG0OO Code Insight 6.14.2 SP1 User Guide



6.

Chapter 4 Owner Setup Tasks
Conducting Research

® License Obligations: This tab contains the set of license obligations associated with a given license. If a
license belongs to the license family and does not have any license obligations, it will inherit the license
obligations from the associated license family. License obligations can be defined in the Web Ul by
clicking on the plus + icon, or they can be bulk loaded by selecting Import from the Administration
menu. Only an Application Administrator can bulk-import license obligations.

The following is an example of the information that appears on the Metadata tab.

Edit License X

General Information License Analysis License Metadata License Obligations License Comments

Hide Empty Metadata Fields 'T’ Edit License Metadata

-

License Compatibility Analysis

Fl List of Incompatible Licenses GNU General Public License v2.0
GNU General Public License w3.0

m

General Compatibility Analysis GNU General Public License v2.0
FSF considers this license incompatible with the GNU GPL version 2 because of certain “requirements,”
such as patent termination and indemnification dauses not present in the older version of the Apache
license, FSF does, however, consider Apache 2.0 compatible with GMU GPL wersion 3.
http: fjwww.gnu.orgflicenses license-ist. html#SoftwareLicenses

Attribution Compatibility Analysis Mone

Distribution Compatibility Analysis  Mone

Modifications Compatibility Analysis GNU General Public License v2.0

»

If you consider to modify a code released under Apachev2 and indude it on you project that will be
released under GPLv2, you should know that those licenses are NOT COMPATIBLE.

m

http://thewikidopentech.org/findex. php/Licenses_compatibility
GNU General Public License v3.0

If you consider to medify a code released under Apachev2 and indude it on you project that will be
released under GPLv3, you should know that those licenses are NOT COMPATIEBLE. - |IT

Save ] Cancel |

When you finish viewing and editing the information, click Save.

Viewing, Adding, or Editing a New Obligation

=
Task To view, add, or edit an obligation, do the following:
1. Click the Research button in the Main menu bar.
2. Enter alicense name in the Search field, and click the magnifying glass icon.
3. Select the license name from the list.
4. Click the View Obligations button to see any obligations associated with that license.
5. Click the Add New Obligation button to define a new license obligation, or click on the Pencil and Paper icon

in the Actions column.
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License Obligations 1%
Search: P
| Obiigation | Triggering Action Responsible Organization Priority Required
@ | Retain Copyright Motice Distribution Other Medium No o

Follow-up Action Required | [Supplied by Palamida: See the help page for Disclaimer] Typically =satisfied by not removing copyright notice(s) from
the source version of the redistribution, and if necessany, reproducing such Copyright notice upon further
redistribution.

Copyright notices are generally included in the LICENSE TXT or third party NOTICES file, as well as in the headers of
the source code files.

License Text Location

License Text Fragment Copyright (c)
Permigsion is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software”), to deal in the Software without restriction, including without limitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons.
to whom the Software is furnished to do so.

The License copyright notice and permizsion notice shall be included in all copies or substantial portiens of the
Software in the follewing manner:

THE SOFTVWARE IS PROVIDED "AS 157, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMTED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND ;I

4 4 | Page 1|of1| # /.Ire'i Showr All 1-10oft

Close |

6. To add a new obligation to a license, go back to the License Edit page.

7. Enter the name in the Search field of a license for which you want to add a new obligation.

8. Click the magnifying glass icon.

9. Select a license from the search results, and click the plus + icon to expand the license information.
10. Click the Edit button at the bottom of the page.

11. Click the License Obligations tab.

12. Click the Add New Obligation icon. The License Obligation page appears.

License Obligations ®
Search: R
: Obligation = Triggering Action Respensible Organization Priority Required
= Retain Copyright Notice Distribution Other Medium No =

Follow-up Action Required | [Supplied by Palamida: See the help page for Disclaimer] Typically satisfied by not removing copyright notice(s) from
the source version of the redistribution, and if necessary, reproducing such Copyright notice upon further
redistribution.

Copyright notices are generally included in the LICENSE TXT or third party NOTICES file, as well a= in the headers of
the source code files.

m

License Text Location

License Text Fragment Copyright (c}

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software™), to deal in the Software without restriction, including without limitation the rights !
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit perzons

to whom the Software is furnished to do so.

The License copyright notice and permizsion notice shall be included in all copies or substantial pertions of the
Software in the following manner: -

4 < | Page 1lof1] b bl | @ | ShowAll 1= 1of

Close

The pull-down menus on the New Obligation window can be populated using SQL scripts provided with the
product. These menus allow you to specify the following:

® Obligation: This is a list of the common types of license obligations provided via a pull-down menu.

e Follow Up Action: This text field allows you to enter specific information related to how users are to
address the specific obligation for the current license.
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® License Text Location: This allows you specify a path.

® License Text Fragments: You can cut and paste license version and text into these fields and hyperlink
information.

e Triggering Action: This is a list of common actions that may trigger a license obligation.

® Responsible Organization: This is a list of organizations that typically are responsible for ensuring that
required license obligations comply.

®  Priority: Low, Medium, or High.

® Required: Yes or No.

Creating a New License

You create the new license from the License tab. But you add the new license from the Component tab. You can
only add licenses to existing components. For details about associating a license with a component, see “Adding
New Licenses to Components.

—

Task To create a new license, do as follows:
1. Click Research on the Main menu bar. The Research page appears.
2. Select the License tab.

3. Click Add New License. The New License dialog appears.

New License *
General Information
B [Name
URL

Description
B Text
Category n

= Ts Family? Mo w Select Family v

Palicy This license does not have a policy.

Save Cancel J

Note = The Policy field is read-only and contains information regarding any associated policies for this
license.

4. Click Save to save the new license.
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Adding New Licenses to Components

Before you can add or associate a license with a component, you have to create that license. See Creating a New
License for more information.

—
v

Task To add a license to a component, do as follows:
1. Click the Research button on the Main menu bar. The Research page appears.
2. Select the Components tab.

3. Inthe Search field, enter the name of the component with which the license is associated and click the
magnifying glass icon.

4. Locate the component to which you wish to add a license, and click the left-hand Plus icon to expand the
component description.

5. Click the Manage Licenses button. The license associated with the component appears.

6. In the License Details for that particular component, click the Add New Component icon to add a new
license. The Search License dialog appears.

Search License *
Basic Search ' Advanced Search | Fiter: | License Name Be_gins With | Search: P ﬂ Add New License
Name & Famihy Paolicy Custom

Page: 11of1] » | .%

| Cancel |

7. Select the desired license to add. You can also edit or delete a license by using the buttons at the bottom of
the Search License dialog, or you can create a new license if one does not exist.

Note = The Add License button adds an existing license to the license list. The Add New License button opens
a dialog to create a new license, which can be added to the list.

Deleting a License from Components

Task To delete a license from a component, do the following:
1. Click the Research button on the Main menu bar to open the Research page.
2. Select the Components tab.
3. Inthe Search field, enter the name of the component with which the license is associated.

4. Click the magnifying glass icon.
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5. When you locate the component associated with the license, expand the description by clicking on the left-
hand plus + icon.

6. Scroll down and click Manage Licenses.

7. Click the Delete icon to delete the license.

Code Insight 6.14.2 SP1 User Guide RCI-6142_SP1-UG0OO Company Confidential 75



Chapter 4 Owner Setup Tasks
Conducting Research

76 Company Confidential RCI-6142_SP1-UG0OO Code Insight 6.14.2 SP1 User Guide



Using My Settings and Help
Functions

This section provides the steps to access My Settings and Help Functions, which are available to all users:
® My Settings

® Accessing Help

My Settings

=
Task To update your settings, do the following:
1. Loginto Code Insight and click My Settings in the top right-hand corner. The My Settings page appears.
& My Settings
B First Name Admin Your Roles
Middle Name Scripting Administrator, System Administrator
B Last Hame User Detector Heap Size
8 Email admin@admin.com :
Job Title e
1536 MB
Business Unit 2048 MB
Location
Telephone
Facsimile
B |ogin Question company
B | ogin Answer palamida
Password sssssssssnse
Confirm Password
Save Cancel
2. Enter or update the information in any of the fields.
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3. Select the appropriate value from the Detector Heap Size pull-down menu.

4. When you finish entering and updating information, click Save.

Accessing Help

Task To access help, do the following:
1. Loginto Code Insight and click Help in the top right-hand corner. The Help page appears.

2. Select tabs to view links to current application documentation, release notes, known issues, frequently
asked questions (FAQ), licensing, legal disclaimers, and about information.
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Conducting Audits & Reviewing
Inventory

This section contains the following topics:
® Conducting Audits

® Reviewing Inventory

® Viewing Inventory Iltems

® Key Inventory Page Items

Conducting Audits

Code Insight provides a process that allows the owner to select a project auditor, and the progress of the audit
can be managed as part of the project workflow.

After a project is completely defined by an owner and the policies are reviewed with respect to the new project by
the policy administrator, the selected project auditor is assigned a task to conduct an audit for the project
codebase.

The auditor is responsible for running scans for the workspaces associated with the project, as well as analyzing
results and building project inventory based on forensic evidence and automatic 0SS component version
detection.

Once the project audit is completed by the auditor, the task is closed allowing the project to obtain a compliant
status (assuming all detected inventory is compliant as well).

The activities associated with performing a code audit and analysis, as well as publishing project inventory items
are detailed in Auditing and Analysis Overview.

Reviewing Inventory

Code Insight provides a process by which the project owner can review inventory items and determine whether to
make an immediate decision or to require a full review including the completion of a request form. We refer to
this process as a Quick Review.
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Once the auditor publishes groups from the Detector client, the published groups are available as inventory items
in the web client. The project owner can at any time review an inventory item and immediately mark it as
approved or rejected for use. Using this operation allows you to skip the full review (workflow) as defined for that
project.

Generally, you might use this process as part of a meeting involving all concerned parties: development, legal,
security, and any other stakeholders. For example, stakeholders might discuss a set of inventory items ready for
review, and then decide if an inventory item should be approved for use, rejected for use, or require a full review
including completing the request form associated with the project. If there are any security vulnerabilities
associated with the inventory item, a security analyst is required to review these vulnerabilities.

Viewing Inventory Items

=
Task To view inventory item details, do the following:
1. Log into Code Insight.
2. Click the My Projects button in the Main menu bar.
3. Select the view magnifying glass icon in the Actions column next to the project name containing the
component for which you wish to view version details. This opens the Project Details tabbed page
4. Click on the Inventory tab on the Project Details page.
5. Select the inventory item you wish to view, and click on the magnifying glass icon associated with that item.
The Inventory Details tab appears.
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il Home '13 My Projects ﬂ Policies \f) Scheduler o Research | Q_f Reports Welcome Owner ;..r My Settings -“,‘ Help | '{{i Logout

] ePortal 1.3 —+ Inventory —+ prototype 1.6.0.2 (5 of 9 to be Reviewed)

Component: prototype 16.02% @@V @@ 9 F Priority: | &-Notset =] & Approved

License: | M license (aleo X11) = @@ Remediation: Not Required ¢= _E'E_EE_‘”_‘{E"}EF}_’_?*EN5-_-;! ?'
| of-’ Inventory Details [ 2/ Comments [ ) Questions (0} 2 Checklist Ttems {0) || % Attachments (0) |

Inventory Name prototype 1.6.0.2

Inventory Id 5

Component Description | Prototype is a JavaScript Framework that aims to ease development of dynamic web applications. Featuring a unigue, easy-to-use toolkit
for class-driven development and the nicest Ajax library around, Prototype is quickly becoming the codebase of choice for web application
developers everywhere

Disclosed No
Review Status @ Approved

This use of this inventory item has been approved via a complete IP review
Click here to view the associated request details.

Number of Files 1File @
Auditor Notes & Intemal: Detection Confidence: 100%
Detection Evidence Supporting Evidence: Multi-Indicator: System rule 100041 MID rule for prototype

External: None
Possible Licenses MIT license (also X11)&@ @] ¥

As-Found License Text | View As-Found Licenss Text ]

Inventory Metadata | View Inventory ldetadsta __i
Inventory Policy . ¥ No Policy
This inventory item does not have a matching policy
Review History prototype has previously been approved 2 times and rejected 0 times
Detected By . System
Last Updated . 01/05/2012 10:08

Return to Inventory List

The Inventory Details tab contains all the information necessary to determine whether to approve, reject, or
schedule a full review for the item.

Key Inventory Page Items

Key items on the Inventory page are presented in the following tables.

Component Details

Component details and their associated icons are as follows:

Component Icon Description

Available Versions icon List of available versions as well as the count of associated
security vulnerabilities.

Component Metadata icon Show the component metadata dialog;
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Component Icon  Description
Component Policy Flag icons o Component always approved for use.
o Component always rejected for uses.
o Component has unknown policy since it depends on use.
o Component does not have a matching policy.
Approval Status icons () Component has been previously Approved.
=) Component has been previously Rejected.
Encryption Details 9 Details related to whether or not encryption is required.
Security Vulnerability Details icon ¥ Indicates that vulnerabilities are associated with one or

more component versions. Click to view details about these
vulnerabilities.

Note = The scores and severities displayed in the security
vulnerability details are based on the CVSS v2 scoring
system.

License Details

License details are available for viewing by clicking on associated License icons.

82

Component Icon Description
License Details icon Includes the license text, as-found license text, license
comparison, license analysis (if available), license metadata
(including compatibility analysis), license obligations, and
license comments.
Component Policy Flag icons o License always allowed.
pn License never allowed.

License has unknown policy since it depends on usage.

2

License does not have matching policy.
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License Text Comparison

The License text comparison feature allows you to compare the following types of license text associated with a
given inventory item:

® License family
® Expected license

® As-found license

Task To compare license types, do the following:

1. Toview an inline comparison of two license texts associated with an inventory item, go to an inventory item.

2. Click the View License Details icon (@) next to the license name. The License Comparison page appears:

Scriptaculous License *!
| AsFound License Tex: || Expected Licerse Text || LeenseFamily | Companison | License Metadata || License Analysis || Liense Obligatons | Licerse Compatibity |
Compare | As-Found License Text El to | License Famity Text lz‘ Compare
As-Found License compared to MIT License Family

Copyright Eei—eyame

seappsighseldarss & 2005-2008 Thomas Fuchs (http: Afseript aculo.us, httpe Afmic aculo.us)

Permission is hereby granted, frae of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copias of the Software, and to permit persons to whorm the Software is furnished to do so,

subject to the folowing conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED "4S IS", WITHOUT WARRANTY OF ANY KIMD, EXPPESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHAMTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND MONINFRIMGEMENT. IM WO EWENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR &MY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IM AN AZTION OF

COMTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONMMECTION WITH THE SOFTWARE OR THE LUSE OR OTHER
DEALINGS IN THE SOFT'WARE,

[ ok

3. To compare two different license text types, select the two license text types to compare from the pull-down
menus:

® License Text: The license text for the selected license from the Code Insight Compliance Library.

® As-Found License Text: The value of the As-Found License Text group field in Detector that was entered
by the auditor.

e License Family: The license text of the license family to which the selected license belongs.

4. Click the Compare button.

Note = If a license text type is empty, it isn’t viewable.
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Other Inventory Page Header Items

Items that appear near the top of the Inventory page are as follows:

Table 6-1 = Page Header Items

Item Description

License Allows for inventory reviewer to override the selected
license for the inventory item. The possible values for
the license pull-down menu come from the possible
license list as defined by the auditor via the Code
Insight client.

Priority pull-down menu Project owner may change this value, and others will
see it as a read-only fields

Remediation status Denotes the current state of scheduled remediation
work for this inventory item

Review Status/Change Inventory Status... Section Shows the current review status of the inventory item

Project owner has the option of marking the inventory
item as approved for use, rejected for use, or schedule
a full review.

If a full review is scheduled, an option to associate an
existing request or create a new request will be
available.

A security analyst may see an option to review security
vulnerabilities if any are associated with the
component version, and the inventory item requires a
full review. Otherwise, a view vulnerabilities button will
be available.

Inventory Item Tabbed View

The following tabbed views are associated with Inventory:

Table 6-2 = Tabbed View Items

Item Description

Comments List of comments for the current inventory item

Questions List of questions and answers for the inventory item

Checklist Items List of check list items of type general, legal,
remediation, or security
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Table 6-2 = Tabbed View Items

Description

Attachments List of attached files for the current inventory item

Additional Inventory Details on Tabbed Views

Additional information available for viewing is as follows:

Table 6-3 = Addition Details

Item Description

Inventory Name Name of the inventory item (as entered by the system or auditor)

Inventory ID ID of the inventory item (unique to the system)

Component Description Description of the associated component

Disclosed This is a yes or no value that indicates whether or not the inventory item was

disclosed before the audit or whether the finding was a surprise.

Review Status Detailed explanation of the current review status of the inventory item as well
as hyperlinks to the policy or request that was used to automatically review the
inventory item (if applicable)

Number of Files List of files associated with the inventory item (ordered by file path or
workspace name)

Auditor Notes & Detection Auditor notes along with explanation of how the inventory item was detected (if
Evidence detected by is System)
Possible Licenses List of all licenses associated with component or version. This list can be

modified by the auditor via the Detector client, or by any QuickReview™
Facilitator via the web Ul.

As-Found License Text The license text as found in the codebase by the auditor.

Inventory Metadata Link to the inventory metadata dialog.

Inventory Policy Matching policy with a details link including the component name, version, and
license

Review History Number of times, historically, requests for the inventory item were approved

and rejected in the past.
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Table 6-3 = Addition Details

Item Description

Detected By Name of auditor who created the inventory item (“System” means that this item
was automatically detected by the system.)

Last Updated Date that the inventory item was last updated

Viewing Source Code Fingerprint Match Highlights

<<
I

Task

86

Code Insight provides the ability to view ASCII text file contents associated with a given inventory item as well as

source code fingerprint match highlights (if available).

To view the contents of a file along with source code fingerprint match highlights, do the following:

1. Click the View Inventory Files icon (®) in the Number of Files field. The View Inventory Files page appears:

il Home | 43 administration = | O My Projects | B Policies | () Scheduer | @ Research | B9 Reports Wiglcome Alex | Sw Wy Setings | v Heln | S5 Logout

il ePortal 1.3 —+ Inventory + opendx (13 of 20 to be Reviewed)

Component: opendx&@ @ @] 1" @@ 1 'F Priority: | 6 - Mot Sst | v & Ready for Review

License: [BM Public License v1.0 ¥ @ 1 Remediation: Mot Required 4_'_' | Change Invertory Status... :' l'N

A2 Inventory Details = Comments (0} D Questions (03 || 2 Checklist Items {0 of 1 Mok Campleted) %, Atkachments (0}

Inventory Name opendi
Inventory Id 17

Component Description | Open Yisualization Data Explorer is a visualization framewaork that gives users the ability to apply advanced visualization and analysis
techniques to their data. These techniques can be applied to help users gain new insights into data from applications in a wide variety of
fields including science, engineeting, medicine and business. Data Explorer provides a full set of tools for manipulating, transforming,
processing, realizing, rendering and animating data and allow for visualization and analysis methods based an points, lines, areas,
volurmes, images or geometric primitives in any combination. Data Explorer is discipline-independent and easily adapts to new applications
and data. The integrated object-oriented graphical user interface is intuitive to learn and easy to use

Possible Licenses IBh Public License ¥1.0& @ |9 | Edlit Possible Licenses List |

AsFound License Text “iewy As-Found License Text |

Humber of Files

Review Status & Ready for Review
This inventory item is ready to be reviewed.

Auditor Notes Mone

2. Click the View icon next to the desired file.
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opendx Contains 1 Evidence File *
Group by ¢ | Mone v
Wiewy | Path Server Workspace Mame
CCleanroomiePortal-1. Serclautoglyph.c zerver] ePortal_13_src
Page 1 ot 2 | Show &l
Close

If the auditor marked several matched files as best source matches, you will see a pull-down menu from
which you can select the desired remote matched file for comparison. If the auditor did not mark any
matches, the system will show the top match automatically. A new View Evidence File window opens with
the selected scanned file on the left and the selected (or best) remote matched file on the right.

‘ localhost:B888/ palarnidadnventonyDetails. it finventondd=17 &projectld=1 ﬂ| W - L
CodeRank: &7.35% Coverage: 100% Clustering: 53.77% Uniqueness: 100% Matches: 159
Enablz syrkax highlighting: File Viewsr: | Split Wertically b4
canned File : C\CleanroomePortal-1,2\srohautoglyph,.c emote File : opendx;autoglyph.c -
S d File : C:\C ePartal-1,3\srchautoghph R te Fil c:autoglyph
woan = we . o 3 =
hile ii < 28 T T = '"yo! o~
1fw|’is:ln}];a|’tv‘ne&gtrmceﬂ'i'lﬁ?g[1] o if | (qualt.u,y::—l] eal! t‘fp?—ls—fleldl i
if fisubper(tvpe stringlfilii strcpy (Cype_string, type):
tvpe_string[count]= tolower (type_string[i]): ’i”_t'lnu_:n type string to lower case 7/
else g
. _ 2 e count = 07
e LA (O o e e R while (i € 29 &6 type string[i] '= '\0') {
" if iisalpha(type string[i])){
else f if {isupper(type_string[i]}}
E ) e —— TR 1t,ypeist,x:1ng[count.]= tolower (type string[i]):
i = 5 i1, else
Zx;tﬁ?lng[count]- EHECESEER e type_string[count]= type_string[i]:
} 4 count4+;
} else |
if itype_string[i] '= ' "}
/4 Tl begin type_string[count]= type_string[i];
if | returnreceipt | { y count;
sprintf( tmpstr, "Return-Receipt-To: E3\ri\n"™,|_ y
replytoid[0] ? replytoid : loginname = i =
bldHdrs.header->Add( tupstr | ’ J

+
type_string[count]="'%0";
/4 Toby Forn tkornfsnl.com §/4/1999

A ; A : lse {
If priority is specified on the command line, : be o "
ié i pgiorityY[D] =1: g 4 ) stropyitype_string,"standard”);

bldHdrz.header->Add( "X-M3Mail-Prioricy: Lowh:
+

: : I £ scale */
else if (prioricy [0] == 'l i X X o if[in[3]] |
) bldHdrs.header->&dd( "X-M53Mail-Priority: High {f |!D¥ExtractFloat(in[3], sscalej] {
#if INCLUDE_HNTP DEEEEEiEgE!ERRDRﬁBBDiPARM[ETER, TELODS0T, "scale™):
1 else | o :
if [ groups.lengthi) &s NNTPHost[O] ) { if jscale <= 0.0} {
Lixupigroups.Get(), stempstring, 1, 12): ity " oo .
bldl{drs.headex:f}‘ldéi ”Newsgroupé: 2 1 Dﬁisfiﬁgﬁ!ERRURwafpmmR’ #100307, “scale”):
hldHdrs header->Add| tempstring ); g .

bldHdra.header->Add( "\rin"):

tempstring. Cleari); scale_set = 1;

hutoSize = 1;

F4 3l end ' ;é:iet 1.0;
scale_set = 0;
hutoSize = 1;

i+ ’

type_string[count]='30"2 /% the index type of glyph. 7/
) ;lsa A if {classglyph == CLA3S_GROUFR) |
il atrmnwitime atring."atandardm : = =l /7 chegk the growp type * L .. i
4 (0 3 ‘ (1] »

3. Review the top header for the corresponding source match heuristics for the scanned file. These include
Code Insight CodeRank™, Coverage, Clustering, Uniqueness, and Matches, the number of source matches.

4. Below the top header, you can choose to check the Enable syntax highlighting checkbox. This allows for
highlighting in programming-language-specific color coding (as you might see in a text editor).

5. Review the File Viewer option. The pull-down allows you to split the dual-pane view horizontally or vertically.
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6. Click the minus icon in the top-right of the Remote File panel to close the panel and show only the contents
of the scanned file.
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Performing Quick Reviews &
Approving or Rejecting Inventory

This section explains how to perform a quick review of inventory and mark it as approved or rejected:
® Performing Quick Reviews & Marking Inventory

® Scheduling Inventory for Full Review

Performing Quick Reviews & Marking Inventory

—
v

V=
=

Task To perform a quick review and mark inventory as approved or rejected, do the following:
1. Loginto Code Insight as an owner.
2. Click the My Projects button in the Main menu bar.

3. Select a project for which you want to review inventory by clicking on the associated view magnifying glass
icon in the Actions column. A Project tabbed view appears that includes the Summary, Workspaces,
Inventory, Requests, Tasks, Policies, and Comments tabs.
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@i Home. | (I 1y progcts | B poiicies. | &) Scheauter | @ Research | E¥ Reports

] ePortal 1.3

N " N . n .
Summary || Workspacss | Inventory | Requests | Tasks | Poices | Comments |

1d 1
Name 'ePur\aI 13

Team e

Owmer Owner Smith

Baditors | Alex Rybak, Auditor Smith

Security Analysts Alex Rybak

Observers Observer Smith, Super User
QuickReview Facilitators | Alex Rybak. Ouner Smith. Super User
Advanced Options Project Summary Emails: Never

Request Review Reminder Emails: Never

Enable Inventory Quick Review: Yes
Auto-Publish Inventory: Yes
Apply Policies to Inventory: Yes

Allow Requester to Select First Reviewer: No
Project Metadata Views Project Hetadata |

Aliased Projects There is no aliased project for this project.

Welcome Owner | & ty settings | ¥ Hew | =8 Logout

Request Form: Palamida Default Short Request Form Definition

Wiew Project Inveniory Snapshots| | Take Project Inventory Snapshot| | Scan Project

Child Projects There are no child prajects for this project
Status | i poomes |
"Progress [

Audit

I 50741 fies with indicators reviewed
I | 100738 files without indicators reviewed

Inventory Review

I B st 2 reiected, 2 pending review, 2 approved, and 2 not st reviewed)
Inventory with Legal | Remediation ! Security Issues

I |icost o total (2 open, 0 completed, and 7 none required)

I | Remecistion: 9iotal (2 open, 0 completed, and & none required)
Il securit: 9 total (1 open, 0 completed, and & none required)

4. Click the Inventory tab.

5. Choose the inventory item you wish to review and click the magnifying glass icon associated with the
component you wish to review. The Project Component Inventory Details page appears:

i Home | ] My Projects | B Poiicies | (%) Scheduler | @ Research | E¥ Reports

‘[j ePortal 1.3 =+ Inventory —+ mcrypt 2.6.8 (1 of 9 to be Reviewed)

Component: mcrypt 26.8388 @) -

License: | GNU General Public License v2.0

EH@w

Inventory Name merypt 2.6.8

Inventory Id 2025

support an ever-wider range of algorithms and modes
Disclosed Mo

Review Status 2, Ready for Review

This inventory item is ready to be reviewed
Number of Files 1File @

Possible Licenses GHMU General Public License v3 0d? [@] ¥

As-Found License Text | View As-Found License Text |

Inventory Metadata View Inventory Wetadata |

Inventory Policy P no Policy

This inventary item does not have a matching policy.
Review History merypt has not been praviously reviewsed
Detected By alex

Last Updated 03/27/2012 17:49

Return te Inventory List

Priority: | 2-High

Remediation: Mot Required @ | |Change Inventory Status. ‘J \'PJ

| ,;J Inventory Details = Comments | ) Questions (0] j Checklist Items (0) || %% Attachments (0) |

Component Description | mcrypt. and the accompanying libmerypt. are intended to be replacements for the old Unix crypt. except that they are under the GPL and

Welcome Owner | :y My Settings | -',' Help | @ Logout

El

Ready for Review

6 Approve Inventory tem
& Reiectinventory tem

¥ Scheduls Full Review

6. Select the Approve or Reject options in the Change Inventory Status... menu in the top-right corner of the

page.
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Note = A system-generated comment is added to an inventory item to record when a review status change
occurs.

Scheduling Inventory for Full Review

=
Task To schedule inventory for a full review, do as follows:
1. Loginto Code Insight as an owner.
2. Click the My Projects button in the Main menu bar.
3. Select a project for which you want to review inventory by clicking on the associated view magnifying glass
icon in the Actions column. A Project tabbed view opens which includes the Summary, Workspaces,
Inventory, Requests, Tasks, and Policies tabs.
4. Select the Inventory tab.
5. Select the inventory item you wish to review and click on the magnifying glass icon associated with this
component. The Project Component Inventory Details page appears.
6. Select the Schedule Full Review option in the Change Inventory Status... pull-down menu located at the top-

right-hand corner of the page.

Note = Scheduling an inventory item for full review kicks off the full workflow. It creates an IP review task for
the project owner as well as a security review task for the security analyst if the inventory item has any
associated security vulnerabilities.
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Reconciling Inventory

The following topics appear in this section:

What is Reconciling Inventory?

Associating Inventory with Component Requests
Associating Inventory with Requests across Projects
Unassociating a Request from an Inventory Item

Creating a New Component Request

What is Reconciling Inventory?

Once the project owner schedules an inventory item for a full review, the item must be associated with a
component request to determine its compliance state. The following are the scenarios that may occur as part of
this process:

An approved component request is available to permit the use of the inventory item if the intended use of the
item meets the predetermined conditions for use. In this case, the association to this request makes the
inventory item IP-Compliant, and the project workflow advances to the next phase.

A rejected component request is available that matched the conditions under which the inventory item will
be used. In this case, an association to this request makes the inventory item IP Non-Compliant. This
scenario requires either the requester to change the intended usage of the component, and then submit the
request for another review of the amended component request, or a remediation. A remediation may require
that the component be modified to a different version or an alternate component altogether.

There is no existing component request for the inventory item, and a new component request is created to
allow for a review of the intended usage of the component. The result of the component request cycle is an
approved or rejected component request.
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Associating Inventory with Component
Requests

Task To associate a compliant inventory item to a request, do as follows:
1. Loginto Code Insight.
2. Click the My Projects button.
3. Select the project for which you would like to review requests and click on the magnifying glass icon (.'Eﬂ) in
the Actions column.
4. Select the Inventory tab.

5. Select an inventory item with a status Pending Review for which you would like to associate an existing
request (option available to Owner or Participant) or create a new request (option available to Requesters
only).

6. Click on the magnifying glass icon (.':'1) associated with this inventory item in the Action column.

7. Select the Create/Associate Request option from the drop down menu.

& Pending Review

¢a | |change Inventory Status...» ﬂ

,i\, Reset to Ready for Review

'::7 Create / Associate Request

The result will be one matching request, no matching requests or multiple matching requests:

e |[f there is one matching request in the system, you can click Associate to associate the request with the
inventory item. If the request is an Approved state, the item is automatically approved based on the
association.

e [f there are no matching requests, a message will be displayed indicating that there are no matches. If
you have the role of Requester for the current project, you can click Create a New Request to create a
request that matches the inventory item.

e If more than one existing request matches the inventory item, a list of possible requests appears:

Associate Request *
Id Project Requester | Component & | Licenze Status Actions
-] Project1 Owner One itext (5.1.2) Other/Commercial Pending iij‘
3 Project1 ‘Owner One ﬁext (2.1.2) ‘Other/Commercial Pending |T_j1

4 4 | Page 1lof1| b bl | & | ShowAl 1-2

[
=}
ra

Associate ] CreateRequest] Cancel ]

8. Select the request that matches the inventory item and press the Associate button to make the request-
inventory item association.
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If an inventory item has an associated request, the Inventory Details tab will have the View Associated
Requests option in the upper right-hand corner.

Component: itext 5.1.2¢ roee@aw Priority: |6 - Not Set " A, Pending Review

License: Other/Commercial v 1 Remediation: Not Required @ mi}
/, Resetto Ready for Review

47 Inventory Details || Third-Party Netice || (2 Comments (7) | 2 Questions (0) || & ChecKlist Items (0) || S Attachments (0} [Z% \iew Associated Request

Inventory Name iText5.1.2

Inventory Id 22

Component Description | Download iText®, a JAVA PDF library. iText is a PDF library that allows you to CREATE, ADAPT, INSPECT and MAINTAIN decuments in
the Portable Document Format (PDF):- Generate documents and

Possible Licenses GMU Afferc General Public License v3.0& ™ \WJ
Other/Commercial g w

As-Found License Text | | ‘iew As-Found License Text

Number of Files 0 inventory files (including files inside archives)

Review Status & Pending Review

This inventory item is pending a complete IP review. The request asscciated with this inventory item is currently pending review by
Owner One

Click here to view the associated request details

Associating Inventory with Requests across
Projects

In some cases, there may be a need to associate an inventory item to a request located in a different project such
as the Global Request Project. This type of association can be made if you have Product Catalog configured and
the inventory item and request are both associated with the same Product Catalog item.

Task To make the associate a request to an item in another Product Catalog product, do the following:
1. Associate the Product Catalog Item with the given project.
2. Associate the Product Catalog item with the request.

3. From the associated project, create an inventory item that matches the request component, version and
license.

4. Schedule a Full Review for the inventory item and select the option to Associate the Request.

5. The request is available in the search results based on the Product Catalog association.
Unassociating a Request from an Inventory ltem

Task To unassociate a request from an inventory item, follow these steps:

1. Open the inventory item and select View Associated Request from the Change Inventory Status... menu in
the upper right-hand corner. The Request Details page appears.

2. Press the Unassociate button on the bottom of the Request Details page to remove the association.
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Creating a New Component Request

To create a new component request, see Creating a Component Request.
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Requesting Permission to Use a
Component

This section contains the following topics:
® Requests

® (Changing the Request Form

® (Creating a Component Request

® Viewing Requests

® Viewing Request Details

® Cloning a Request

Requests

When a project is set up in the system, the number of review levels and team members responsible for reviewing
component requests are established by the project owner. The policy administrator is responsible for setting up
automatic policies for component/license combinations, which automatically assign the new request a status of
approved, rejected, or determines that the request requires manual review.

If a requester submits a new request for a component/license, and no policy is associated with that new request,
a workflow is created based on the project attributes. The system automatically sends email notifications to the
users responsible for reviewing the request.

Upon submission, the request is assigned to the first-level reviewer for action. If the request is approved, it is
sent to the next person in the workflow responsible for reviewing it. Once all reviewers approve the request, it
moves to history. If the component has conditions for use, once the request is approved by all reviewers, the
request is automatically sent back to the requester for review and acknowledgment of the conditions for use. If a
request is rejected, the workflow stops immediately, and the request is completed and moved to history. For each
step in the workflow, the system sends email notifications to the appropriate requesters and reviewers notifying
them of the action needed or action taken.

The possible request statuses are as follows:

® Draft: This is a work-in-progress component request saved as a draft and not submitted for review.
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® Pending: This is a component request submitted for review, and a workflow is consequently created.

® Approved: This status means that the component request is approved by all reviewers and all required
conditions for use are reviewed and acknowledged by the requester.

® Rejected: This means that at least one reviewer rejected the component request.

® Code Insight provides the ability to customize the appearance of the Request Dashboard. For more
information, see Customizing the Request Dashboard.

Changing the Request Form

Code Insight supports multiple request form definitions. A project can only be associated with a single request
form. The product is shipped with two SQL scripts containing a sample definition of a short and long component
request form.

Note = There are several built-in attributes that are required for each request form definition. They are discussed
in the following section. Furthermore, the last Additional Information tab is fixed and cannot be changed. An
administrator may change the Component Request form input fields (attributes) and/or add additional tabs.

Via a database SQL script, the following changes can be made to the request form:
® Add or remove tabs.
® Add or remove attributes.

e Modify the fields of the attributes, including the text, help text, activity status (required, optional, or
conditional), sequence and input type (for example, changing from text box to a list box with pre-defined
values).

The Component Request form input fields provide you with the following:

® Information a reviewer needs to make an informed decision as to whether you can allow a requester to use
third-party components in the development process

® Those users with requester role permissions can create a new component request and save it as a draft
request: This way, requesters have the option of editing and completing the request at a later date.

Required Request Form Input Fields (Attributes)

98

There are several mandatory input fields for each request form definition. These fields are required in order to
have a valid request form definition. The fields can be located on any tab in the request form. Each of these fields
require an input type = W (INPUT_TYPE_ column in the PAS_REQ_DEF_ATTR table) which stands for built-in
widget. The field names (NAME_ column in the PAS_REQ_DEF_ATTR table) must be equal to those shown in the
following table.
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Table 9-1 = Input Fields

Field Name Description

_palamida_projectName Pull-down menu to select the project name, the value will be pre-

selected if request is initiated from within a project

_palamida_componentName Search widget to select the appropriate component for which the

request is being made

_palamida_componentVersion A constrained pull-down menu with version names associated with

the selected component

_palamida_licenseName A constrained pull-down menu with license names associated with

the selected component

_palamida_reviewDeadline A calendar widget to select the review deadline for the request: The

current date is selected as the default value

Creating a Component Request

Task To create a component request, do as follows:

1. Loginto Code Insight as a Requester:

2.

3.

Code Insight 6.14.2

Username requesterl

Paﬁsword [T YYYYYY

Forgot Password?

Click My Projects, and then click the magnifying glass icon in the Actions column:

& Home | ) My Projects | B Policies | (¥) Scheduler | @ Research | 4 Reports Welcome Requestert | g My Settings | »,* Help | =i Logout

Basic Search' Advanced Search | Fitter: In Progress Prejects » | Search P

Name & Team Owner Status Inventory Requests Tasks Actions
ePortal 1.2 Engineering Owner Smith In Progress 9 8 0 I_'
ePortal 1.4 Engineering Alex Rybak In Progress g 8 0

I'_':'I
| | Page 100f1] b Bl | & | Show Al

1-20f2

Select the Requests tab. The Request Dashboard appears.
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100

4.

W Requests Repository

[Basic Search Acvanced Search © Aga New Request

Request Fiter |3 Project Fer ¥ Kiywors Search P

] Project Component License Requester Cumert Assigoee « Status. Perding Reviw Fevwed By Created On
4 o2 a2 BiBALOng License Requester! One Mone Approved Marual 01262017 1102
] [ junit (4.10) JUnd Lixense Requester! One Hone Approved Marual OT26201T 1102
12 (] unt(38.1) Commaon Pyblic License Requester Theee MNone Approved Marnal OR8N T 1102
M 2 At 38 1) Common Public License Requester) One Nere Roptones Marusl 0I28R017 1102
0 »2 ‘springframerwork (25.1) Apache License 20 Requester? Two MNone Approved Manyal OR2RNT 1102
M 2 Jauery (20.1) MIT License (also X11) Requaster One Hone Approved Marual 0F26R0T 1102
) o2 favery 20 MIT Licanse (aiso X11) Requestert One None Aoproves Manust 07260017 11.02
“ 2 fawery 20.4) MIT License (aiso X11) Requestert One None Aoproves Manual 07262017 11.02
@ o2 Sweebnsandy (unknown) T License Requestert One Nene Roprones Manust 0260017 11.02
" B2 et (38.1) Common Pyblic License Requesteri One None Approved Margal OIIER0IT 1102
15 [ unt(381) Commaon Public License Requester! One None Agproved Marual 0I26R0T 1102
19 Pt springhanework (25.1) Agache License 2.0 Requester! One None Marual OT2ER01T 1102
n 2 mysakconnectar) (1.1) N Oeneral Public License v2.0 Requestert One Nare Manual 0I8R017 11:02
» o2 Javery @20.1) MIT License (aiso X11) Requestert One None Manust 07262017 11.02

Click Add New Request. The New Request page appears.
& Home | {2 My Projects | B Policies | (%) Scheduler | @ Research | 2 Reports Welcome Requestert | & My Settings | ».® Help | = Logout

1] ePortal 1.3 — Request — New Request

i General Usage | additional Information |

= Component Name:

Search Component | | &ny Component ew Component Versions & omponent Metadsis

L Project Name:
ePortal 1.3 LI

Review deadline: - MM/DD/YYYY
0472512012 [®

= B Does this component perform "cryptography”, or otherwise contain any parts or components that are capable of performing "information
security” functions? {More Information)
T Yes  No

L] Will this component be medified, re-compiled, or repackaged with any other software?
CYes ®No

L] What is the intended usage of this component?

Y

Submit SaveasDraft || Cancel

Enter the appropriate information in the fields.

Select the Additional Information tab.

To enter any relevant comments in the Comment section, click Post Comment.
a. Enter the comment text in the Comment field.

b. Select whether it is Public (viewed by anyone on the Additional Information tab) or Private (viewed by
selected users only).

c. If the comment is Public, click the Manage User List to specify the users or the user lists to which to
send an email notification about the comment. (The specified users are in addition to the requester,
reviewers, and other request user roles that automatically receive the email.)

Or

If the comment is Private, use the Manage User Visibility List to specify the users who can see the
comment and who will receive an email notification about its posting.

d. Click Post.
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New Comment

# Comment

* Visibility Type (® Public () Private
Send Email to Manage User List

Post ] Cancel ]

From the Additional Information tab, attach a file to the request if you want.

Submit the new request, or click Save as Draft to do additional work on your new request before submitting it
for review.

Viewing Requests

To review requests related to your role, do as follows:

1.

2.

Log into Code Insight.
Click My Projects, and then click the magnifying glass icon in the Actions column.
Select the Requests tab.

If you log in as an Owner, you can select All Request, Completed Requests, My Submitted Requests,
Requests Requiring My Action, Associated Requests, Unassociated Requests.

i Home | {2 My Projects | B Poiicies | () Scheduler | @ Research | B¥ Repors Welcome Owner | &y My Settings | o Help | = Logout

] ePortal 1.3

Summary I Workspaces | Inventory | Requests || Tasks || poticies || comments |

Basic Search | Advanced Search | Fiter | DTS | Search: R

nse Review Deadline = Status Reviewed By | Actions

| i~ | Reguester Cr.»mp?'A
y Completed Requests
My Submitted Requests T i T
10 Alex Rybak ftext | Affero General Public License v3.0 01/05/2012 Pending Manual |.';‘1
Reqguests Requiring My Action

15 Alex Rybak WHw ptaculous 1.8.1 License 01242012 Approved Manual )

license (also X11} 121292011 Approved Manual )

] Alex Rybak protof
Asspcated Requests

7 Alex Rybak Zhin (1 Unassociatad Requests libpng License 121261201 Pending Manual @1

-] Alex Rybak Any Component (Any Versionj MIT license (alzo X11} 110212011 Rejected Manual I_‘1

5 Alex Rybak Any Component (Any Version) MIT license (alzo X11} 110212011 Approved Manual |:j1

4 Alex Rybak scriptaculeus (1.8.1} scriptaculous 1.8.1 License 09/26/2011 Approved Manual I_‘1

i Alex Rybak jboss (5.2.5) GNU Lesser General Public License vZ.1 08167201 Pending Manual |:j1

I4 4 | Page 1ioft| b b | | Show Al 1-8of8|

Note = If you are logged in as a Requester, you see another filter at the bottom of the My Draft Requests list.
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Viewing Request Details

Task To view request details, do the following:

1. Loginto Code Insight as a Requester. The Requester Home page appears.

2. Click My Projects. The My Projects page appears.

3. Choose a project, and click the associated magnifying glass icon in the Actions column.

4. Select the Request tab.

] ePortal 1.3
Summary || Inventory | Requests | Tasks | Polides || Comments
Basic Search | Advanced Search | Fiter: All Requests | Search:
| - Reguester Companent License
10 Alex Rybak text (5.1.2) GHNU Affero General Public License v30
8 Alex Rybak prototype (1.6.0.2) MIT Bcense (also X11)
7 Alex Rybak zlib (1.2.1) zibfibpng License
& Alex Rybak Any Component (Any Version) MIT Bcense (also X11)
5 Alex Rybak Any Component (Any Version) MIT Bcense (also X11)
1 Alex Rybak jboss (5.25) GHNU Lesser General Public License v21
4 4 | Page 1lof1]| & M| .?,’ | Show Al

¥
Review Deadine
0170572012
12297201
122672011
102201
102201
08/162011

Status
Pending
Approved
Pending
Rejected
Approved

Pending

© Add New Request

Reviewed By Actions

Manual
Manual
Manual
Manual
Manual

Manual

1-80f8

5. Select the magnifying glass icon next to the request you want to view. The General Usage tab appears.

] ePortal 1.3 - Request -+ Request Details
General Usage | Additional Information
Component Name:
itext (id:4744)
Component Version:
5.1.2

License Name:
GNU Affero General Public License v3.0

Prdjeci Name:
ePortal 1.3

Review deadline:
01/05/2012

View Component Vsrsionsi View Component Metadata

View License Detais |

B Does this component perform “cryptography”, or otherwise contain any parts or components that are capable of performing “information
(More Information)

security” functions? (M. n
No

Will this component be modified, re-compiled, or repackaged with any other software?

Mo

What is the intended usage of this component?
Development Tool (Compiler. IDE, Code Generator)

102

»
Recall Change Reguester Cancel
& Printer-Friendly Version
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Cloning a Request

Cloning a request saves the requester the time of filling in an entirely new request form for what might amount to
making a small change for the request of a very similar component. If you would like to clone a request, do as

follows.
E
Task To clone a request, do the following.
1. Loginto Code Insight as a Requester.
2. Click My Projects.
3. Choose a project, and click the associated magnifying glass icon in the Actions column.
4. Select the Requests tab.
5. Click the magnifying glass icon associated with an approved request you wish to clone. The Requests Details
page appears.
Note = The Clone button is only active on requests that have completed review.
6. Atthe bottom of the General Information tab, click Clone. The system clones the request, and you will receive

a notification at the top of the Request page that states the request, identified by a number, has been
cloned.

Note = If the request form definition has changed since the original request was created, the cloned request
will map as many input fields and their values as possible. A system-generated comment will be added to the
cloned request with a list of input fields that the system is unable to map.
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Customizing the Request
Dashboard

This chapter provides the information to customize the Request Dashboard by adding an Assigned Date column.

This column shows the date when the request was last assigned to the current assignee. This information makes
it easier to identify requests that are delayed in the review process and need to be prioritized. To add the
Assigned Date column, follow these instructions.

To add the Assigned Date column, do the following:

1. Add the following text to the requests.web.json file (located in <FNCI_ROOT_DIRECTORY>/config/core/

requests.web.json). You may change the name of the column heading by modifying the “header” value and
change the column order by modifying the “positionindex” value.

{
"dataIndex": "assignedDate",
"derived": true,
"positionIndex": -2,
"header": "Assigned On",
"width": 150

¥

Note = The -2 refers to the 2nd position from the right.

Launch a new browser session and navigate to the Requests dashboard, which has the Assigned Date
column.

Note = Although this modification does not require a server restart, you may want to clear your browser
cache if the column does not appear
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Reviewing Pending Requests

This section explains how to review pending requests and resubmit requests for review:
® Reviewing Pending Requests

® Resubmitting Requests for Review

Reviewing Pending Requests

Reviewing requests is a part of a project request workflow. Any user in the system with the reviewer permissions
is eligible for selection as a reviewer in a review level.

® Any reviewer in the review level may review a pending component request, thereby locking out the other peer
reviewers.

® Once a request is reviewed, the request advances to the next review level as defined in the project workflow.

Reviewing Pending Requests from the My Tasks Tab

Task To review pending requests from the My Tasks Tab, do the following:

1. Loginto Code Insight as a Reviewer. Ensure the application administrator has set up your user account with
Reviewer permissions.

2. Click the Project button on the Main menu to see a list of your projects.

3. Click the magnifying glass icon associated with the project for which you want to review requests. The
Project page appears.

4. Click the Request tab. The Review Task page appears.
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] ePortal 1.3

Summary Inventory Reguests | Tasks Paolicies Comments

|| Basic Search | Advanced Search | Filter: | All Requests w i Search: pel

| d~ Reguester Component License Review Deadline | Status Reviewed By = Actions
6 Alex Rybak Any Component (Any Version) WIT license (alzo X11) 110272011 Rejected Manual
5 Alex Rybak Any Component (Any Version) WIT license (alzo X11) 10252011 Approved Manual
2 Alex Rybak scriptaculous (1.8.1) scriptaculous 1.8.1 License 09/26/2011 Approved Manual
1 Alex Rybak jposs (5.2.5) GNU Lesser General Public License v2.1  08M&/2011 Pending Manual |'_:
4 4 | Page 1fof1| b Bl | & | Show Al 1-80f8

5. To review a request assigned to you, click the associated magnifying glass icon. A Review page appears on
which you can view the associated request.

i] ePortal 1.3 + Request —+ Request Details
General Usage [ Additional Information |

Component Name:
itext (id:4744)

\iew Component Versions | | View Component Metadata

Component ersion:
512

License Name:
GNU Affero General Public License v3.0 | vyiey, Licanse Detaik|

Project Name:
ePortal 1.3

Review deadline:
01/05/2012

B Does this compenent perform "cryptography”, or otherwise contain any parts or components capable of perfoerming "information
security” functions? (More Information)

Mo

Will this component be modified, re-compiled, or repackaged with any other software?
MNo

What is the i.nt.enﬂ.ed.usage of this component.'.;.
Development Toaol {(Compiler. IDE, Code Generatar)
5

Approve Reject Cancel
= Printer-Frigndly Version

Reviewing Pending Requests from the Requests Tab

oSy
[

Task To review pending requests from the Requests tab, do the following:
1. Log into Code Insight as a Reviewer.
2. Click the My Project button.
3. To select a project to review pending requests, click the magnifying glass icon. The Project page appears.

4. Click the Requests tab. A list of requests appears.
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] ePortal 1.3

| Summary Inventory [ Reguests I Tasks Polices || Comments |

Basic Search| Advanced Search | Fiter: | DTS v | Search: p
| Id = I Reguester Comp Il Requests sE Review Deadline  Status Reviewed By = Actions
I Alex Rybak Wity Completed Requests ptaculous 1.8.1 License 012412012 Approved Manual
= My Submitted Requests e =
10 Alex Rybak itext 1 Affero General Public _icense v3.0 014052012 Pending Manual

Reguests Reguiring My Action

2 Alex Rybak rotol license (also X11) 120282011 Approved Manual
i) i Associated Requests 5 et 2 po
) Alex Rybak zlib (1 Unassociated Requests libpng License 120282011 Pending Manual
8 Alex Rybak Any Component (Any Version} MIT license (also X11) 02201 Rejected Manual
5 Alex Rybak Any Component (Any Version} MIT license (also X11) 102201 Approved Manual
|4 4 | Page 1laf1| b bl | &2 | Showal 1-8of8

5. To sort this list, use the pull-down Filter menu. You can choose to view All Request, Completed Requests, My
Submitted Requests, Requests Requiring My Action, Associated Requests, and Unassociated Requests. If
you have Reviewer permissions, you will also see a Request filter for My Drafts.

6. To search for a component related to a request, enter a string in the Search field.

Resubmitting Requests for Review

Code Insight provides the ability to resubmit the request for review after editing it or adding policy without
involving the requester, so that it can be reviewed as quickly as possible in the most automated fashion.

The ability to resubmit requests is useful in the following situations:

e After the reviewer has edited and cleaned up the request: reviewers often make edits to the request and
resubmit it for review. Some businesses have a process in place that prevents or discourages the requester
from selecting a license for a requested component due to trust issues and potential for user error. The
requesters must make a guess at selecting a license or select “I don't know” as the license value. During
triage review, a dedicated reviewer performs the necessary research and adds the proper license. At this
point, the reviewer can recall the request and resubmit it for review.

® When the request requires a policy review by the legal department: if the legal department adds a new
policy to the system and wants to check one or more pending requests against this policy, a member of the
legal department can submit the requests for review without involving the original requester.

e When the request requires a manual review: if the legal reviewer wants to return the request to triage review
for additional information, the reviewer can resubmit the request so it can go to triage without involving the
original requester.

Task To resubmit a request, do the following:
1. Loginto Code Insight.
2. Click My Project.
3. Click the magnifying glass icon. The Project page appears.
4. Click the Requests tab. A list of requests appears.

5. Select the request you want to resubmit and click Resubmit. The selected request will be recalled and
submitted for review.
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Copying & Branching Projects

This section contains the following topics:
® Introduction to Project Copy Feature
® Copy Type: Project Configuration Only

® About Concurrently Open Workspaces

Introduction to Project Copy Feature

This feature allows project owners to copy a project as follows:
® Project Configuration Only

® Custom Project Copy: This option enables the Custom Project Copy tab, which offers many options for
customizing your project copy operation.

® Complete Project Copy

You can use the complete project copy operation or use a project as a template to create a new project by using
the custom project or project configuration copy operation.

The two main purposes of the project copy feature are to support the following scenarios:

® Reduce the administrative effort for multiple projects with similar options, users, and workflow
configuration.

® Facilitate a branching scenario to mirror what is happening to the scanned codebase.

Copying a Project to Reduce Administration Effort

You can copy an existing project’s settings to create a new project and in turn significantly reduce the
administrative effort of re-defining all of the project settings including user provisioning and workflow definitions.
For example:

® Project ePortal represents your Code Insight Portal product.
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® Code Insight Manager, represented by project eManager, is developed by the same engineering team and
has the same users and workflow definition as the Code Insight Portal product.

® Since the development team is large with hundreds of users, it’s practical to copy the project settings from
ePortal to eManager. Once the copy is completed, any necessary changes can be made to the new project.
This process is much simpler than configuring the new project from scratch. It can be accomplished by
copying project ePortal to a new target project eManager using the Type option “Project Configuration Only”.

Copying a Project to Support Branching a Codebase

If a codebase is branched, the audit work needs to also be branched so that independent auditing results can be
available for both codebases. Therefore, project data must be copied for the purposes of branching an audit.

The basic scenario is as follows:
® Project ePortal represents your Code Insight Portal product.

® The current release of ePortal is 1.2. This codebase has undergone some level of auditing and contains
inventory, requests, and other data to represent the audit work and results.

® Development needs to begin on version 1.3 of ePortal.
® The codebase is branched, and now there is a codebase for the ePortal 1.2 and ePortal 1.3 product.
® Project “ePortal 1.2” needs to be copied to project “ePortal 1.3”.

® The project owner for ePortal 1.2 can make a copy of the project, call it “ePortal 1.3,” and map the codebase
from the source project to the target project. As long as the corresponding file exists in the target project, all
associated scan results and audit data are be copied to the target project.

® Along with the scan results and audit data, all existing inventory items, requests, and other source project
data are also copied to the target project.

® Once the copy operation completes, the two projects are considered to be independent and any changes
made to either project does not impact the other project.

Copy Type: Project Configuration Only

u
o
V=
=

Project owners are the only ones with permission to copy projects. The following are the copy options available
on the pull-down menu:

® Project Configuration Only
® (Custom Project Copy

® Complete Project Copy

Task

112

To copy a project configuration only, do the following:
1. Loginto Code Insight as an Owner.

2. Click the Projects button on the Main menu. The My Projects page appears.
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>

Select a project from the list and click the Project Copy icon (_.':' ) associated with that project. The Project
Copy page appears.

% Home :L:] My Projects ﬂ Policies ‘;’) Scheduler | 0 Research Q_r" Reports Welcome Owner | ;,( My Settings | -',‘ Help Eﬂ Logout
] Project Copy
General Options
= Project Copy Type Praject Configuration Oniy 25
Source Project ePortal 1.3

m Target Project

Copy Project Cancel

The default copy command in the Project Copy Type pull-down menu is Project Configuration only.
Enter a name for the new project in the Target Project field.

Click the Copy Project button.

Data Copied During Project Configuration Copy Operation

This section explains what data are copied during a project configuration copy.

Project Settings: Workflow

Code Insight 6.14.2 SP1 User Guide

Name is provided by the source project owner during the invocation of the project copy.

Description is the same in the source project; the project owner can update this after the copy operation
completes.

Team is provided by the source project owner during the invocation of the project copy.

Owner is the same as the source project; the project owner can update this after the copy operation
completes.

Project Summary Email Frequency is the same as the source project; the project owner can update this after
the copy operation completes.

Request Review Reminder Email Frequency is the same as the source project; the project owner can update
this after the copy operation completes.

Enable Inventory Quick Review is the same as the source project; the project owner can update this after the
copy operation completes.

Auto-Publish System-Detected Inventory is the same as the source project; the project owner can update this
after the copy operation completes.

Apply Policies to Inventory is the same as the source project; the project owner can update this after the copy
operation completes.

Request Form is the same as the source project; the project owner can update this after the copy operation
completes.
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Review Levels are the same as the source project; the project owner can update these after the copy
operation completes.

Users—Observers are the same as the source project; the project owner can update these after the copy
operation completes.

Users—Auditors are the same as the source project; the project owner can update these after copy operation
completes.

Users—Security Analysts are the same as the source project; the project owner can update this after the copy
operation completes.

Users—Requesters are the same as the source project; the project owner can update this after the copy
operation completes.

Users—Reviewers are the same as the source project; the project owner can update these after the copy
operation completes.

Copy Type: Custom Project Copy

Project owners are the only ones with permission to copy projects.

114

1.

2.

Log into Code Insight as an Owner.

Click the My Project button on the Main menu.

Select a project from the list and click the Project Copy icon (jj) associated with that project. The Project
Copy page appears.

i Home | ljj My Projects | ﬂ Policies Q‘_) Scheduler | o Research | E’E Reports Welcome Owner | :-..r My Settings | -",' Help | Eﬂ Logout

1] Project Copy

General Options | Custom Copy Options

= Project Copy Type Custom Project Cop |v|
Source Project Project Configuration Only

%Custum Project Co
= Target Project ] o

| Complete Praject Copy

Copy Project Cancel

Select Custom Project Copy from the pull-down menu. This enables the Custom Copy Options tab.

Select the Custom Copy Options tab.
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i Project Copy
.General Options [ Custom Copy Options F Workspace Options
Copy Workspaces e
Select Workspaces to Copy ¥ ePortal_1_3
Mark all Files as Unreviewed O

Recall all Published Groups O

Copy Inventory ~
Inventory Review Status Leave Asls !
Copy Requests v
Request Review Status Leave AsIs e
Copy Policies ~
Copy Project Comments e
Copy Metadata ~

Copy Project Cancel

On the Custom Copy Options tab the following checkboxes are checked by default:
® Copy Workspaces

® Select Workspaces to Copy

® Copy Inventory

® Copy Requests

® Copy Policies

® Copy Project Comments

® Copy Metadata

The Inventory Review Status and Request Review Status pull-down menus are set to Leave-As-Is by default.
You can change the defaults to any combination of Reset to Ready for Review and Reset to Draft.

6. Click the Copy Project button.

Copy Type: Complete Project
Project owners are the only ones with permission to copy projects.
1. Log into Code Insight as an Owner.

2. Click the My Projects button on the Main menu.

3. Select a project from the list and click on the Project Copy icon (jj) associated with that project. The
Project Copy page appears.
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& Home | '-Lj My Projects | E Policies l') Scheduler o Research 3{5 Reports Welcome Owner | E,‘ My Settings | -',‘ Help ‘ii Logout

"l—'] Project Copy

General Options [ Workspace Options
m Project Copy Type Complete Project Copy P
Source Project Project Configuration Only

Custom Project Co
m Target Project ; 2

ECompIete Project Copy

Copy Project Cancel

4. Select Complete Project Copy from the Project Copy Type pull-down menu. The Workspace Options tab

appears.

i) Home S4d Administration * ’{J My Projects u Palicies Q’) Scheduler o Reszearch 5_‘_4 Reparts Wglcome Alex ;,( My Settings -',‘ Help 4; Logolt
] Project Copy

Gaeneral Options Custom Copy Opkions YWorkspace Options

Pre-Copy Options Compare Source and Target File Paths  tonly fies that are marked as reviewed, tagoed, or associsted with groups will ke compared)

Workspace #1 Workspace Name

Source:  ePortal_1_3

m Target:
Workspace Software Configuration Manag S [i}
Source:
Git URL: https:fgithub. com/coptonfreversi. git
Git Update To: Latest Revision

SCM Destination Folder: CACleanroom'git_repot

Taryet:

= Git URL: http:#f<sener=/<path_to=/<repository=_git;
= Git Update To: Latest Revision v

= SCM Destination Folder: Browss... || Type |

Workspace Folders to Scan

Source:  ChACleanroomigit_repolreversit

m Target: Browse... | Type

Copy Project Cancel

In the Workspace Name section, enter a name in the Target field.

In the Workspace Folders to Scan section, click on the Browse or Type button:

® The Browse button opens a file system tree for the Scan Server on which you are working.

® The Type button opens a dialog where you can enter the name of the input scan folder you wish to use.

On the Workspace Options tab, the Compare Source and Target File Paths checkbox is checked by default.
Only files marked as reviewed, tagged, or associated with groups will be compared. Files that have not had
any of these operations performed on them are not compared by the pre-copy analysis operation.This pre-
copy codebase comparison lets you:

® Know which files from the source codebase are not present in the target codebase: This means that files
were removed after the codebase branching operation was performed.
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e Know which target files are different from the source with the same relative path: This means that the
target files were modified after the codebase branching operation was performed.

® Address file issues before the actual project copy, if appropriate.

Data Copied During the Copy Operation

This section explains which data is copied during the complete project copy.

Project Settings: Workflow

Name is provided by the source project owner during the invocation of the project copy.

Description is the same as the source project; the project owner can update this after the copy operation
completes.

Team is provided by the source project owner during the invocation of the project copy.

Owner is the same as the source project; the project owner can update this after the copy operation
completes.

Project Summary Email Frequency is the same as the source project; the project owner can update this after
the copy operation completes.

Request Review Reminder Email Frequency is the same as the source project; the project owner can update
this after the copy operation completes.

Enable Inventory Quick Review is the same as the source project; the project owner can update this after the
copy operation completes.

Auto-Publish System-Detected Inventory is the same as the source project; the project owner can update this
after the copy operation completes.

Apply Policies to Inventory is the same as the source project; the project owner can update this after the copy
operation completes.

Request Form is the same as the source project; the project owner can update this after the copy operation
completes.

Review Levels are the same as the source project; the project owner can update these after the copy
operation completes.

Users—OQbservers are the same as the source project; the project owner can update these after the copy
operation completes.

Users—Auditors are the same as the source project; the project owner can update these after the copy
operation completes.

Users—Security Analysts are the same as the source project; the project owner can update these after the
copy operation completes.

Users—Requesters are the same as the source project; the project owner can update these after the copy
operation completes.

Users—Reviewers are the same as the source project; the project owner can update these after the copy
operation completes.
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Workspace Settings: General
® Name is provided by the source project owner during the invocation of the project copy.

e Description is the same as in source workspace; the project owner or auditor can update this after the copy
operation completes.

® Folders to Scan are the same as the source workspace, and they are updated with the new Target Scan Paths
that are provided by the source project owner during the invocation of the project copy.

e Excluded File Patterns are the same as the source workspace; the project owner or auditor can update these
after the copy operation completes.

® Enable Incremental Scanning is the same as the source workspace; the project owner or auditor can update
this after the copy operation completes.

Workspace Settings: Detection

All options are the same as the source workspace; the project owner or auditor can update these after the copy
operation completes.

Workspace Settings: Source Code Options

All of the CodeRank™ attributes sliders are the same as the source workspace; the project owner or auditor can
update these after the copy operation completes.

Workspace Settings: Automated Analysis

All options are the same as the source workspace; the project owner or auditor can update these after the copy
operation completes.

Workspace Settings: Software Configuration Management (SCM)

The SCM settings from the source workspace are shown and can be updated and applied to the target
workspace.

Workspace Reports

The workspace reports are not copied as part of the project copy operation. These reports can be generated after
the target workspace scan completes, so the report data represents the target codebase and scan results.

File Tags
® Tag data is copied, and file paths are updated to reflect the target codebase.

e |[f afile with the same relative path existed in the source codebase, but is not present in the target codebase,
its tag assignments are not copied over.
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A new tag “File Changed Since Workspace Copy” is applied to all files which have the same relative file path
in the target codebase, but whose MD5 is different from the source codebase. This allows the project owner
or auditor to review the file and determine whether additional auditing work is required due to the changes in
that file. Furthermore, if the source file was marked as reviewed, then that tag assignment is removed (since
this file has changed since the workspace copy).

Group data is copied and file paths are updated to reflect the target codebase.

Groups with zero files are recalled, but the group is not deleted from the project. Users can either add files to
the empty group and re-publish (all existing inventory item data are retained from the source inventory item),
or delete the group.

Inventory items from the source project are copied to the target project with all data preserved as-is, except
for the associated project ID.

The review status from the source inventory item is maintained in the target inventory item in the target
project.

All comments associated with the source inventory item are copied to the target inventory item in the target
project with the original posted on and posted by values.

All questions and associated answers associated with the source inventory item are copied to the target
inventory item in the target project with the original posted on, posted by, answered on, and answered by
values.

All checklist items associated with the source inventory item are copied to the target inventory item in the
target project with the original posted on and posted by values, as well as completed on and completed by, if
the checklist items were marked as completed.

All attachments associated with the source inventory item are copied to the target inventory item in the
target project with the original uploaded on and uploaded by values.

All of the requests from the source project are copied as-is to the target project with the exception of
updating the project ID to the target project value. All of the original dates (created on, submitted on,
reviewed on, etc.) from the source request are retained in the target request.

Draft Requests are copied to the target project as an un-submitted draft request.

Pending Requests are copied to the target project as a pending request. Any approvals that are already made
as part of the completed portion of the request review workflow are preserved in the target project. All
reviewers that have yet to take action on the pending request need to review it both in the source project as
well as the target project.

Completed requests are copied to the target project as completed request and retain the same IP review
status and security review status as that of the source request.
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Tasks
All of the tasks from the source project are copied as-is to the target project with the exception of updating the
project ID to the target project value. All of the original dates (for example, created on, completed on) from the
source task are retained in the target task.

Policies
Any policies with the source project explicitly selected as part of the scope via the Project selection widget are
updated to include the target project as well. This does not apply to policies with a global or team scope, because
the target project is already included as part of the team or global policy.

Comments

All project comments are copied with their original created by and created on values.

Pre-Copy Operations

To reduce the risk of failure of the project copy operation, check the following before starting the copy process:

Whether target workspace names provided by the project owner already exist on the Scan Server.
Whether each Scan Server is reachable.
Whether there is enough disk space remaining on the Scan Server for the workspace copy operation.

The Scan Server scheduler queue to ensure that there are no active or scheduled tasks for any source
workspaces.

Whether there are any workspaces which are blocked by a project owner or auditor modifying the workspace
settings.

Whether there are any workspaces that are opened by the project owner or auditor in Detector.

Ensure that target paths across all workspaces in a project for which an auditor has used the file (applied a
tag, added to a group, or marked as reviewed). To determine inconsistencies, perform the following actions:

® Create a list of all file paths that are no longer present in new project codebase but were in the source
codebase

® C(Create a list of all file paths that are same relative path but different MD5 from the source codebase

Provide a file paths comparison summary before proceeding with the project copy, and allow users to cancel the
copy if they choose.

Blocking Access to Source & Target Projects During Copy
Operations

Access to the source project, target project, and associated workspaces needs to be blocked during the duration
of the project copy operation. This includes web Ul, Detector, and ScriptRunner APl access.
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Post-Copy Scan

All workspaces are scheduled for a full scan after the project copy completes to ensure that the scan results are
accurate for the target codebase.

Email Notification

The project owner who invoked the project copy is notified by email when the copy operation has completed. At
that point, the source and target project are available for use.

Target Project Cleanup Options after Copy

Once the project copy operation completes, there are several manual steps required to ensure that the target
project accurately reflects the target codebase. The following list of tasks should be considered by the project
owner, auditors, requesters, reviewers, security analysts, and policy administrators:

Review and update (if necessary) the target project settings.
Review and update (if necessary) the target workspace(s) settings.

Software Configuration Management (SCM) options are not included in the project copy, so these properties
needs to be set if the target workspaces are to be associated with a codebase managed via an SCM tool.

If any workspace settings are changed, consider re-scanning the workspace to ensure that the scan results
accurately reflect the target codebase.

Run any necessary workspace reports so that the target codebase is properly reflected in the report
contents.

Review the scan results in Detector after the post project copy workspace scan(s) completes.

Use the new tag “File Changed Since Workspace Copy” as a filter to review any files that have the same
relative file path in the source and target codebase, but with file content that has changed. These files may
have been altered by the SCM tool as part of the branching operation, or these files have actually undergone
content changes via human editing. In any case, it is best for the auditor to review these files.

Review any groups with zero (0) files. These are groups that have no files with the same relative path
between the source and target codebase.

Files may have moved around in the target codebase, and these files need to manually be added back into
existing groups.

Files may have been intentionally deleted, and the group may be deleted as well, since the inventory is no
longer present in the target codebase.

Review the list of inventory items, and ensure that they have the proper review status.

Complete all pending reviews for items undergoing a full review. Reviewers need to review the same
inventory items in both the source and target projects.

Review any policies whose scope has been explicitly altered to include the target project. If the policies do
not apply, manually adjust the policy scope.
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About Concurrently Open Workspaces

Because project copying (custom and complete) requires opening workspaces, it is possible that if there are a
large number of workspaces in a given project that project copy may fail. By default, the maximum allowable
open workspaces on a given Scan Server is 50. Increase the dispatcher.maxNumberOfOpenedWorkspaces property in
the scanEngine.properties file to allow more workspaces to be open at a given time. You will need to restart the

Tomcat server for this change to take effect.
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Reviewing Vulnerabilities

This chapter provides the procedure for doing a security scan by reviewing vulnerabilities.

When an inventory item is scheduled for a full review by a project owner and it has been through a review and

reconciliation process to determine its IP compliance state, a secondary review by the security analyst assigned

to the project must occur if the inventory item contains associated security vulnerabilities.

u
v—
v=
=

Task To review vulnerabilities, do the following:

1. Log into Code Insight as a Security Analyst. A security analyst is a user with a project participant role who is

assigned as a security analyst for a given project.

2. Click the My Projects button, and a list of projects opens.

3. Click the magnifying glass icon next to the project you want to review. The Project page opens.

4. Click the Inventory tab.

#i Home | &",} Administration = | '{j My Projects I Policies | .‘:‘) Scheduler | o Ressarch | ﬁ Reports

] ePortal 1.3
Summary ‘Workspaces Inventory | Requests || Tasks Polides Comments
Basic Search i Advanced Search | Fiter: | All Inventory ftems | Search
Id | Name Component License # Files :_1]} § j
2025 merypt 26.8 merypt 26.8 GMNU General Public License v3.0 1 - - -
10 scriptaculeus 1.8.1 scriptaculous 1.8.1 scriptaculous 1.8.1 License -3 1 - -
9 Mext5.1.2 itext 5.1.2 GHNU Affero General Public License v3.0 1 1 - -
6 libpng 1.0.8 lizpng 1.0.6 zlib/ibpng License 1 - - i
5 prototype 1.6.0.2 prototype 1.6.0.2 MIT license (alzo X11) 1 - - -
2 zlib 1.2.2 zlib 1.2.2 zlib/ibpng License 1 - i -
3 zlib 1.2.1 zlib 1.2.1 ziib/ibpng License 1 - 1 -
2 zlib 1.1.3 zlib 1.1.3 zlib/ibpng License 1 - T -
1 zlib 1.2.3 zlib 1.2.3 ziib/ibpng License 4 - - -

| Page 1lof1| b b | & Show Al

Welcome Alex | & My Settings |

'-j '3 Priority
- . 2 - High
- - 4-Low
- . 2 - High
26 - 6 - Mot Set
2 = & - Not Set

& - Not Set

(%]
'

& - Not Set

%]
'

il - 6 - Not Set

- - & - Not Set

e
Review Status
Ready for Review
Approved

Pending Review

Heeds More Informat.

Approved
Rejected
Pending Review
Rejected

Approved

v Help | =8 Logout

Acti

5. Select aninventory item, and click the associated magnifying glass icon.
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6. Inthe Components line, click the Vulnerability Shield icon ('?) in the top left corner of the Inventory Details
page to view vulnerabilities details. The Contains the Following Security Vulnerabilities dialog appears:

libpng 1.0.6 Contains the Following Security Vulnerabilities

] :
| Score = | Severity

@10 HIGH
@78 HIGH
@75 HIGH
{75 HIGH
@75 HIGH
{75 HIGH
|68 MEDIUM
H|628 MEDIUM
@ 5 MEDIUM
{5 MEDIUM
@ 5 MEDIUM
{5 MEDIUM
@ 5 MEDIUM
{5 MEDIUM
g MAEDILI

7. To expand the descriptions, click the Plus icon to the left of the Score column.

Name

CVE-2004-0597 &
CVE-2010-0205 &7
CVE-2010-1205 &7
CVE-2002-1382 &
CVE-2008-1282 &
CVE-2008-2234
CVE-2008-0040 7
CVE-2011-28530 &
CVE-Z007-2445 6
CVE-2008-5082 &7
CVE-2004-0421
CVE-2008-7244
CVE-2010-2248
CVE-2011-2891

PASE 2NNA NEOG 1

b

€ Add New Vulnerabiity

Description

Multiple buffer overflows in libpng 1.2.5 and earlie...
The png_decempress_chunk function in pngrutilcin 1.
Buffer overflow in pngpread.c in libpng before 1.2.4.
Portable Network Graphics (PNG) fibrary libpng 1.2.5...
libpng 1.0.6 through 1.0.32, 1.2.0 through 1.2.28, a..,
Buffer overflow in the png_decompress_chunk functior
The PNG reference library (aka libpng) before 1.0.43..
Buffer overflow in ibpng 1.0.x before 1.0.55, 1.2x. .
The png_handle_tRNS function in pngrutil.c in libpng...
Memory leak in pngwutil.c in libpng before 1.2.3%bet. .
The Portable Network Graphice library (libpng) 1.0.1...
Memory leak in pngwutil.c in libpng 1.2.13betal, and...
Memory leak in pngrutil.c in libpng before 1.2.44 a...

The png_err function in pngerror.cin libpng 1.0.x b...

Mukinla intanar nrarflamie in tha (10 ann raad nnei

-

k|

8. Click the CVE links to read information about each vulnerability in the National Vulnerability Database.

Note = The score and severity displayed for each vulnerability are based on the CVSS v2 scoring system.

9. From the Change Inventory Status pull-down menu, select Approve, Reject or Schedule Full Review of the
inventory item when you have completed reviewing the associated vulnerabilities.

10. If action is required based on the vulnerability review, create security checklist items for the inventory item to
track this work. For more information, see Revenera Support.
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Metadata Framework

This section contains the following topics:

® |Metadata

® Administering Metadata Sections and Fields

Metadata

Code Insight contains a flexible metadata framework to allow support of additional information associated with
all Code Insight-managed entities. This, in turn, makes the system more valuable as a repository for your code.
Metadata support is provided via the Web Ul as well as via public APIs using ScriptRunner.

Administering Metadata Sections and Fields

Task To administer metadata sections and fields for Code Insight-managed entities via the Web Ul, do the following:
1. Loginto Code Insight as Application Administrator. Only a user with the Application Administrator permission
can manage metadata sections and fields.
2. Click the Administration button on the Main menu, and select Metadata from the pull-down menu:
i Home: | |4c3 Admm‘stmtinn-] Welcome Admin | & My Settings | = Help | = Logout
g} i E";, Users
i Teams
Welcome Ad login was on 04/12/2012 15:59.
- ] 4@ Projecis
| Frmy ‘ ne%é'ata 7'}_
v Create | [B] import
v Create { [5] Scripting
v Create { € Updstes
Code Insight 6.14.2 SP1 User Guide RCI-6142_SP1-UG0OO Company Confidential



Chapter 14 Metadata Framework
Administering Metadata Sections and Fields

The Metadata Field Administration page opens to Team. In this example, click on the Project tab.

5 Heme | 453 Administration = Welcome Admin | g My Settings | o3 Help | = Logout
i@} Metadata Field Administration
Team | Project Group Component Version | License Inventory Request Paolicy
ﬁ Add Project Metadata Section
Name Description Actions
Uncategorized |
Search: ye] @ Add Project Mstadata Field
Name Display Name Input Type Hidden Actions
Build Name Build Name Single Line Text Ves 53 i x ]
Build Mumber Build Number Single Line Text Yes 4+ B T x]
CertificationLevel Color CertificationLevel Color Single Line Text Yes i+ 3 i x ]
CertificationLevel id CertificationLevel id Single Line Text Yes 4+ B T x]
CertificationLevel Name CertificationLevel Name Single Line Text Yes i+ 8 i x ]
CompilerTarget Id CompilerTarget Id Single Line Text Yes 4 B I x ]
CompiterTarget Name CompilerTarget Name Single Line Text Yes i+ 8 ir:d @
CPId Data CPHM Data EntityRef Yes 4+ 8 It @
Fitter Date Filter Date Single Line Text Yes 4 B i x ]
Format id Format id Single Line Text Yes 4 B I x ]
{4 4 | Page 1/of3| b M | @ | Show &l 1-100f28

The following Code Insight-managed entities can support associated metadata fields organized into the
metadata sections:

® Team
® Project
e Group

® Component
® \ersion

® Llicense

® |nventory

® Request

® Policy

Metadata fields are organized into metadata sections for a given entity to allow for a logical grouping of
related data. The Metadata Field Administration page is comprised of tabbed types of metadata and each
tabbed page is split into two sections as shown in Figure 88.

The top portion of the page allows for management of metadata sections for Code Insight-managed entities. A
metadata section definition consists of a name and description. Once metadata sections are defined, they can be
ordered as desired by clicking on the up and down arrows in the metadata sections table.
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Adding a Metadata Section

—

Task

To add a metadata section, do the following:

1.

Log into Code Insight with Application Administrator permissions. Only a user with the Application
Administrator permission is allowed to manage metadata sections and fields.

Click the Administration button on the Main menu, and select Metadata from the pull-down menu.

Click on the tab for the type of Metadata to which you wish to add a section. In this example, select the
Project tab.

Click on the green Plus icon Add Metadata Section button.

The Add Metadata Section dialog box appears.

Add Metadata Section *®

| [ame

Description

Save | Cancel |

Complete the Name and Description fields.

Note = A section name is unique to an entity.

Click the Save button.

Adding a Metadata Field

The bottom portion of the Metadata Field Administration tab allows you to manage metadata fields for a given
metadata section. A metadata field definition consists of a Name, Display Name, Help Text, Input Type, Section,
and a Hidden Option. Once metadata fields are defined, they can be ordered as desired within their metadata
section by clicking on the up and down arrows in the metadata fields table.

—

Task

To create a metadata field, do as follows:

1.

Log in to the system with application administrator permissions. Only a user with the Application
Administrator permission is allowed to manage metadata sections and fields.

Select Administration from the Main menu, and select Metadata from the pull-down menu.

Click the tab for the type of Metadata to which you wish to add a section. In this example, select the Project
tab.

Click the Plus icon Add Metadata Field button. The Add Metadata Field dialog appears.

Code Insight 6.14.2 SP1 User Guide RCI-6142_SP1-UG0OO Company Confidential 127



Chapter 14 Metadata Framework
Administering Metadata Sections and Fields

Add Metadata Field 1%

B [jame

= Display Name

Help Text
B Input Type w
B Section e
Hidden C

Save ] Cancel |

5. Complete the fields on the Add Metadata Field dialog:

e Name: This is a unique identifier for the metadata field for a given entity. This is a required field.

® Display Name: This is the label that shows up in the Web Ul when displaying or assigning the metadata
field value. This is a required field.

e Help Text: If a value is entered here, a help icon will be shown next to the metadata field when displaying
or assigning the metadata field value. This is an optional field.

® Input Type: The input type will determine which validations need to occur when assigning a metadata
value for the field as well as how to display the assigned value. The following input types are supported.

® Date

® Numbers

® Integer (Whole Number)

® Number with Decimal

® Text Types

® Single Line Text

® Short Multiple Line Text

® Long Multiple Line Text (over 4,000 characters)

e URL

® Yes/No

® Section: The section to which this metadata field belongs. This value may be edited once the metadata
field is defined. During the initial metadata field definition, the value is set to the metadata section for
which the metadata field was created.

e Hidden: If selected, this metadata field will not be shown in the Web Ul, but is still accessible via public
APIs. This is intended to be used for cases where a metadata field for a given entity needs to store data
that should not be viewable or editable via the Web UL.

6. Click Save.

Metadata field administration is also supported via the public APIs.
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Note = Any metadata field defined without a selected section will be located in the Uncategorized tab in the Web
ul.

The imported metadata fields can then be edited in the Web Ul to organize them into the desired section. The
process of defining metadata fields via the public APIs uses an XML file to define the metadata fields and a
groovy script to import the data. Refer to the sample file (sample-license- metadata-definitions.xml) located in
the /scriptRunner/scripts directory.

Viewing, Editing, and Assighing Metadata Values

—
v

Task

Web Ul access to metadata fields for viewing and assigning values is limited to the following entities:
® Projects via the Project Summary page.

® Inventory items via the Inventory Details page.

® Requests via the Request Details page (Additional Info tab).

® Components via the research, inventory details, and request details pages.

® Component versions via the research, inventory details, and request details pages.

® Licenses via the research, inventory details, and request details pages.

To view, edit and assign metadata values associated with an inventory item via the Web Ul, do as follows:

1. Loginto Code Insight as an Application Administrator. Only a user with Application Administrator permission
is allowed to manage metadata sections and fields.

2. Click the Administration button on the Main menu, and select Metadata from the pull-down menu.

5 Home | |53 Administration ~ I Welcome Admin | gy My Settings | o Help | = Logout

& U
; &y Users
#; Home

e =

Welcome AQ - login was on 04/12/2012 15:59.

i My SH

+ Create
v Create { |5 Scripting

+ Create { i Updates

3. Click the tab for the type of Metadata to which you wish to add a section. In this example, select the Project
tab.

4. Select an entity and click the Pen and Paper icon to view the metadata associated with that entity instance.
The Edit Metadata dialog opens for that instance.
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Edit Metadata Field *
| [lame Build Murrber
| Display Mame Build Murmber
Help Text
® Input Type Single Line Text o
m Section Uncategorized i
Hidden v
Save | Cancel |

Another way to view metadata is to log into Code Insight as a user without administrator privileges. For
example, log in as Owner.

5. Click the My Projects button on the Main menu.
6. Select the magnifying glass icon associated with the project inventory you wish to view.
7. Select the Inventory tab.

8. Select an inventory item and click one of the following icons:

® Click the view component Metadata icon () in the Component field at the top of the page.

e Click the License Details icon (@) next to the license name in the Component field at the top of the page
or in the Possible Licenses section.

e Click the View Inventory Metadata button (| VevIventoryMetadata |y i1 40 |nventory Details page Inventory
Metadata section.
9. Click the View Inventory Metadata button. The Metadata information opens in View mode.

10. Click the Edit button at the bottom of the Metadata dialog, and the metadata information appears in Edit
mode.

Inventory Metadata e

Disclosures

Requires Scurce Distribution Yes b
Disclosure - Motices Mcrypt is 5 simple e=ncryption program, intended to be replacement for the old
unix crypt{1},

ils for mors
A

Disclosures - Copyright Statzments

Nikes Mavroyanopoules <nmav@gnutis.orgs

i

s smimbd ol men T b mnm b ——————

Miscellaneous
Deployed Yes ¥ |

Associsted Regusst Link

Note = Use of the Edit button is restricted to those users allowed to edit metadata values.)
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Metadata fields are displayed in sections as defined by a user with Administrator permissions. If there is Help
Text for a given Metadata field, a Help Text icon appears. You can hovered over or click on the Help Text to
display it.

11. Modify the values in the Metadata fields, and click the Save button to save your changes.

Note = Access to Metadata Field values and assignment of values for Metadata fields is also supported via
the public APIs.

Using Public APIs to Access & Assign Metadata Field
Values

Access to Metadata Field values and assignment of values for Metadata fields is also supported via the public
APIs. The process of assigning Metadata Field values for Code Insight-managed entity instances via the public
APIs uses a CSV (comma-separated) values file format to specify the Metadata Field values for an entity instance,
and a groovy script to import the data.

For more information, see the sample file (sample-license-metadata.csv) located in the /scriptRunner/scripts
directory.
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Using the Product Catalog

Code Insight provides the Product Catalog so your company’s offering (products and services) can be
represented in a hierarchy within Code Insight. Once the Product Catalog items are in the system, they may be
associated to requests and used to generate Third-Party Notices and other reports. This chapter describes
discusses the Product Catalog and how to use it by describing the following use cases applicable to the Catalog:

® Associating Requests to Product Catalog Items

® Associating Inventory with Requests Across Projects

® (Generating Third-Party Notices for Requests based on Product Catalog Items
® Reporting on Findings Based on Product Catalog ltems
® Administering the Product Catalog

® Adding Product Catalog Items

® Viewing, Editing and Associating Product Catalog Items
® Associating Product Catalog Items with a Project

® Associating Product Catalog Items with a Request

® Associating Inventory with Requests across Projects

® Reporting on Requests (Filtered by Product Catalog)

® Reporting on Third-Party Notices for Requests (Filtered by Product Catalog)

Associating Requests to Product Catalog Items

A Code Insight user would like to file a request to use an 0SS component and associate it to one or more versions
of the product (i.e. ePortal 1.3, 1.4, 1.5) during or after request approval. With the product versions listed as
items in the Product Catalog, the user can create the request from any project (including a non-audit Request
project) and associate the request to one or more versions of the product via Product Catalog at any given any
time. The user can also report on the request data and third party notices associated with the requests filtered by
Product Catalog items. For more information, see Associating Product Catalog Items with a Request.
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Associating Inventory with Requests Across
Projects

A Code Insight reviewer would like to be able to associate an inventory item for zlib 1.2.3 to a request in another
project (i.e. a Request Project) in order to determine its compliance state. This scenario can be achieved if both
the project containing the inventory item and the request are associated to the same Product Catalog item.

Generating Third-Party Notices for Requests
based on Product Catalog Items

A Code Insight legal user creates third-party notices for requests across multiple projects or a single global
project. She would like to be able to generate a Third-Party Notices report for Requests based on her company’s
products and services. This can be done by associating the requests to the Product Catalog items and running the
Third Party Notices Report for Requests (Filtered by Product Catalog).

Reporting on Findings Based on Product
Catalog Items

A Code Insight user may want to limit the scope of a report based on Product Catalog data. Code Insight currently
offers the Request Report (Filtered by Product Catalog).

Administering the Product Catalog

The following attributes represent a Catalog item in Code Insight:

e Name (required)

e URL (optional)

e Description (optional)

® Parent Item (optional)

The following functionality is currently available for Product Catalog:
® Create/Delete a catalog item.

® Place catalog item in the correct position in Code Insight.

Search for a catalog item across Projects/Requests.

® Associate a catalog item with an existing Project or existing Request.
® View associated Catalog items for a Project/Request.

® Report on all Requests associated with a Catalog item.

® Report on all Third-Party notices associated with a Catalog item.
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Code Insight can be configured to display Product Catalog attributes. To modify how and where these attributes
are displayed, modify the product.catalog.web.json file according to the steps below.

Projects

—

Task To enable the Product Catalog feature for projects, do the following:
1. Open the .json file associated with your installation of Code Insight:
<Code Insight ROOT>/config/core/product.catalog.web.json
2. Setthe following property to “true” to enable the Product Catalog attribute on the Project Details page:
"project.details.product.catalog": { "enabled": true

As an alternative, set the property to “false” to disable the Product Catalog attribute from the Project Details
page.

3. By default the Product Catalog attribute will appear on the Project Details page with a label “Product
Catalog”. To change the label text, modify the entry.label.text property:

"applyTo": ["project.details.product.catalog"],
"configuration": {
"entry.label.text": "Product Catalog"

4. Be sure to restart the server after making modifications to the .json file.

Requests

Task To enable the Product Catalog feature for Requests, do the following:
1. Open the .json file associated with your installation of Code Insight:
<Code Insight ROOT>/config/core/product.catalog.web.json
2. Setthe following property to “true” to enable the Product Catalog attribute on the Request page:
"request.details.product.catalog": { "enabled": true

3. Alternatively, set the above property to “false” to disable the Product Catalog attribute from the Request
Details page.

4. By default the Product Catalog attribute will appear on the Request Details page with a label “Product
Catalog”. To change the label text, modify the entry.label.text property:

"applyTo": ["request.details.product.catalog"], "configuration": {
"entry.required": false, "entry.label.text": "Product Catalog"

5. The following property determines where on the Request Details page the Product Catalog will appear:
"insert.after": "_palamida_projectName"

6. Be sure to restart the server after making modifications to the .json file.
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Adding Product Catalog Items

You can create Product Catalog items in Code Insight in the following ways:

® Import them using the Import option on the Administration pull-down menu.

% Home | |43 Administration ~ || (] My Projects | Wi Requests | [ Policies | (%) Scheduler | @) Research | (¥ Reports
2,) Users
Te::; Teams

Choosd (2 Proiects tems.xls || Import |
| & Product Catalog

[#] Import

® Help

=) Downlg | or bulk license obligations import

#) Downlo or bulk policy import

=1 Downlo Legal Templates O bulk request import

;) Downlor—‘or bulk user import

| Downlo@ Impert |pr bulk product catalog items import
(=] seripting
€2 Updates

e Add them manually using the Create option available after selecting Product Catalog from the

Administration pull-down menu:

) Home | | Administration~ || ;] My Projects | WfRequests | [ Policies | () Scheduler | @) Research | (¥ Reports
& Users
Ti":‘; Teams

Choose [} Projects tems. xls || Import
'i& Product Catalog |

[®) Import

(Z) Help

# Downlg ‘or bulk license obligaticns import
&) Downlg HEEIEE or bulk policy import
%) Down