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This section provides an overview of FlexNet Code Insight.

FlexNet Code Insight Overview

Intended Audience

What It Does

Why It’s Needed

How It Works

Technical Architecture Overview
Common Terminology

Data Organization: Teams and Projects

Intended Audience

The FlexNet Code Insight 6.13.3 User Guide is intended for the following team members:

Developers

Technical leads, senior engineers
Engineering managers

IT security officers

Project managers

Release managers

Program managers

Legal and patent attorneys
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Chapter 1 FlexNet Code Insight Overview

What It Does

What It Does

FlexNet Code Insight is the industry’s first application security solution targeting today’s widespread use of Open Source
Software (0SS). FlexNet Code Insight leverages the industry-leading detection and analysis capabilities of Flexera products
by integrating a policy-based software component-management system with inventory, for example, intellectual property
in the form of published groups of files via Detector.

Role-based features and functions help engineering and project management streamline daily code management
activities for various team members. Hierarchical organization creates an effective and accurate view of team projects and
software use policies.

Why It’s Needed

If your company is concerned about any of the following, you need FlexNet Code Insight:
® GPL and other Viral Licenses (especially v3.0)

®  Affero GPL

® Commercial Content and Libraries

®  Restrictions on commercial use or field of use (e.g. no Military use)

® Cryptography

® Code with Unknown Licenses

® Percent (%) of undisclosed content

How It Works

Flexera’s unique software composition analysis technology captures the composition of a code base, and provides your
team with an inventory of Open Source software (OSS) component usage. The resulting inventory identifies security
vulnerabilities and intellectual property (IP) issues associated with the inventoried 0SS components.

The policy and code management workflow of FlexNet Code Insight enables development organizations to cost effectively
manage and secure mission critical applications and products.

Component management tasks are assigned and completed by a cross-functional team of users in line with the policies of
FlexNet Code Insight.

Technical Architecture Overview

24

The following diagram shows how the various clients work in conjunction with the workspaces, databases, and the FlexNet
Code Insight application. FlexNet Code Insight implements the code management workflow on top of inventory detection,
analysis, and generation capabilities.
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Common Terminology
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Common Terminology

The following are common terms that appear in FlexNet Code Insight documents and on reports and product pages:

Table 1-1 « Common Terminology

Terms Definitions

AutoWriteUp - Uses component information from the bulk collection of metadata from a Maven mirror to create
Ibiblio Maven2 inventory items for jars.

CL Compliance library, a collection of data that FlexNet Code Insight uses to generate an inventory

of vulnerabilities. This library is large and is provided on a separate disk.

Component The analyzers identify source distributions of common open source projects, especially targeting

Analyzers those in the C/C++where package managers and metadata files are not standard. These analyzers
are attuned to regularities across the entire history of the open source project, so generally even a
version released tomorrow can be identified reliably. Other analyzers identify packages and
components from widely used package managers and repositories.

Component This Analyzer leverages the high-quality data of a component analyzer when that componentis
Analyzer- found in other, non-source-code contexts (such as binarydistributions).
Abstracted
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Common Terminology
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Table 1-1 « Common Terminology (cont.)

Terms Definitions

Composer (php) An analyzer for Composer (php) packages. If there is a composer.lock file, those defined

Package Analyzer dependencies and versions will be used. If there is no lockfile (e.g. if the package has not been
'installed'), then composer.json files are parsed for uninstalled 'required' dependencies
(Uninstalled Composer Dependency). In this case, versions are set at the most recent version in
the Packagist registry (packagist.org) that satisfies the given composer.json's semantic
versioning restrictions (Composer/Packagist API).

CPE Common Platform Enumeration, a widely-used, standard methodology to define and distinguish
such items as application classes, operating systems, and hardware present in a organization’s
computing environment.

CRAN Analyzer Uses metadata within a CRAN source code package to create an inventory item.

CVE Common Vulnerabilities and Exposures, a list of known information-security vulnerabilities and

exposures in commercial and open-source software. Hackers can use software errors and
software code errors to gain access to a company’s computer systems. For more information,
visit http://cve.mitre.org/.

Data Services -
Component
Lookup

Uses Data Services to look up the best FlexeNet Code Insight component match.

Data Services -
Digest

Use afile's md5 digest to determine whether the file has an Auto-WriteUp rule or other library
data associated with it.

Data Services -
Maven Component
Lookup

Uses Groupld and Artifactld to select the best FlexeNet Code Insight component.

Data Services -
Release Name

Uses Data Services to analyze the origin of the file based on library collection data.

GPL General Public License. These licenses for open source code expose commercial code that
contains open source to public copyright.
Intellectual Refers to creations of the intellect for which a monopoly is assigned to designated owners by law.

Property (IP)

In the context of FlexNet Code Insight and this guide, IP refers to programming code created
internally or externally.

Intellectual Legal protections, such as trademark, copyright and patents, given to the owners and/or creators
property rights of IP.

(IPRs)

Inventory Alist of all available OSS components. Inventory takes the form of published groups from the

Detector, the result of auditing analysis.
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Table 1-1 « Common Terminology (cont.)

Terms Definitions

JDBC Driver
Connector File

Afile required to establish a connection with your data source. You must specify this file during
installation.

Jenkins

A Java open source automation server that supports continuous integration.

License Lookup -
Component Level

Identifies the license(s) of a component across versions. Typically this will be an aggregate of the
licenses for the project over time or the license at the time of data collection.

License Lookup -
Version Level

Identifies the license(s) of a component at a specific version. This data is sensitive the possibility
of a change in license over time.

LocC Lines of Code.

NPM Analyzer Identifies node_modules from npm and other components using a package.json file to store
metadata.

0ss Open Source Software.

Policies Rules and conditions assigned globally or to specific teams or projects which automate the
review process of inventory items and/or requests to use OSS components.

POM Project Object Model

POM Analyzer An analyzer that analyzes pom.xml files to determine dependencies and resolve versions based
on the project's declared or inherited properties. The Analyzer will attempt to retrieve pom
information about dependencies from the local maven repositories (as defined in the pom.xml)
or Maven Central. To become an inventory item, dependencies must:
® have a version that can be resolved
® notbeinscope Test
® not be set to Optional

POM Ancestry Indicates a license determined by the declared license in a parent POM file.

License

POM Dependency

A Groupld Artifactld pair identified as a dependency within a pom.xml file. See POM Analyzer for
the conditions under which a dependency will become an inventory item.

POM License
Declaration

Indicates a license determined by the declared license in the POM.

POM Transitive A dependency not declared directly in a project’s POM, but inferred from the retrieved POM of a
Dependency dependency.

POM <type> Indicates various methods for building a copyright for the purpose of creating a notice.
Copyright

FNCI-6133-UG00
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Table 1-1 « Common Terminology (cont.)

Terms Definitions

Projects Specific development goals, usually a software application or element that a project team is
developing. Projects are comprised of workspaces, policies, requests, inventory, and tasks.

Related Improves component information, such as CVEs and License data, by finding different FlexeNet

Component Code Insight components for the same Open Source project as found in different forges (e.g. the

Lookup component that corresponds to the RPM's centos distribution and the SourceForge source
repository).

Reports Project- or inventory-based lists of code, license citations filtered by global, team, or project
parameters.

Requests Inquiries from users asking if certain third-party code or components are allowable for use in

their software development projects.

RPM Metadata Uses metadata store inside an RPM to create an inventory item.

RubyGem Analyzer Uses metadata within a RubyGem package in source code form to create an inventory item.

RubyGems API Indicates that the RubyGems.org API (rubygems.org) was used to get metadata about a .gem
package to create an inventory item.

SCA Software Composition Analysis.

Tasks Individual actions in the code management workflow.

Uninstalled Node When there is a package.json with dependencies but the corresponding node modules are not

Module installed. The NPM API uses the npm registry (registry.npmjs.org) to get package information and
Dependency resolve semantic versioning. Versions are set at the most recent version in the npm registry that

Inventory satisfies the semantic versioning restrictions in the given package.json file.

Users Those accessing the application on a frequent or infrequent basis with roles and responsibilities

that have been assigned to them by the application administrator and project owner.

Viral license A derogatory term synonymous with copyleft license, itself a play on the term “copyright.” In
general, if your codebase contains open source code, you are required to retain a copyright
statement that contains license terms and author acknowledgment in any application or
software derived from your codebase. In addition, any codebase containing code covered by a
viral license must be provided for free.

Workspace A container for codebase scan settings and scan results. A project may contain multiple
workspaces which together comprise the entire codebase for that project.
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Data Organization: Teams and Projects

Global data is comprised of teams. Teams are comprised of projects, and projects are comprised of workspaces:

Workspace

Global

Project

Corporate Wide| Data
User administration
Corporate-level policy

Organizational Units
Own individual projects, responsible for a product (set)

A Specific Customer Product
Released product, toolset, etc.
Review process and final audit report

Specific Set of Code for Auditing
Scan, analysis, and manual audit work
Located “close” to code

® Global assignment: The policy or rule is applied to any and all teams within the corporation that use this application;

for example, a corporate-wide standard.

® Team assignment: An organizational unit is influenced by a policy or rule; for example, all software development
teams working within the corporation, regardless of the project.

®  Project assignment: Only a specific project is influenced by a policy or rule; for example, only the widget API version

1.14 release is influenced by the policy or rule.

FlexNet Code Insight 6.13.3 User Guide

FNCI-6133-UG00

Company Confidential 29



Chapter 1 FlexNet Code Insight Overview
Data Organization: Teams and Projects

30 Company Confidential FNCI-6133-UG00 FlexNet Code Insight 6.13.3 User Guide



Roles and Responsibilities

This section includes the following topic:

® Roles & Responsibilities

Roles & Responsibilities

The following Set Up and Code Management Tasks table provides a summary of the FlexNet Code Insight process and
shows which roles are eligible for which activities.

FlexNet Code Insight requires some application administrative setup tasks. Then all of the ongoing code management

cycle tasks occur in parallel. Users can perform any function appropriate to their assigned roles and the progress of the
project.

FlexNet Code Insight includes automatic approval and rejection features to facilitate efficient responses to requesters, as
well as a manual review feature.

® Automatic Acceptance: The automatic acceptance feature of the policy engine gives developers and other requesters
an immediate answer as to which components are already approved for use. This is useful, for example, for setting up
pre-approved versions of a corporaterepository.

® Automatic Rejection: This feature gives requesters an immediate answer when users request known unacceptable
components. Automatic rejection is useful for quickly communicating inappropriate license/usage combinations and
unsecured components.

® Manual Review: This feature allows employees with the appropriate permissions to review component requests,
which may have varying restrictions and need to be reviewed on a case-by-case basis. We suggest that the policy
administrator set the Review policy before allowing users to access the application’s features.

FlexNet Code Insight 6.13.3 User Guide FNCI-6133-UG00 Company Confidential 31



Chapter2 Roles and Responsibilities
Roles & Responsibilities

These features allow users to see the policies and rules in real time as they make requests and perform reviews related to
specific projects. However, you can also do this after users have accessed the system.

Table 2-1 « Set Up and Code Management Tasks

Milestone
Category Target Activity
Settingupand  Create Project Project start Application Create users, teams, projects
Configuring a Admin
Project
Review Project Policy Project start, Policy Admin @  Define conditions of use
Ongoing

® Add attachments to policies

®  Manage project policies

Configure Project Project Start Participant Set project users roles, such as
(selected as assign auditor and security analyst

the Project . .
Define request review process

Owner, . . .
) Associated workspaces with project
Code Conduct Audit Ongoing Auditor Audit codebase associated with
Management project and publish groups to create
Cycle inventory items

Create Component Ongoing Requester Create requests, review and

Requests acknowledge conditions of use

imposed by reviewers

Review a Request Ongoing Reviewer Review requests and define

conditions of use (technical,
business, legal, etc.)

Reconcile Inventory Ongoing Owner or Review project inventory detected
project via audit and associate with request
participant approving its use

Security Review for Ongoing Project Review vulnerabilities associated

Vulnerabilities Security with project inventory detected via
Analyst audit

Report Generation Ongoing Various Capture a summary of inventory or

security cycle status to share with
project team
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Application Administrator Tasks

The application administrator can enter user, team, and project data into FlexNet Code Insight. The user with this role has
to possess a data-entry skill set. The application administrator is responsible for completing the following activities at the
start of a project:

® Creating New Users

® Creating New Teams

® Creating New Projects

® Importing Bulk Data from an Excel Workbook
®  Using the Scripting Feature

® Running an Electronic Update

® Email Notifications

Creating New Users

The following are the ways to add users to projects:
® My Shortcuts Tab: Create a New User

® Administration Menu: Users Option

My Shortcuts Tab: Create a New User

You can create new users from the My Shortcuts tab.
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34

To create a new user, do the following:

1. Loginto FlexNet Code Insight as administrator:

Forgot Password?

The Administration Home page appears. On this page you can create users, teams, and projects.

¥3 Home <} Administration ~

¥, Home

-Vf ‘ly Qlﬂl'tﬂlﬁ’ »

» Create a new user

» Create a new team

+ Create a new project

2. You may also use the Main menu bar to navigate the administration pages.

3. Tocreate new users, click Create a new user. The User Details page appears.
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¥ Home = <G} Administration = (2) Help
&, User Details
* Login System Administrator
* First Name Policy Administrator
Middle Name Scripting Administrator
Requester
# Last Name =
CIEL Participant
Job Title

Business Unit
Location
Telephone
Facsimile
* Login Question
* Login Answer
Lock Account

Generate Password v

Save Cancel

Enter all necessary user information and set the role of the user by checking one of the possible project roles in the
shaded box to the right. FlexNet Code Insight sends automatic emails to new users notifying them of the system-
generated temporary password. New users will be prompted to change this password the first time they log in. Ensure
that you enter a valid email address for each user.

Click Save to save your changes.

Administration Menu: Users Option

The other way to add and manage users is via the Administration pull-down menu. This allows you to manage users in your
system as well as integrate with an LDAP server to dynamically populate a user list.

e

Task

To add and manage users via the Administration pull-down menu, do the following:

1.

2.

Log into FlexNet Code Insight as an administrator.
Click Administration button on the Main menu bar.

Select Users from the pull-down menu. The Users Administration page appears. The User tab allows you to manage
users, while the User Lists tab allows you to manage user lists. Follow the steps in My Shortcuts Tab: Create a New
User to manage a singleuser.
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& Users Administration

Users  Userlsu

Page

£
First Name Last Name Email Roles
adminadmin.com
Ceveloper One devrul@palamida com Requester
Developer Two devouli@palamida.com Requester
Developer Three devrul@palamida com Requester
Developer Four devrul@palamida.com Requester
Ceveioper Five devrul@oalamida com  Requester
Legal One devrul@palamida. com Requester
Reviewer
Legal Two cevnul@palamida.com Requester
Reviewer
Legal Theee devrul@palamida com Requester
Reviewsr
Legal Four devnuli@palamida com Requester
Reviwer
Tof2| b #M' Showal

System Administrator

Last Upcated Actions
0872172015 e x)
09252018 <
09252015 70
057282018 7O
03252015 rdl -
09252015 7O
08/252015 rax)
057252015 7O
052572015 70
08/25/2015 i«
1-100f 18

4. To manage user lists, select the User List tab, and then click the Add New User List icon. The User List Details page

appears:

& User List Details

B Name

Description

User List Type

LDAP Query

Users

Idap_users

All ermployees will be associated with this user list.

Search: R
login Firzt Mame - Last Mame
4 4 |Poge| tlof1| b M| &

Save Cancel

5. Enter the name and description for the User list.

Etmail

6. Tofilter the available users to only ones with the required role, select one of the following user types from the User List

Type pull-down m

enu:

Note « You cannot change the user list type after creation so be sure to select the rightone.

®  Mixed: All users can be associated with this type of user list. User list cannot be associated with a project role on
the project configuration page.

® Project Participant: Only users with the project participant role can be associated with this type of user list. This
user list can be associated as project observers, auditors, security analysts, or QuickReview facilitator on the
project configuration page.
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® Requester: Only users with the requester role can be associated with this type of user list. This user list can be
associated with the requester role on the project configuration page.

® Reviewer: Only users with the reviewer role can be associated with this type of user list. This user list can be
associated with any review level on the project configurationpage.

7. If LDAP has been enabled, and if the User List LDAP properties have been properly defined in the
core.ldap.properties configuration file, the user listis dynamically updated during each LDAP sync to contain
users returned by the LDAP query. If a user list has been configured to utilize an LDAP query rather than be manually
populated, the description of the associated LDAP query will be shown, and the add/delete users buttons will no
longer be available to manually manage users for this user list. Users with mismatched roles (based on the user list
type) will be removed from the list returned by the LDAPquery.

8. The following parameter must be configured to set user role assignment during the LDAP sync. The available roles are:
requester, reviewer and participant. All other roles must be set manually. See the “LDAP Configuration” section of the
Installation and System Administration Guide for more detailed instructions on configuring this property.

ldap.user.role = requester, reviewer, participant

9. The following two parameters must be configured for each user list that is associated withan LDAP query. The LDAP
query will be executed each time an LDAP syncoccurs.

<userlist_name>.ldap.description

A human-readable description of the LDAP query. This will be shown on the User List Details page to indicate to the
user which LDAP query is dynamically being used to populate the user list.

<userlist_name>.ldap.query
The LDAP query to execute for fetching users to dynamically populate the associated user list.

10. You can also manually associate any user with the necessary roles to a user list via the Users table. Click in Add Users
to select the Users to add to the User List or remove existing users via the checkbox to the left of the name and then
click on the Delete Users button.

i Home | 43 Administration ~ | ] My Projects | B Policies | ) Scheduler | @ Researct h | ¥ Reports ‘Welcome Alex | dy My Settings |+ Help | = Logout
&, User List Details

= Name Requesters

Description

User List Type =
Users Search rel (%] © AddUsers

[ login First Name Last Name Email

[ slex alex Ryl arybak@palamida. com

[0 requestert Retusstert one: User@emsil com

[ requesterz Requester2 Two useri@email com

7] requester3 Requesters Three. userg@email.com

[0 reuesters Recuesterd Four user@email.com

[0 requesters Retussters Five: User@emsil com

[ requesters Requesters Six

7] requester? RequesterT Seven

[0 requesters Recuesters Eight user@email.com

[0 requesters Retusstera Hine User@emsil com

Page 1lot1| b bl | @] Show Al 1-100f 10

11. If you have LDAP configured, you can sync FlexNet Code Insight with LDAP at any time by going to the User Sync tab
and pressing the Start User Sync button. This will dynamically update all users and user lists in the system. For more
information on how to configure LDAP, see the “Integrating with LDAP for Authentication (Optional)” section in the
FlexNet Code Insight Installation and System Administration Guide.
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Adding and Removing User Account Locks

The system locks out someone who repeatedly attempts to access the system with incorrect login and password
information. If this occurs, users will see the following message:

|@ Login failed. please verify your username and password ”

As an administrator, you may also lock a suspicious user out of the system.

To lock or unlock a user account, do the following:
1. Loginto FlexNet Code Insight as administrator.
2. SelectUsers from the Administration pull-down.
3. Click the pencil and paper icon associated with a user name or on the appropriate link in the Login column.
4. Lockorunlock a useraccount:
® Tolock auseraccount, check Lock Account.

® Tounlock a user account, uncheck Lock Account.

£, User Details
* Login palamida System Administrator  [/]
* First Name uiya Policy Administrator 7]
Middle Name Scripting Administrator /]
#* Last Hame Rubin Requester n-l"
* Email rubin@palamida.com Reviewer ."'
Job Title Participant W
Business Unit
Location
Telephone
Facsimile
* Login Question question
* Login Answer answer
Lock Account ¥

Generate Password

Password I T Y T

Confirm Password

Save Cancel

Note « The lock/unlock options are not available for external users (i.e., LDAPusers)

5. Click Save.
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Creating New Teams

Task To create a new team, do the followings:

1. Click Home in the top left-hand corner to return to the Administrator Home page.

2. Click the Create a new team link. The Team Details page opens. You may also use the Administration > Teams
command on the Main Menu bar to navigate the administration pages.

-i{‘;-{ Team Details
General ClearCase Restrictions || Scan Folders Restrictions

B Hame

Description

Team Metadata Create Team Metadata

Save Cancel

3. Enterateam name and a team description in the Generaltab.

Note - To use the Create Team Metadata button, you must have created Metadata fields for Teams. To create metadata,

log in as Administrator, and see the Metadatacommand on the Administration pull-down menu. Metadata is typically
created during the system configuration phase. However, it can also be created any time thereafter.

4. |If ClearCase has been enabled for any scan servers, a ClearCase restrictions tab will be shown on the Team Details
page:

iz Team Details

| General || ClearCase Restrictions || Scan Folders Restrictions

® Scan Server ;I
ClearCase Views Available ClearCase Views ) ) Allowed ClearCase Views for this Team ) )

Apphy Filter Remaove Filter Add View Remove Szlected View
| |
= =

Add Selected Views to Allowed List for This Team .
ClearCase VOBs Byailable ClearCase VOBs Allowed ClearCaze VOBs for this Team

Apphy Filter Remaowve Filter Add VOB Remowve Sslected VOBs
- | [
L7 #

Add Selected VOBs to Allowsd List for This Team

Save Cancsl

This tab is used to restrict which ClearCase views and VOBs may be used for scanning by all projects under thisteam.
®  Afilter may be used to find the desired views and/orVOBs.

® Selected views and VOBs will be saved with the team, and will restrict available values in the Workspace Settings
page for the Project Owner and Auditor.
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® The clearcaseRestrictionsShowAllDataByDefault property in the scm.properties file controls whether all
views and VOBs are shown to the Project Owner and Auditor on the Workspace Settings page if no ClearCase
restrictions have been defined for the team. By default, the property is set to true, so all ClearCase views and
VOBs are available unless restricted by the Application Administrator.

5. The Scan Folder Restrictions tab is used to restrict which locations on the scan server may be used for scanning by all

projects under thisteam.
6. Select the Scan Server from the pull-down menu.

7. Click Browse to select folders from the server file system tree, or manually type in the full path, as shown in the
following figure.

i Team Details
Genersl || ClearCase Restrictions Scan Folders Restrictions
B Scan Server servert ;I
Folders to Scan | || Browse ..
Type
Remaove
Save Cancel

8. Inthe server file system tree, select the scan server to display that server’s file system tree.

x

File System Tree for Scan Server 'serverl’
2 [APalamida |
o 52
= 6.0
H [dconfig
3 (A dbScripts
4 [ddecs
[dioge
H [l pdLimporter
# [ scriptRunner
3 [Athird-party
H [dtomcat
3 [dworkspaces
# [ .published
& [ _J CorporateW's
Sl | cFortal 13}
3 [ workspace
[Jleg
[ =eql

9. Click on the folder(s) to add them to the list of locations that can be selected in the workspace settings for any project
under this team. This will restrict which folders can be scanned for all projects under this team.

10. Click the Save button.

Creating New Projects

e
o=
M

Task To create a new project, do the following:

1. Tothe Administrator Home page click the Home button in the top left-hand corner.
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2. Select the Create a new project link. The Project Details page appears:

‘_; Project Details

m Hame J
Description
= Team Select a team v
B Dwner Select the project owner 3
Save Cancel

You may also use Administration=> Project command on the Main menu bar to navigate tothe administration pages.

3. Onthis page, enter the following:
® Name: Name of the project
® Description: Brief description of the project
Team pull-down menu: Select the team to which this projectbelongs

Owner pull-down Menu: The project owner. Project owners have permission to create, delete, and modify
certain types of data.

Importing Bulk Data from an Excel Workbook

The Bulk Import feature allows you to import data globally. For example, you can bulk import all requests as completed.

To bulk import user, simple policy, or completed request data via an Excel Workbook (spreadsheet), do the following:
1. Access the Admin Home page by clicking on the Home button in the top left-hand corner.

2. Click the Administration pull-down menu:

5 Home || Administration = |

-3

= ey Users
1= Projech
i G
o Teams
| Search: & Projects

| Mame o | @] Metadata  [rea

ePortal 1. Import Eng
ePartal 1.4 7 Soipting .Eng
Web Chat| fid Updates Eng
Web Chat Utilities 1.0 Eng

FlexNet Code Insight 6.13.3 User Guide FNCI-6133-UG00 Company Confidential

41



Chapter 3 Application Administrator Tasks
Using the Scripting Feature

3. Select the Import option. The Import page appears:

% Home | &} Administration = Welcome Admin | g My Settings v Help | =8 Logout

|0 Import

Browse. I Im

&1 Download a sample werkbeok for bulk license obligations import
#1 Downlead a sample workbeok for bulk policy impert

&1 Cownlead a sample workbook for bulk reguest import

#1 Downlead a sample woerkbook for bulk user impert

On this page, click Browse to select a system data file toimport.

4. Ifyou click Download, a sample workbook for bulk user import, an Excel workbook sample page opens populated
with sample FlexNet Code Insight administration data:

Home Insert Page Layout Formulas Data Review View Acrobat

; |J [?] Formula Bar :3; E:\I 75 % j:_—] EISEM -'_-. : -. %

|Marmal| Page Page Break | Custom Full | [ Gridlines [#] Headings Zoom 100% Zoomto @ New Arange Freeze Save Switch
| Layout  Preview Views Screen Selection  Window All Panes~ Warkspace Windows ~

Show Zoom

Al _ F | users

g
2 Name [LastNany Garanty e = R

3 [supsrser Super [superussr] User user@emal.com | compary palamida 415555 1212 b %
4 [cbserver Tbserver [cbserver] Smith ser@emaloom | company palamids 415555 21

5 [owner Gwner Towner] Smith user@emal.oom | company palamida 55551214

6 [audier Buditar [auditar] Smith user@emal.oom | company palamida 155551212

7 [securiy_analys] Security (secuiity analyst] [Analyst | user@email.oom | company palamida 4155551212

§ policy_admin_|Paliey [adminl Admin user@emal.com | company palamida 155551212

9 [requesterl Fequesterl | (requester] One user@emal.oom | wompany palamida 4155551212 B

10 [requesterz_ |Pequesterz |(requester) Tuo user@emal.oom | wompany palamida 155551212 B

11 [requesterd |Pequesterd |lequester) Thres user@emal.com | sompany palamida 4155551212 B

12 [requesterd |Pequesterd |(requester) Four user@emal.com | wompany palamida 4155551212 ®

13 requesters  |Pequesters  |lrequester) Fiue user@emal.com | company palamida 155551212 B

14 [requestert  |Pequeste |(equester) Sin user@emal.oom | company palamida 155551212 %

15 [requestery  |Requester? |lequester) Seven  |usermemal.oom | company palamida 4155551212 B

16 [requester  |Pequeste  |lrequesten) Eight user@emal.com | company palamida 155551212 b

17 [requesterd  |Pequesterd |(requester) Rline user@emal.oom | wompany palamida 4155551212 B

18 [reviewsrl Feviewer] lreviewsr] One user@emal.oom | wompany palamida 155551212 ><
19 reviewerz Feviswerz [reviewsr] Twa user@emal.com | sempany palamida 4155551212 ><

Using the Scripting Feature
B

Task To access the scripting feature, do as follows:

1. Access the Admin Home page by clicking the Home button in the top left-hand corner. Access the scripting feature
from the Administration pull-down menu:

e Administration =

: Users
'L!_'_ Teams
y Projects

Metadata

M Import
= Soipting

) Updates
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The Scripting page appears:

= Scripting

Select a script to execute... R

2. Select ascript from the pull-down menu.
3. To execute the selected script, click Execute Script.

4. The scripts are registered in the database (MySQL/Oracle) using the following sample insert statement. The
corresponding groovy script file should be placed in the scripts directoryunder the following:

$Code Insight ROOT DIR/config/core/scripts/.
INSERT INTO pas_system_script (id_, name_, display name_, description) VALUES
(1, 'sample_script', 'Sample Groovy Script','This is a sample Groovy script.');

Note « Youneeda commit; statementifexecuting this on Oracle.

Running an Electronic Update

FlexNet Code Insight supports electronic updates of product data in several ways. An update can be applied either
automatically on a recurring basis, or manually via the Web Ul. In case of a manual update, the FlexNet Code Insight
Update HTTPS service is used whereby an update archive is downloaded and processed by the system, or in case of a setup
where internet access is not available, a local update archive can be used.

Running an Electronic Update Manually

e

Task To run an electronic update manually, do the following:
1. Loginto FlexNet Code Insight as Application Administrator.

2. Navigate to the Administration - Updates menu option.

Using the Electronic Update Server (HTTP)

On the Last Update tab, click the Check for Electronic Update button to connect to the FlexNet Code Insight Update
HTTPS server and check for updates. If one is available, follow the prompts to process the update. The following types of
information may be provided in updates:

® New components, versions, licenses, and vulnerabilities
® |icense by version mappings

® License families

® License detection data

® |icenseobligations data
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® License compatibility data

® AutoExpert™rules

Using a Local Electronic Update Archive

B

Task

To use a local electronic update archive, do the following:

1. Switch to the Manual Update tab.

|48 Administration =

;_\._., Users
‘I:'_' Teams
5 Frojects

=
)| Metadata

= B &

Import

T| Soipting

| fl Updstes

2. Browse for the manifest (update_manifest.txt) and data file (update.zip). Follow the prompts to process the update.

#5 Home | 43 Administrstion Welcome Admin | gy My Settings  » g Help | & Logout

Last Update || ManusiUpdste || Updste History

Chedk for Electronic Update

Scheduling Automatic Electronic Updates

B

Task

To schedule automatic electronic updates, do the following:
1. Setthe following settings inthe <Code Insight ROOT DIR>\config\core\core.propertiesfile:
auto.update.enabled = true auto.update.jobFrequency = @ © 12 ? * SUN

2. Usethe cron expression format to define the frequency for processing the update data. By default, the update is set to
run every Sunday at noon (12pm).

See http://www.quartz-scheduler.org/documentation/quartz-2.x/tutorials/crontrigger for more information about

the cron expression format.

Viewing Electronic Update History

44

Select the Update History tab to view and sort the number of affected projects and the number of affected inventory items
based on data changes via the electronic update.
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&5 Home | &} Administration = Welcome Admin | gy My Settings v Help | = Logout
Lest Updste | Mznusl Updste | Update History

| Dete Processed » i Mumber of Affected Projects Mumber of Affected Inventory ltems

| | Page tlof1| b ¥l | & | Showall

Email Notifications

FlexNet Code Insight sends email notifications for various events in the application. Email notifications use HTML
templates to generate the appropriate email subject line and body text. The email templates can be found in the
<CODEINSIGHT_ROOT_DIR>\config\core\email\ directory, and they can be modified as necessary.

Email Event Triggers and Notifications

The following table lists events that trigger an email notification, the users who receive the email notification, and whether
any configuration option exits for the given event.

Table 3-1 « Email Triggers and Notifications

Email Triggering Event Email Notification To Configuration Option
Administrative
Code Insight license close to expiration Application administrators None
New user account created New user None
Forgot password Current user None
Project
New project created Project owner None
Policy administrators
Project copy completed Project owner for new project None
Project summary per selected frequency Project owner Frequency
Task is reassigned to another user New task owner None
Policy
Policy created, updated, or deleted Policy administrators Which roles get notified

Electronic Updates

Update service completed with failed Application administrator None
status
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46

Table 3-1 « Email Triggers and Notifications (cont.)

Email Triggering Event

Scanning

Scan server down

Scan task completion

Inventory

Inventory scheduled for full review

Inventory with vulnerabilities scheduled
for full review

Vulnerability alert (inventory item with
new vulnerabilities)

Inventory checklist item created, edited, or
deleted

Inventory checklist item marked as
completed

Inventory question created, edited, or
reassigned with specified assignCode
Insight

Inventory question answered or answer
updated

Requests

New request submitted

Existing request renewed and resubmitted

Request field value(s) updated by reviewer

Comment added to request

Email Notification To

Application administrators

User that scheduled tasks

First pool of reviewers

Security Analysts for project

Project owner

Security Analysts for project

User assigned to checklist item

Project owner Posted by user

Marked complete by user

User assigned to question

Project owner Posted by user Answered by

user

Requester and first review level users

Requester and first review level users

All request participants who have touched
request

All request participants who have touched
request

Company Confidential FNCI-6133-UG00

Configuration Option

None

None

None

None

None

None

None

None

None

None

None

Which project
participants (by role) get
notified

Which project
participants (by role) get
notified
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Table 3-1 « Email Triggers and Notifications (cont.)

Email Triggering Event Email Notification To Configuration Option
Request recalled All request participants who have touched | None

request
Request in pending state for long time Current actors (requester or reviewer) Frequency

Request reached terminal state (approved/ | All request participants who have touched | None
rejected) request
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Owner Setup Tasks

The owner of a project has specific tasks to complete before a project launch. These tasks include the following:

Configuring and Editing Your Project

Adding and Deleting Requesters

Editing, Adding, and Deleting Project Reviewers
Viewing, Adding, and Deleting Policies

Viewing Scan Engine Queues

Generating Reports

Conducting Research

Configuring and Editing Your Project

General project information contains the following items:

Name

Description

Team

Advanced Options

Enable Inventory Quick Review
Auto-Publish System-Detected Inventory
Apply Policies to Inventory

Request Form

Owner

Auditor
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Task

50

®  Security Analyst

® Workspaces

® Review levels (along with any conditions required to enable them, by default, all reviewlevels are always enabled)

To edit, delete, or add information to a project, do as follows:
1. Loginto FlexNet Code Insight as an Owner.

2. Click Home in the Main menu bar. The Home page appears:

#; Home
Welcome Owner Smith. Your |2st login was on 04/02/2012 17:59.

1, My Security Alerts || |9 My Tasks | ¢ My Shortcuts | (3 Dashboard

Filter: | In Progress Projects ™| Search:
| Project = | Audit Inventory Review | v with Legal / | Security |lsuss
sPorsl 12 [ e el —
19 of 41 files with indicators reviewed Rejected: 2 | Pending: 2 | Approved: 3 Legal | Cpen: 2 | Completed: 0 | None: 7

10 of 28 files without indicators reviewed

Un-reviewsd inventory items: 2

Remediaticn | Open: 2 | Completed: 0 | MNone: 8

Security Issues | Open: 1 | Completed: 0 | Nene:

24 of 47 files with indicators reviewed Rejected: 2 | Pending: 2 | Approved: 3 Legal | Open: 2 | Completed: 0 | None: 7
I [ s -
Un-reviewed inventory items: 2
34 of 105 files without indicators reviewed Remediaticn | Open: 2 | Completed: 0 | Mone: 8
] |
Security Issues | Open: 1 | Completed: 0 | Mone:
| Page|  1lef1] | ' & | show Al

1-Z2of 2

3. Onthe top left of the page, click the My Projects button to open the My Projects page, which lists all projects:

€5 Home | (J My Projects | B Policies | (%) Scheduler | @) Research | % Repons
] My Projects

Basic Search | Advanced Search | Filter In Frogress Frojects

v | Search:
| Mame o | Team Crwner
ePortal 1.3 Engineering
ePortal 1.4 Engineering
| Page 1|of1] Wl | 2| Showal
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Crwner Smith

Alex Ryzak

Status
In Progress

In Progress
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Welcome Owner | :—- My Settings v‘.‘ Help | ‘13 Logout

2
Inventony Requests Tasas Actions
2 ] 8 a2 7 3
9 B o
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4. Click the project name. The Project Summary page appears:
% Home | {7 My Projects | B Policies | (%) scheduler | @) Research | B4 Reports Welcome Owner | §w My Settings | v Heip | =8 Logout
) ePortal 1.3

Summary || Workspaces | Inventory || Requests | Tasks | Polides | Comments |

Id %

Name ?ePunaI 13

Team ’Emgineenng

Owner | Owner Smith

Auditors :.A\ex Rybak. Auditor Smith
Security Analysts :A‘EX Rybak
| Observers [ Observer Smith, Super User

QuickReview Facilitators 1 Alex Rybak. Owner Smith, Super User

Advanced Options Enable Inventory Quick Review: Yes Project Summary Emails: Never
Auto-Publish Inventory: Yes Request Review Reminder Emails: Never
Apply Policies to Inventory: Yes Request Form: Palamida Default Short Request Form Definition

Allow Requester to Select First Reviewer: No

Project Metadata [ view project |.1etadala)i
.Alia5ed Projects DThere is no aliased project for this project.
Child Projects | There are no child projects for this project.
Status | |n Progress =]
Progress View Project Inventory Snapshots | | Take Project Inventory Snapshot| sean Project|
| Audit

I | of 41 fies with indicators reviewed
I ] 100f 3 fles without indicators reviewsd

Inventory Review
/I B oot 2 reiected, 2 pending review, 3 approved, and 2 not yet reviewed)
Inventory with Legal | Remediation | Security Issues
B ] egahStotal (2 open, 0 completed, and 7 none required)
I | Remediation: Stotal (2 open, 0 completed, and 6 none requirsd)
Il ] security: 8 total (1 open, O completed, and 2 none required)

On the Summary tab you can view and scan the project using the buttons in the Progress section:

5. C

6. C

lick the Back button to return to the My Projects page.

lick the Pencil and Paper icon to the right of the project you want to edit. The Project Details page appears:

. Project Details

2 Hame l J
Description
8 Team Select a team i
B Owner Select the project owner v
Save Cancel

7. Foreach project, you can edit general project information, as well as the lists of users associated with each project:

Observers: read-only view of project data

QuickReview™ Facilitators: approve/reject inventory items

Auditors: launch Detector to review scan results and conduct audit
Security Analysts: review vulnerabilities associated with inventory items

Requesters: submit request for use of 0SS/TP software
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10.
11.

12.

13.

14.
15.
16.
17.
18.
19.
20.
21.

® Reviewers: review requests
Enter text in the Name and Descriptionfields.

Note - The selected Team is not editable via the Edit Project page. Only an application administrator can change the
team to which the project is assigned via the Administrator = Projects = Project Details page.

Select the Owner and Project Summary Email Frequency using the pull-downmenu.
Choose the Request Review Reminder email delivery frequencies from the pull-downmenu.
Select either a long or short request form type via the pull-downmenu.

(Optional) Check the Advanced Options checkboxes:

® Enable Inventory Quick Review: allows an Approve/Reject inventory option for the project owner on the
Inventory Details page. If either of these options is selected, then the request workflow is notrequired.

® Auto-Publish System-Detected Inventory: automatically publishes any system-detected groups from Detector
asinventory.

® Apply Policies to Inventory: applies any always approve/reject policies to published inventory and sets the
Review Status to Approved or Rejected if a matching policy exists. All other inventory items receive a Review
Status of Ready forReview.

Add or delete Review Levels and Child Projects in the associated fields if you wish. To add a review level, for example,
if you want to differentiate between specific technical review levels in a software development project, click on the
Add A Review Level Plus icon. This opens a text field into which you can enter a name of your choosing for the new
review level. This also adds a new tab to the Project Details page on which you must select both the appropriate
reviewers for a given level, and optionally define the conditions to activate this level if it should not always be active.
By default, all review levels are created as enabled, but levels may be changed to conditionally enabled if desired.

Click Alias Project to search aliased projects.

To edit the name of a review level, click the Pencil and Paper icon associated with that particular review level.
To delete a review level, click the X.

To add the name of a Child Project, click on the green Plusicon.

To edit or delete a child project, click on Pencil and Paper icon to edit or the X icon todelete.

Select a scan server from the pull-down menu. This feature allows all workspaces to reside on one server.

To select a Scan Root Path, click Browse, Type, or Remove.

Click Save to save yourwork.
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Adding and Deleting Requesters

KK
|

Task To edit, add, or delete requesters associated with a specific project, do as follows:
1. Click the My Projects button in the top left corner.
2. Click the Pencil and Paper icon next to the project you want toedit.

3. Select the Requesters tab:

& Home | (] My Projects | B Poficies | () Scheduler ) Research | 24 Reports Welcome Owner | & My Settings | &% Help o Logout
(] Project Details
Genersl Information || Observers || QuickReview Fadilitators || Auditors || Seowity Anshysts || Requesters | ‘Reviewers
User Lists
3 2 ) Deiziz Requesters () Add Requesters | Search: R @ Dok O Add
] | Last Name Emai 71| User List Name « [
s | Rybak
[ Ons
¥ Two
|\ Threz
[ Requssterd Four userf=mail. com
| Requesterf Five usen@emsil.com
s | Six
™ Seven
[ Eight
L Nina
of 1] [ 1-100f 10| | Page 1jof1 | H | 2| Showsn
Save Cancsl

4. To delete arequester, select the name you want to delete and click Delete Requesters.
5. Add arequesterin one of the following ways (a or b):

a. Click the green Add Requester button in the left pane. The Add Requester dialog box opens with names of
possible requesters.

Requesters -]
Search: p_' Selected Requesters
[ First Name o | L2zt Name Email | First Name = | Last Mame
[ Super Ussr yser@email.com
| Page 1eft] » W 2 1-1oft

Cancsl |

®  Select the name of the requester you want to add. The name appears in the Selected Requester list to the
right of the name.

® Click Add to add this person to the project in the role of arequester.

b. Click Add Requestor from User List or a user list name in the Search field. A dialog box opens from which you
can choose a specific user list. You can create user lists that filter users by projectroles.
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Editing, Adding, and Deleting Project Reviewers

Y
it

Task To edit, add, or delete reviewers associated with a specific project, do the following:
1. Click My Projects in the top left corner.
2. Click the Pencil and Paper icon next to the project you want toedit. The Project Details page opens.

3. Select the Reviewers tab:

% Home | ] My Projects | B Policies | (%) Scheduler ) Resaarch | 79 Reponts Vieitome Owrier| || @y My Setings | 23 ticlp | 40 Logout |
[ Project Details

| General Information | Observers || QuickReview Fadiitators | Auditors || Secwing Anshystz | Requesters | Reviewers

Reviewers User Lists
| Szarch: 2 0 Uzlotz Reviewsrs ) Add Reviewers | Search: ) Q) Dotz Q) Add
[1| First Name ~ | Last Name Emsi 71} User List Name = |
[0 Adex Rybak arybsk@palsmidz.com
[ Reviewsrt One useri@email. com
[ Reviewsr2 Two uzer@email. com
1 Reviewsrd Thres userf@email. com
[T Reviewsrd Four usarf@email. com
[Z| Reviewsrs Five s com
[ Re i} Six zarfemail. com
[T ReviewsT Sswen useremasil.com
[ Reviewsrs Eight user@email. com
[ Reviewsr3 Ninz uzer@email. com
| 4 | Page 1joft| » k| 2| Showad 1-100f 10 | [N 4 | Pagse 1ieft] # M | | ShowaAn

Save Canosl

4. Add ordelete areviewer:
® Todelete a reviewer, select the name you want to delete, and click Delete Reviewer.

® Toadd areviewer, click Add Reviewer and select the name of the reviewer you want to add from the Reviewers

dialog:
Reviewers Ix
| Search: 2| Selected Reviewsrs
[] First Name x| Last Name Email | FirstName « | Last Name
[ Super User user@email.com
Page| 1jofi| b W |2 T-1of i

Cancsl

The name appears in the Selected Reviewers list box.

5. Click at the bottom of the box to add this person to the project in the role of a reviewer.
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Viewing, Adding, and Deleting Policies

Policies are used by FlexNet Code Insight to automate the review of inventory items (in a QuickReview™ scenario) or
requests to use OSS components (in a full review scenario). Policies can be defined up-front and re- evaluated each time a
new project is created. Policies can also be built off of requests that are being reviewed by someone with the policy
administrator permission. Creating a policy during the time of request review will result in a very specific policy at the
current project scope and will automate the action taken by the reviewer at the time of the policy creation. The purpose of
policies is two-fold:

® Policy notifications (flags in the web Ul and Detector auditing client) inform the user whether the component and/or
license has an associated policy. This information may be used to increase the priority of reviewing particular items in
cases where the associated components and/or licenses have an auto-reject policy.

® Policies are also used to automate manual reviews in cases where a particular componentor licenses has previously
been reviewed and future manual reviews are no longernecessary.

Anyone with policy administrator permissions can create, add, delete, and edit policies. The system administrator allows
any user to have these permissions by checking Policy Administrator in the role box when setting up or editing a new user.

Viewing and Editing Policies

Task To view or edit policies, do the following:
1. Login as policy administrator or make sure your administrator checked the role of Policy Admin in your User Details.

2. Click Policies on the Main menubar. The Policies page appears:

% Home | Wy Projects | B Polisizs | ) Ressarch Wizlcome Policy | & My Ssttings | o2 Heip o Logout
fi Policies
[Ba;ic Search| Advanced Ssarch | Search: 2 © Add New Policy
Id | Name =« | Scepe Ation Component Licanse Last Updated | Acti..
GFLVZ Not Allowsd Zlabzl Sssst Any Compenant (Anmy Varsion) ENU Gznersl Public Licerss w20 ol ~]
4 LGPL v2.1 Allowed No Mods Global Approwve  Any Component {Any Version) GN =r General Public License v2.1 70
z Zlib 1.2.2 Mot Allowsd Giobal Resst Zib {’ Any License r o - |
|Pagel  tloft ¥ bl || Showal 1-3ofd

3. View or edit policies by clicking the Pencil and Paper icon associated with an existing policy.
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Adding a Policy

Task

56

add a policy, do the following:

Click Add New Policy on the right side of the page to create a newpolicy. The General Information and Attributes
tab opens.

¥ Home | {J My Projects | Bl Policies | @) Research Welcome Policy | g My Seftings  »* Help | = Logout
B Policy Details
General Information Policy Attributes

B Name

Description

B Action =
B Component Name

| Search Ccn’:panenti Any Cump:nsnt_i

" Scope M Giobal

Attachments | Browse.. | Uplosd

Conditions of Use Add Condition of Use
Policy Metadata Create Policy Metadata

Save Cancel

On the General Information tab, select Approve, Reject, or Manual Review from the Action pull-down menu.

Determine the scope. Global is the default. Uncheck the Global checkbox if you want to apply the policy to a specific
team. Select the appropriate team by double-clicking on the name of the team in the left column, thereby moving it to
the rightcolumn.

Add an attachment if necessary.

Click Add Condition of Use. The Add Conditions of Use dialog appears:

Add Condition of Use b

Condition of Use:

Required: [V {Required conditions must be acknowledged by requester)

Cancel

Enter text explaining specific conditions of use for thispolicy.
Check the Required checkbox if you want the requester to be required to acknowledge the policy conditions of use.
Click Save to save your work.

Select the Policy Attributes tab.
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10. Select a Request Form using the pull-down menu to inform the system as to which request form attributes to load.
(You must select a request form type to set policyattributes.)

11. Click the Add/Remove Policy Attribute button. The Policy Attribute checkbox opens.

Policy Attributes *

Usage Modificstions || Encryption Vault

Select the intended usage of the requested componant:
Doss the requested component replace another component or any propristary or 3rd-party code?
Explain in detsil:

Select how the requested component will be finked to the product or service:

O8CE Oty O

Explsin in detsil:

Save ] : an:_t_':!

Any boxes you check on the Usage, Modifications, Encryption, and Vault tabs become part of the viewable policy
attributes. When you click Save, the Policy Attribute tab is populated with those checked boxes.:

&5 Home | ) ny Projects | B Policies | @) Research Welcome Policy | gw My Settings  » Help | & Logout
B Policy Details
General Information Policy Attributes

B Select request form from which to show policy attributes:
v

B Select the intended usage of the requested component:

B [pes the requested component replace another component or any proprietary or 3rd-party code?
F\.‘es (:Nc

B Explain in detail:

B Select how the requested component will be linked to the product or service:

B Explain in detail:

Add/Remaove Policy Attributes i

Save Cancel

Note about Policy Conflicts

FlexNet Code Insight does not support conflict resolution in cases where multiple policies apply to a given inventory item
or request. There are conflicting policy validations in place to ensure that more than one identical policy is not created with
alternate actions. However, policies of various specificities can be defined and more than one can apply at a given time. In
such a scenario, the policy that was defined first (by creation date/time) will take precedence. Below is anexample:

®  Policy #1 - Automatically approve component: Mozilla Firefox
®  Policy #2 - Manually review license: Mozilla Public License (MPL), Version 1.1

If an inventory item with Mozilla Firefox under the Mozilla Public License (MPL), Version 1.1 is evaluated by policies, the first
policy will take precedence, since it was created before the second policy, and the inventory item would be automatically-
approved.
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Copying a Policy to Create a New Policy

Instead of creating a new policy from scratch, you can copy and modify an existing policy.

e

Task To copy and modify an existing policy, do the following:
1. Select an existing policy, and then click the Copy Policy icon (jj). The copied policy appears in the Policy Details
window.

2. To create a new policy from the copy, modify the copied policy and save it as a newpolicy.

Viewing Scan Engine Queues

To view the Scan Engine task queue and task history for a workspace scan server, log in as someone other than an admin or
a policy admin, and do as follows:

e

Task To view the scan engine queue, do the following:

1. Click Scheduler on the Main menu bar. The Scheduler page appears with Task Queue and Task History tabs.

&5 Home | U My Prejects | B Policies | (%) Scheduler | @ Research | % Reports Welcome Owner | gy My Settings v Help | = Logout
~) Scheduler
Scan Server: | server A
i Task Queue Task History
Active Task

There is no active task for this scan server.

Pending Tasks

There are no pending tasks for this scan server.

Refresh Fage

2. Select aserver from the Scan Server pull-down menu, and you can view the progression of the task queue and the
task history associated with that server.

3. Click Refresh Page to see the latest active and pendingtasks.
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4. Select the Task History tab to view a list of tasks and dates. To sort the columns in ascending or descending order,
click the Task Status column heading or any other column heading:

5 Home | ) Admnistration =

v Scheduler

Scan Server. server!

(ki Brojects | [ Pobcms | %) Scheduier | ) Ressarch

TaskQuews | Task History

Fiter: | AN Completed Tasis e,

Workspace Project Task Started
ePartal_1-3 ePortal 1.3 01052012 10:08
eFortal_1-3 ePortal 1.3 UDE2012 10:03
ePortal_1-3 ePortal 1.3 12012011 10:28
ePortal_1-3 Portal 1.3 12012011 10:28
ePortal_1-3 ePortal 1.3 12012011 1028
ePortal_1-2-1 ePortal 1.2.1 1202011 185
H o4 pagel alottn| b M| @ Showar

Generating Reports

You can generate many types of reports. To see available report types, click the Reports button on the Main menu bar.

2% Reports

Task Completed =
01DSZ012 10:14
010S2012 10:08
1201201 10:33
12012011 1028
12012011 1028
130011 1205

Vielcomea Alex | Si by Seitings

Task Type

Repo - File Evidence Mag Report
Scan

Report - Fie Evidence Map Report
Repor - Third-Party indicators Repart
Repon - Scanned Fies Report

Scan

v heip | 4 Logout

Task Status
Compieted
Compieted
Completed
Compistad
Completed

Compieted

3 - 4000107

® Reports are defined in the database. Refer to the default reports.sqglscriptforasample definition of the
default reports.

® Reports are generated on the server using a groovy script for the report logic and velocity templates for the rendering
logic. You can modify both of these sets of files. Yourmodifications will influence the report the next time it is

generated.

®  Generated reports do not remain on the server. They are deleted once either the current user’s session times out or is

closed out.

®  FlexNet Code Insight offers a Third-Party Notices report as well as the FlexNet Code Insight report, which is an
extensive project detail summary report.
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Generating a Project Details Report

Task To generate a project details report, do as follows:

1. Click Reports on the Main menubar. The Reports page appears:

[ Reports
Palamida Report

Contains full preject summary including scan details, component and license inventery, and vulnerabiity details

Project Details Report

Presents all project detaile in a single report suitable for project status and final project documentation and sign-off. it includes project inventory, project requests, and project tasks,
with comprehensive information for each tem, task and request.

Project Inventory Deltta Report
Centains a defta between the project inventory at 2 selected times. To be used to compare the state of a single project at two different times or across 2 projects.

Audit Report

Provides a detailed summary of all detected inventory along with auditor comments and file appendices

Cempenent Usage Report

Provides summary of component reuse across multiple projects. For each compenent used, a summary of ts use in each project is provided, including version details, licensing

information, vulnerabilty data, and associated request details.

License Usage Report

Summarizes license usage across multiple projects
covered under the license.

The information is presented a list of Licenses, along with their details, and a list of the components in the projects that are

Policy Report

Provides a detailed summary of all Policies applicable within the selected scope

Inventory Repert

Comprehensive listing of all tems in the selected projects, including licensing information, available versions, vulnerability data, and associated request details.

Third-Party Hotices Report
Palamida standard third-party notices report.

Scanned Files Review Progress Report

Summary of review status of scanned files across all workspaces in selected projects.

License Obligations Report
Provides a summary of License Obligations corresponding to tems found in inventory.

2. Select the FlexNet Code Insight Reportlink. The FlexNet Code Insight Report page appears:

[ Report - Palamida Report

Report Name Palsmida Report

Report Description Contains full project summary including scan detsils, compenent and license inventory, and
vulnersbility details.

Report Scope ] 2
Teams

(Erginesring
=

Projects
;I_
e
. Include Scanned Files in Report? =
(This option will make report run longer)
Show Inventory File Details? O

(Thiz optiocn will make report run longer)

Generate Cancel

3. Enteroreditareport name and description on this page as needed.
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Chapter 4 Owner Setup Tasks

Generating Reports

5. Select ateam name in the Teams column to enable and view associated project choices in the Project pane.

6. Select the project in the Projects column.

7. Click Generate to create the report. When the report is ready to view, a box opens with a link to view thereport.

8. Click the report link and the report opens:

Project

Team

Owmner

Scan Summary

Third-Party Inventory

ePortal 1.3

Engineering

Owner Smith

79Files | 3,032 Nodes | 9,126 Lines of Code | 15.00 MB

¢t 3Components | [ Slicenses | '§ 31 Vulnerabilities

Scanned Files by Origin

| 18
(20%)

37
47%;

d Files ® Unexplained Files with 3rd-Party Indicators

¢ Unexplained Files without 3rd-Party Indicators

Scanned Files by Type

Source Code @ Object Code @ Other

3 Cownload Report

9. Click the Download Report link to download the report as a compressed file inthe default Report directory:

You have chozen to open
|| PalamidaReport_20120404_1804.zip
which is & Compressed (zipped) Folder (148 KB)

from: http: /flocalhost:3838

What should Firefox do with this file?

" Open with
¥ Save File

I™ Do this automatically for files like this from now on.

Windows Explorer (default) j

16,2 Cancel
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10. To view a specific aspect of the project report, click one of the links in the Third-Party Inventory section. For
example, click on the Licenses link. Reports contain a variety of graphical representations and detailed information:

Project ePortal 1.3

Team Engineering

Third-Party Inventory & 2Components | ) 5SLlicenses | '# 31Vulnerabilities

Legend

L1: GNU Affero General Public License v3.0
L2 GNU General Public License v3.0

L3: MIT license (also X113

L4: scriptaculous 1.8.1 License

L5: Zisdispng License

# License

1 GNU Affero General Putlic License v3.0

2 GNU General Public License v3.0

w

IAIT license (also X11}

Components Instances by License

I

Component Instances

1 1 1
0
| | z
Licenses (see legend on left far details)

Usage

Component Encryption

itext (5.1.2

Component Encryption

merypt (288

Component Encryption

prototype (1.6.0.2}

Generating Inventory Reports

B

Task

62

To generate an Inventory report, do the following:

1. Click Reports on the Main menu bar. The Reports page appears.

2. Select the Inventory Report link. The Inventory Report page appears:

7 Report - Inventory Report

Report Hame

Report Description

Report Scope

Show Only ltems with Encryption
Show Only ltems with Vulnerabilities
Generate Excel Version

Generate XML Version

Inventory Report

Comprehensive listing of all items in the selected projects, including licensing information,
available versions, vulnerakility data, and assccisted request details.

™ Giobal
Teams

=
=
Projects

R -

ePortal 1.4
=l

& &R

=

Generate Caneel

3. You can enter or edit a report name and description on this page.

Vulnerabilities Files
1

Vulnerabilities Files
1

Vulnerabilities Files

|

Status

Pending Review

Status
Ready for
Review
Status

Approved

4. You must select a team name in the Teams column to enable and view associated project choices in the Project pane.

5. Click the Global checkbox or double-click on a team in the Teams column to view associated projects in the Projects
pane. Then, select the project in the Projectscolumn.
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6. To create versions of the report in Excel or XML format, check the associated checkboxes.

7. Click Generate. When the Inventory Report is available for viewing, a dialog box opens with a link to the report. The
report is presented for the project you selected. Each Inventory report has two sections. The Summary section
provides general project information. The Inventory section lists ID, name, component, description, license, review
status, encryption, and vulnerabilities. Each element in the report is linked to information:

Inventory Report Generated on Wednesday, April 4, 2012 at 6:19 PM

& Project Summary

Project ePortal 1.3

Team Engineering

Owner Owner Smith (415-555-1212)
Auditors [ Alex Ryoak

Auditor Smith (415-555-1212)
Security Analysts | Alex Rybak

Observers Observer Smith (415-555-1212)
Super User (415-555-1212)

& Project Inventory (9)

Id Hame Component Description License Review Status Encryption Vuinerabilities
4 |din122 zlib (1.2.2) zlib is designed to be a free, general-purpose, legally unencumbered — that is, not covered by any patents | Zliofibpng License Rejected 2 Yes (2)

—lossless data-compression liorary for USe on vifually any computer haraware and operating system
The zlib data format is itself portable across platforms.

2025 menpt268 | moypt(26.8) | merypt and the accompanying libmcrypt, are intended to be replacemants for the old Unix crypt, except GNU General Puslic Ready for
that they are under the GPL and support an ever-wider range of algorithms and modes. License v3.0 Review
5 prototype prototype Prototype is a JavaScript Framework that aims to ease development of dynamic web applications. WIT license (also Approved
1602 (1.6.0.2) Fealuring a unigue, 1 toolkit for ol driven development and the nicest Ajax library around, | Ky

Prototype is quickly becoming the codebase of choice for web application developers everywhere

2 div1.1.3 dib(1.1.3) it is designed to be a free, general-purpose, legally unencumbered — thatis, not covered by any patents | Zliolibong License Rejected = Yes (1)
| — lossless data-compression library for use on vifually any computer hardware and operating system. |
The zlib data format is itself portable across platforms.

9 iMext5.1.2 itext (5.1.2) iTextd A®, a JAVA-PDF library GNU Affero General ~ Pending Review
| PublicLicense v3.0 (Waiting for
reviewer?7,
reviewars

Conducting Research

The Research feature allows you to search the FlexNet Code Insight Data Library for components and licenses, as well as to
create and delete components, component versions, licenses, and vulnerabilities (provided that you have the correct
permissions).

Note » Only custom data may be deleted.
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Searching for Components
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Click Research on the Main menu bar. The Research page appears:

O Research

| component || License || Third-Party Notices || Collections |

Bask:!earch! Advanced Search

Searc h Filter: |Cnrhponent Name Gontains (All Te'rn|v | Forge Fitter: ||

To search for a component in the FlexNet Code Insight Data Library, do the following:

| e, EComponent Name Contains (All Terms)
= ! Compornent Name Contains (Any Term)
Component Names Bagins With
Component Name Matches Exactly
URL Caontains
Any Field Contains

I4 4 | Page 1lof1| # bl | @ | Page Size: 25

Apache
{ CodePlex
CPAN
Fres Software Dirsctory
GitHub
GNU
Google Code
Ihiblic Mavenz
Jave.net
kernel.org
Mezilla
MySQL AB
Other

i Python
|

! Savannah
SpurceForge

[P TS | e

The default for component search is a Basic Search. It includes a Search Filter and Forge Filter to help you limit your
search results.

Note - The defaults for these filters are configured by the FlexNet Code Insight Administrator and may be edited at any
time.

Select a search filter from the pull-down menu:

Component Name Contains (All Terms): searches all component names and returns all components whose
name contains all of the submitted search terms. Note: Component Name refers to the name of the component
assigned by FlexNet Code Insight or by the user in the case of a custom component. Component Names typically

do not containspaces.

Component Name Contains (Any Terms): searches component names and returns all components in which the
component name contains any of the submitted searchterms.

Component Name Begins With: searches component names and returns all components in which the
component name begins with a submitted searchterm.

Component Name Matches Exactly: searches component names and returns all components whose name

matches the submitted search termexactly.

URL Contains: searches component URLs and returns all components whose URL matches the submitted search

term URL in part or infull.

Any Field Contains: searches all the fields outlined above, as well as the component Description field, and
returns all components that contain text in one of these fields that matches the submitted search term.
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3. Select a forge from the Forge Filter or leave it blank to search across all forges. The Forge Filter allows you to limit
your search to a specific forge, also known as a “repository” or “source” of code. For example, the Free Software
Directory forge references all components in the FlexNet Code Insight Data Library that were obtained from https://
directory.fsf.org, and the GitHub forge references all projects obtained from https://github.com/

2 Search
#7510 ) to search for the

4. Enter the name of a component in the Search Forbox and click the Search button (
component. Every component that matches the specified search criteria will be listed in the results. For example, a
search for the term “openssl” without a specified forge filter, results in multiple entries for the OpenSSL component,
including an entry for the component obtained from “The Free Software Foundation”, an entry from the “OpenSSL

Project” website (forge is listed as “Other”) and an entry for the component obtained from “GitHub”.

@ Research

| Component License || Third-Party Notices Collections |

Basic Seamhi Advanted Search (?) Help
Search Fiter: | Component Name Contains (All Tern v | Forge Fiter: | Search For: | openssl A Search

: Mame Description Forge Encrypticn | “ulnerabilities Policy Review History | Custom
=)  openssl The OpenSSL Project is & ive effortt, Free Dirsctory 5 i) b 4
= openssl The OpenSSL Project is a collaborative effertt. Other \'d it
= i opensshopenssl openssls openssl at github.com GitHub ; ¥

&

alwinnerwk-platfiorm_ex...  alwinnerwk's platform_external_cpenssl at gith GitHub i

&

android-areaSi-external.. android-areaS1's external_openssl at github.cc GitHub it

&

android-platform_extern...  android's platform_external_cpenssl at github.e GitHub ¥

©

acsm-openssiDoe acsm's openssiDOs at github.com GitHub {
v

4 4 | Page 1of7| » Pl | & | Page Size:|25 hd 1-250f 158

Edit | |Add Mew Can‘-ponem!

The result set is sorted first by all components marked as Important, indicated by the “* icon to the left of the
component name. A component is designated Important if it meets one or more of the following criteria:

® FlexNet Code Insight Top Component: this popular 0SS component was manually inspected and edited by the
FlexNet Code Insight Library Team for accuracy. Information for FlexNet Code Insight Top Components is
delivered to the system via Electronic Update. Ensure that you have the latest update for the most accurate
information.

® Referenced Component: the component is associated with a Request (including Draft and Rejected request),
Policy, Group (including unpublished group), Inventory Item or third-party notice. These components are
classified as Important because they are currently in use by one or more FlexNet Code Insightusers.

® Custom Component: the component was manually created by a FlexNet Code Insight user and marked as
Important via the Important checkbox in Component Details. Note: custom components have negative
component IDs. A custom component can be unmarked as Important by unchecking the Important checkbox in
the Edit Component menu.

5. Tore-sort the result set, select any column to merge the results for Important and all other components into a single
list.

6. Click expand (#) to the left of the component entry to expand to view component details such as Title, Forge, URL,
Description, Versions, Licenses, Vulnerabilities, Encryption information and Custominformation.

7. Click one of the Manage buttons to view detailed information for Versions, Licenses and other data available for the
componententry.
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The following list summarizes other features that may be available in Component Details.

Component Icon Description
Encryption Details ) Details related to whether or not encryption is required.
Security Vulnerability Details icon ¥ Vulnerabilities associated with a specific version.
Component Policy Flagicons » Component always approved for use.
® Component always rejected for uses.
] Component has unknown policy since it depends on use.
] Component does not have a matching policy.
Approval Status icons () Component has been previously Approved.
= Component has been previously Rejected.

Component Search Tips

The following are some tips to maximize your success when searching:
® To get more results, use one of the Component Name Contains search filters and substitute spaces for dashes.

® Usethe URL Contains search filter to search for the URL. For better results, use only essential elements of the URL. For
example, if the URL is https://www.github.com/facebook/facebook-ios-sdk try searching with just
github.com/facebook/facebook-ios-sdk, or for more results, try github.com/facebook/.

® To narrow the search, click the Advanced Search tab. The Edit Component Search Criteria dialog appears:

Component Lleenses

iz Search)| Adyanced Search

+ New Component Search Edit Component Search Criteria =

+ Name | * Entity License i

= Description * Figld Name i

2 #* Operatar contains Z

' % Value openssl |
= * Criteria |
= =TT | | sawe || came |

® Add a new component search; try searching based on the component license or other important field. Consult the
Advanced Search section for more information on how to configure and use the feature.
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Component Fields

The following fields are available for every component in the FlexNet Code Insight system. Additional component data may
be stored in custom metadata fields. See Metadata Framework for more information.

Table 4-1 - Fields and Descriptions

Field Description

Id The unique ID of the component. Custom components have negative IDs while non-
custom have positive IDs.

Name The name of the component as stored in FlexNet Code Insight.

FlexNet Code Insight components (non-custom) are typically named according to
convention based on the forge from which they are obtained. For example, FlexNet
Code Insight components obtained from GitHub include the author name and project
name separated by a “-” in the name (OpenSSL from GitHub has the name “openssl-
openssl” in FlexNet Code Insight). FlexNet Code Insight component names do not
contain spaces.

Click the Help icon ( @™ ) in the Components Details tab to see other naming
conventions based on forge.

Title The unique title of the component as stored in FlexNet Code Insight, the components
((non-custom)) of which are also named according to the convention based on the
forge. For example, FlexNet Code Insight components obtained from GitHub include
the author name and project name separated by a “/” and appended with the term
“GitHub” (OpenSSL form GitHub has the title “openssl/openssl| - GitHub”.

Forge The downloaded-from URL pointing to the page from which the component was
downloaded.

URL The project URL pointing to the project home page.

Description The project description.

Encryption Indicates whether the component uses encryption.

Vulnerabilities Indicates whether the component contains one or more vulnerable versions.

Custom Specifies whether the component is custom (user-created) or non- custom (FlexNet

Code Insight-created).

Important Specifies whether the component has been marked for importance by FlexNet Code
Insight or is referenced in the system.

Available Platforms The list of operating systems for which this component is developed (if any).

Categories The list of tags to classify the component in a catalog-type structure. For example, a
user may choose to label a set of components as “Permissive” based on their license

type.
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Table 4-1 . Fields and Descriptions (cont.)

Field Description

CPE Name The list of CPE names from the National Vulnerability Database that are mapped to the
component. CPE is a structured naming scheme for information technology system,

Programming Language The list of programming languages that are used in the codebase for the component.
Last Update Date The date the codebase was last uploaded to the forge for this component.
Registered Date The date corresponding to the first code upload to the forge for this component.
Versions The versions associated with this component.

Licenses The licenses associated with this component.

Component Search FAQ

1. How can tell which component is the correct one?

Itis always recommended to have some familiarity with the component you are requesting in order to be able to
correctly identify it online and in the FlexNet Code Insight Data Library. The URL is a key to identifying components. If
it matches the component you are requesting, this is a reliable indicator that they are the same.

If you or the developer downloaded the package from another URL, look up the component online to verify what the
canonical project page is. Often, developers will download a package from a site other than the main project page.

Do some Web searches to see if the URLs are related (e.g. fsf.org is related to gnu.org). Look at other information
including the descriptions. Look at the project websites and see if they are the same project. If they are, then you can
use that component.

2. Whatifl cannot find the component?

There are several reasons you may not be able to find the component in the FlexNet Code Insight Data Library, for
example:

® The componentis under a different name in our database. Try to search for thecomponent using some of the
techniques above.

® |tisa Commercial component.

® The componentis considered to be a subcomponent of a larger project. For example, netkit- base, netkit-ftp,
netkit-rsh, are all part of netkit.

® The component has not been collected into our database. Typical reasons for thisinclude:

® [tisnottraditionally seen as a software library, but is considered to be a module within a larger work.
® [tisnolongeravailable on the Internet.

® |tisfrom anon-electronic source (magazine, book, etc.).

® The component is very new, and has not been collected yet. In this case, you may wish to request the FlexNet
Code Insight Library team to collect the component, so the scanner can index the componentreleases.
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® Ifyou cannot find a component in the database, or you wish to categorize them in a different way from how they
are in the database, you can create a custom component.

Creating a New Component

Follow these steps to create a new custom component in the FlexNet Code Insight system. To limit the number of
duplicates, ensure that you create new components only in the case where you are unable to find the component in the

system.
Task To create a new custom component, do the following:

1. Click Research on the Main menu bar. The Research page appears.

2. Click Add New Component, and then click Yes when prompted to create the component. The New Component
dialog appears:

New Component *

General Information

* Name ||

* Title
# LIRL

# Description

Farge v
Encryption || This component contains encryption tachnology. o

Save ] Cancel ]

3. Enterinformation in the required fields, which are marked with an asterisk (*). The remaining fields are optional. See
Component Fields for more information.

The combination of Name and Title must be unique. For example, if there is already a component name “foo” in the
FlexNet Code Insight system, you can create another component named “foo” only if the titles of the two components
are not identical.

4. Click Save to save the newcomponent. An ID is automatically assigned to the component upon creation. Custom
components have negative IDs in the system and are labeled with a Yes in the Custom field.

Deleting a Custom Component

You can delete only custom components. The Delete feature is disabled for FlexNet Code Insight components. Follow these
instructions to delete a custom component from the system.
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Task To delete a custom component from the system, do the following:
Note « Only custom components can be deleted. The Delete button is disabled for FlexNet Code Insight components.

1. Click Research on the main menu. The Research page appears.

2. Inthe Search box on the Component tab, enter the name of the component you want to delete. When the Search
Component box opens, you can choose to search by Component Name or by Filter pull-down menu.

3. Select the component and click Delete.

4. Click Yes to confirm the deletion.

Creating a New Component Version
B

Task To create a new component version, do the following:
1. Click Research on the Main menu bar. The Research page appears.
2. Inthe Search field on the Component tab, enter the name of the component for which to add a new version.
3. Click the magnifying glass.
4. Click the left-side Plus icon to expand the information about the desired component.
5. Click Manage Versions and Vulnerabilities. The Version Details dialog appears.
6. Click Add New Version. The Input dialog appears.

Input x
9 , Please enter the new version name:
-

oK . Cancel |

7. Enter the new component version name and click OK to save the new component version.

Deleting a Custom Component Version

If you create a new component version and decide that you no longer want this component version to be part of the data
library, you can delete the component version.

Task To delete the component version, do the following:
1. Click Research on the Main menu bar. The Research page appears.

2. Inthe Search field, enter the name of the custom component version you wish todelete.
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3. Select the name of the component, and then click Delete. The Confirmation dialogappears.

4. Click Yes in the Confirmationdialog.

Adding a New Vulnerability to a Component Version

You can add a vulnerability to the Component Version.

Task To create a new vulnerability for a component version, do the following:

1. Click Research on the Main menu bar. The Research page appears.

2. Inthe Search field, enter the name of the component for which you wish to add anew vulnerability.

3. Click the magnifying glass.

4. Inthe search results, click the left-side Plus icons to expand the information about the desired component.
5. Click Manage Versions and Vulnerabilities to open the Version Details dialog.

6. Click the shield icon in the Vulnerabilities column.

7. Click Add New Vulnerability. The New Vulnerability dialog appears:

New Vulnerability for jboss unknown *®
| Name
B Description
URL hittp://
m Severity S
Save cancel |

8. Enterthe required vulnerability name and description, and select a severity from the Severity pull-down menu. The
URL field is optional and may be left blank.

9. Click Save to save the new vulnerability and associate it with the selected component version.

Deleting a Custom Vulnerability

If you create a new custom vulnerability and decide that you no longer want that vulnerability to be part of the data library,
delete the vulnerability by doing as follows.

Note « The following process works only with previously created custom vulnerabilities.
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Task
1.
2.

To delete a custom vulnerability, do the following:

Click Research on the Main menu bar. The Research page appears.

In the Search box, enter the name of the component for which you wish to delete a new vulnerability.

Click the Magnifying Glass Search button.

In the search results, click on the Plus icon to expand the information about the desired component.

Click Manage Versions and Vulnerabilities. The Version Details dialog appears.

Click the red Delete icon next to the custom vulnerability you want to delete. Custom vulnerabilities are only visible if
you have previously created them.

Click Yes to confirm the deletion.

Searching for Licenses

Note « This process works only with previously created custom vulnerabilities.

Task
1.
2.
3.
72

To see what components are available for a project:

Click Research on the Main menu Bar. The Research page appears.

Select the Licenses tab.

Enter the name of a license in the Search box, and click the Magnifying glass Search button. Each license that matches

D Research

Component License

Basic Search | Advanced Search |

Name =

MiT Ii.cens.e (alsu.)(ﬁ)

Id

Name

Family

URL

Description
Category

Policy

Custom License?
Family License?

More Information

{ | Page

1|of1]|

' |

Fiter: | License Name Begins With . | Search: | MIT

Family

=

MIT license (also X11)

hitp:/ispdx.org/icenses/MIT &
MIT license (also X11)

o
Ho
No

View Text! Wiew Anah,fsisi View Metadata| WView Obligationsi View Comments!

&

Edit |
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4. Torefine your search, use the Filter pull-down menu. Using the Any Field Contains filter value will extend the license
search to any associated metadata fields aswell.

5. Click on the license you want to view.

6. Click on the left-side Plus icons to expand the information about the desired license, as shown in Figure 53. If you click
on any of the rows, the Edit button toggles on, and you can edit information.

7. You can now view all license text, analysis, metadata, obligations, and comments associated with this license from
this page. (Also, the edit button at the bottom of the window is now enabled.)

Editing a License

Task To edit a license, do the following:

1. Click Research in the Main menu bar.

2. Enteralicense namein the Search field, and click the Magnifying Glass.
3. Inthe search results, click the Plus icon next to the license you want toedit.
4. Click Edit. The Edit License page appears:

Edit License X
General Information || License Analysis License Metadata License Obligations License Comments
| Name Apache License, Version 2.0
URL http://www.apache.org/licenses/LICENSE-2.0.bxt

Description | Apache License, Version 2.0

| Text Apache License

»

Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND COMDITIONS FOR USE, REFPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor” shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

Category v
m s Famity? Yes v
Policy This license does not have a policy.
Save Cancel

5. Click the appropriate tab to view and edit license information:

® General Information: Name, URL, Description, Text. The Category field, for example, can be set so that you skip
legal review. You can also choose to alter the workflow routing if you decide you wish to skip review levels The
Family pull-down allows you to indicate if a license is in a family. The Select Family pull-down menu allows you
associatethe license with a family and choose what characteristics the license will inherit. Policy field contains
relevant policy information.

® License Analysis: This is not editable. Instead you can view the ranking of risklevel, license requirements, and
descriptions associated with the selected license.
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® License Metadata: The license metadata field definitions and value assignments are supported via APl and
external scripts. The assigned license metadata value fields are visible and can be searched against in the Web UI.
see “Metadata Framework” for more information related to the metadata process and supported entities and
datatypes.

® License compatibility: On the Metadata tab, at the top, analyses of different license compatibility are provided.
These analyses allow you to see which categories of compatibility a license may evoke.

® License Obligations: This tab contains the set of license obligations associated with a given license. If a license
belongs to the license family and does not have any license obligations, it will inherit the license obligations from
the associated license family. License obligations can be defined in the Web Ul by clicking on the Plus icon, or
they can be bulk loaded by selecting Import from the Administration menu. Only an Application Administrator
can bulk-import license obligations.

The following graphic is an example of the information that appears on the Metadata tab:

Edit License *

General Information License Analysis License Metadata License Obligations License Comments

Hide Empty Metadata Fields 'T’ Edit License Metadata

-

License Compatibility Analysis

El List of Incompatible Licenses GNU General Public License v2.0
GNU General Public License 3.0

m

General Compatibility Analysis GNU General Public License v2.0
FSF considers this license incompatible with the GNU GPL version 2 because of certain “requirements,”
such as patent termination and indemnification dauses not present in the older version of the Apache
license. FSF does, however, consider Apache 2.0 compatible with GMU GPL wversion 3.
http: ffwww.gnu.orgflicenses license-ist. himl #Softwarelicenses

Attribution Compatibility Analysis Mone

Distribution Compatibility Analysis | Mone

Modifications Compatibility Analysis GNU General Public License v2.0

»

If you consider to modify a code released under Apachev?2 and indude it on you project that will be
released under GPLv2, you should know that those licenses are NOT COMPATIBLE.

m

http://thewikidopentech. org/findex. php/Licenses_compatibility
GNU General Public License v3.0

If you consider to modify a code released under Apachev2 and indude it on you project that will be
released under GPLv3, you should know that those licenses are NOT COMPATIBLE. - |-

Save ] | Cancel |

6. When you finish viewing and editing the information, click Save.

Viewing, Adding, or Editing a New Obligation

To view, add, or edit an obligation, do the following:

1. Click the Research button in the Main menu bar.

2. Enteralicense name in the Search field, and click the magnifying glass icon.
3. Select the license name from the list.

4. Click the View Obligations button to see any obligations associated with that license.
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5. Click the Add New Obligation button to define a new license obligation, or click on the Pencil and Papericon in the
Actions column:

License Obligations |3}
Search: Fel
? Obligation | Triggering Action Responeible Organization Priority Required
[= | Retain Copyright Notice Distribution Other Medium No I

Follow-up Action Required | [Supplied by Palamida: See the help page for Dizclaimer] Typically satisfied by not removing copyright notice(s) from
the source version of the redistribution, and if necessary, reproducing such Copyright notice upon further
redistribution.

Copyright notices are generally included in the LICENSE.TXT or third party MOTICES file, as well as in the headers of
the source code files

License Text Location

License Text Fragment Copyright (c}
Permigsion is hereby granted, free of charge, to any person obtaining a copy of thie software and associated
documentation files (the "Software”), to deal in the Software without restriction, including without Iimitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons.
to whom the Software is furnizhed to do so.

The License copyright notice and permission notice shall be included in all copies or substantial portiens of the ==
Software in the following manner:

THE SOFTWARE IS PROVIDED "AS 15", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLEED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND LI

i 4 | Page 1ot | # bl | & | show Al 1-10f1

Close |

6. Toadd anew obligation to a license, go back to the License Edit page.

7. Enterthe name in the Search field of a license for which you want to add a newobligation.

8. Click the magnifying glass icon.

9. Select alicense from the searchresults, and click the plus icon to expand the licenseinformation.
10. Click the Edit button at the bottom of the page.

11. Click the License Obligations tab.

12. Click the Add New Obligation icon. The License Obligation page appears:

License Obligations *
Search: Pl
[ Obligation = | Triggering Action Responsible Organization Priority Required
= Retain Copyright Notice Distribution Other Medium No &

Follow-up Action Required |[Supplied by Palamida: See the help page for Disclaimer.] Typically satizfied by not removing copyright notice(s) from
the source version of the redistribution, and if necessary, reproducing such Copyright notice upen further
redistribution.

Copyright notices are generally included in the LICENSE TXT or third party NOTICES file, as well as in the headers of
the source code files.

m

License Text Location

Licenze Text Fragment Copyright (c)

Permizsion iz hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software™), to deal in the Software without restriction, including without limitation the rights W
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons

to whom the Software is furnished to do so.

The License copyright notice and permission notice shall be included in all copies or substantial portions of the
Software in the following manner: -

(4 4 | Page 1lof1]| # bl | @ | Show Al 1-10f1

Close

The pull-down menus on the New Obligation window can be populated using SQL scripts provided with the product.
These menus allow you to specify thefollowing:

® Obligation: This is a list of the common types of license obligations provided via a pull-down menu.
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® Follow Up Action: This text field allows you to enter specific information related to how users are to address the
specific obligation for the currentlicense.

® License Text Location: This allows you specify apath.

® License Text Fragments: You can cut and paste license version and text into these fields and hyperlink
information.

® Triggering Action: This is a list of common actions that may trigger a license obligation.

® Responsible Organization: This is a list of organizations that typically are responsible for ensuring that required
license obligations comply.

®  Priority: Low, Medium, or High.

® Required: Yes or No.

Creating a New License

You create the new license from the License tab. But you add the new license from the Component tab. You can only add

76

licenses to existing components. For details about associating a license with a component, see “Adding New Licenses to
Components.

To create a new license, do as follows:

1.
2.
3.

4.

Click Research on the Main menu bar. The Research page appears.
Select the License tab.

Click Add New License. The New License dialog appears:

New License ¥

General Information

B Name
URL

Description
B Text
Category v

= Ts Family? No w Select Family v

Policy This license does not have a policy.

Save Cancel J

Note » The Policy field is read-only and contains information regarding any associated policies for this license.

Click Save to save the new license.
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Adding New Licenses to Components

Before you can add or associate a license with a component, you have to create that license. See Creating a New License for
more information.

Task To add a license to a component, do as follows:
1. Click the Research button on the Main menu bar. The Research page appears.
2. Select the Components tab.

3. Inthe Search field, enter the name of the component with which the license is associated and click the magnifying
glass icon.

4. Locate the component to which you wish to add a license, and click the left-hand Plus icon to expand the component
description.

5. Click the Manage Licenses button. The license associated with the component appears.

6. Inthe License Details for that particular component, click the Add New Component icon to add a new license. The
Search License dialog appears:

Search License *
Basic Search ' Advanced Search | Fiter: | License Name Be_gins With | Search: P ﬂ Add New License
Name & Famihy Paolicy Custom

Page 1lert] b b2

| Cancel |

7. Select the desired license to add. You can also edit or delete a license by using the buttons at the bottom of the Search
License dialog, or you can create a new license if one does not exist.

E

Note - The Add License button adds an existing license to the license list. The Add New License button opens a dialog to
create a new license, which can be added to the list.

Deleting a License from Components
0

Task To delete a license from a component, do the following:
1. Click the Research button on the Main menu bar to open the Research page.
2. Select the Components tab.
3. Inthe Search field, enter the name of the component with which the license is associated.

4. Click the magnifying glass icon.
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5. When you locate the component associated with the license, expand the description by clicking on the left-hand plus
icon.

6. Scroll down and click Manage Licenses.

7. Clickthe Delete icon to delete thelicense.
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Using My Settings and Help Functions

This section provides the steps to access My Settings and Help Functions, which are available to all users:
® My Settings

® Accessing Help

My Settings

e

Task To update your settings, do the following:

1. Loginto FlexNet Code Insight and click My Settings in the top right-hand corner. The My Settings page appears.

aw My Settings
B First Name Admin Your Roles

Middle Name Scripting Administrator, System Administrator

8 | ast Name User Detector Heap Size [t024 M v |

m Email admin@admin.com

1024 MB
1536 MB
Business Unit 2043 MB

Job Title

Location
Telephone
Facsimile
B |ogin Question company
B | ogin Answer palamida
Password sssssssssnse

Confirm Password

Save Cancel

2. Enteror update the information in any of the fields.
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Accessing Help

3. Select the appropriate value from the Detector Heap Size pull-down menu.

4. When you finish entering and updating information, click Save.

Accessing Help

e
=
M

Task To access help, do the following:
1. Loginto FlexNet Code Insight and click Help in the top right-hand corner. The Help page appears:

2. Select tabs to view links to current application documentation, release notes, known issues, frequently asked
questions (FAQ), licensing, legal disclaimers, and aboutinformation.
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Conducting Audits & Reviewing
Inventory

This section contains the following topics:
® Conducting Audits

®  Reviewing Inventory

® Viewing Inventory Items

® Key Inventory Page Items

Conducting Audits

FlexNet Code Insight provides a process that allows the owner to select a project auditor, and the progress of the audit can
be managed as part of the project workflow.

After a project is completely defined by an owner and the policies are reviewed with respect to the new project by the
policy administrator, the selected project auditor is assigned a task to conduct an audit for the project codebase.

The auditor is responsible for running scans for the workspaces associated with the project, as well as analyzing results and
building project inventory based on forensic evidence and automatic 0SS component version detection.

Once the project audit is completed by the auditor, the task is closed allowing the project to obtain a compliant status
(assuming all detected inventory is compliant as well).

The activities associated with performing a code audit and analysis, as well as publishing project inventory items are
detailed in Auditing and Analysis Overview.

Reviewing Inventory

FlexNet Code Insight provides a process by which the project owner can review inventory items and determine whether to
make an immediate decision or to require a full review including the completion of a request form. We refer to this process
as a Quick Review.
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Once the auditor publishes groups from the Detector client, the published groups are available as inventory items in the
web client. The project owner can at any time review an inventory item and immediately mark it as approved or rejected
for use. Using this operation allows you to skip the full review (workflow) as defined for that project.

Generally, you might use this process as part of a meeting involving all concerned parties: development, legal, security,
and any other stakeholders. For example, stakeholders might discuss a set of inventory items ready for review, and then
decide if an inventory item should be approved for use, rejected for use, or require a full review including completing the
request form associated with the project. If there are any security vulnerabilities associated with the inventory item, a
security analyst is required to review these vulnerabilities.

Viewing Inventory Items

e

Task To view inventory item details, do the following:
1. Loginto FlexNet Code Insight.
2. Click the My Projects button in the Main menubar.

3. Select the view Magnifying Glass icon in the Actions column next to the project name containing the component for
which you wish to view version details. This opens the Project Details tabbed page

4. Click on the Inventory tab on the Project Details page.

5. Select the inventory item you wish to view, and click on the Magnifying glass icon associated with that item. The
Inventory Details tab appears.

82 Company Confidential FNCI-6133-UG00 FlexNet Code Insight 6.13.3 User Guide



Inventory Name
Inventory Id

Component Description

| Disclosed

Review Status

| Number of Files

| Auditor Notes &
Detection Evidence

| Possible Licenses

| As-Found License Text
Inventory Metadata

| Inventory Policy

| Review History
| Detected By
Last Updated

i Home | ) My Projects | B Policies | (%) Scheduler | @ Research | B2 Reports

Component: prototype 1.6.0.2

[

Chapter 6 Conducting Audits & Reviewing Inventory
Key Inventory Page ltems

] ePortal 1.3 —+ Inventory —+ prototype 1.6.0.2 (5 of 9 to be Reviewed)

&ea7 Priority: |e-totset 7] & Approved

License: | M license (also X11) = @@ Remediation: Not Required _f| Change inventory 5tatus..'|\_¢_|

|/ Inventory Details H = Comments !‘ 2 Questions (0} ” |2 Checkiist Ttems (1) |! % Attachments {0) |

prototype 1.6.0.2

5

Prototype is a JavaScript Framework that aims to ease development of dynamic web applications. Featuring a unigue, easy-to-use toolkit

for class-driven development and the nicest Ajax library around, Prototype is quickly becoming the codebase of choice for web application

developers everywhere

No

@ Approved

This use of this inventory item has been approved via a complete IP review.
Click here to view the associated request details.

1File @

Intemal: Detection Confidence: 100%
Supporting Evidence: Multi-Indicator: System rule 100041 MID rule for prototype
External: None

MIT license (also X11)&@ @] ¥

| Miew As-Found License Text ]

L View Inventory Metadata

No Policy

| This inventory item does not have a matching policy:

prototype has previously been approved 2 times and rejected 0 times

. System
01/05/2012 10:08

Return to Inventory List

The Inventory Details tab contains all the information necessary to determine whether to approve, reject, or

schedule a full review for the item.

Key Inventory Page Items

Key items on the Inventory page are presented in the following tables.

Component Details

Component details and their associated icons are as follows:

Component

Icon Description

Available Versions icon List of available versions as well as the count of associated

security vulnerabilities.

Component Metadata icon

Show the component metadata dialog;

Component Policy Flagicons ] Component always approved for use.

» Component always rejected for uses.
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Key Inventory Page Items

Component Icon Description
* Component has unknown policy since it depends on use.
] Component does not have a matching policy.
Approval Status icons () Component has been previously Approved.
@ Component has been previously Rejected.
Encryption Details 9 Details related to whether or not encryption is required.
Security Vulnerability Details icon v Vulnerabilities associated with a specific version.

License Details

License details are available for viewing by clicking on associated License icons.

Component Icon Description

License Details icon Includes the license text, as-found license text, license
comparison, license analysis (if available), license metadata
(including compatibility analysis), license obligations, and
license comments.

Component Policy Flagicons ] License always allowed.
w License never allowed.
* License has unknown policy since it depends on usage.
ln License does not have matching policy.

License Text Comparison

The License text comparison feature allows you to compare the following types of license text associated with a given
inventory item:

® License family
®  Expected license

® As-found license
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Task To compare license types, do the following:

1. Toview aninline comparison of two license texts associated with an inventory item, go to an inventory item.

2. Click the View License Details icon (@) next to the license name. The License Comparison page appears:

Scriptaculous License X!

| As-Found License Text || Expected Licerse Text || LcenseFamily || Comparson | License Metzdata || License Analysis || License Dbligations | Licerse Compatibiity |
Compare | As-Found License Text [=] to | License Famiy Text [=]| |Compare

As-Found License compared to MIT License Family

Copyright =ypas e maperalt baldarss B 2005-2002 Thomas Fuchs Chtte: Afecript aculo.us, httpe Afmir aculo. us)

Permission is hereby granted, frae of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without rastriction, including without lmitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so,
subject to the folowing conditions:

Tha above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTYWARE IS PROVIDED "4S IS", WITHOUT WARRANTY OF ANY KIMD, EXPPESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHAMTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND MONINFRIMGEMENT. IM NO EWENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR &MY CLAIM, DAMAGES OR OTHER LIABILITY, WWHETHER IN AN ACTTION OF

COMTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONMMECTION WITH THE SOFTWARE OR THE LUSE OR OTHER
DEALINGS IN THE SOFT'WARE,

[ ok

3. Tocompare two different license text types, select the two license text types to compare from the pull-down menus:
® License Text: The license text for the selected license from the FlexNet Code Insight Compliance Library.

® As-Found License Text: The value of the As-Found License Text group field in Detector that was entered by the
auditor.

® License Family: The license text of the license family to which the selected license belongs.

4. Click the Compare button.

Note - Ifa license text type is empty, it isn’t viewable.
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Other Inventory Page Header Items

Items that appear near the top of the Inventory page are as follows:

Table 6-1 « Page Header Items

Item Description

License

Allows for inventory reviewer to override the selected
license for the inventory item. The possible values for the
license pull-down menu come from the possible license list
as defined by the auditor via the FlexNet Code Insight
client.

Priority pull-down menu

Project owner may change this value, and others will see it
as a read-only fields

Remediation status

Denotes the current state of scheduled remediation work
for this inventory item

Review Status/Change Inventory Status... Section

Shows the current review status of the inventory item

Project owner has the option of marking the inventory item
as approved for use, rejected for use, or schedule a full
review.

If a full review is scheduled, an option to associate an
existing request or create a new request will be available.

A security analyst may see an option to review security
vulnerabilities if any are associated with the component
version, and the inventory item requires a full review.
Otherwise, a view vulnerabilities button will be available.

Inventory Item Tabbed View

The following tabbed views are associated with Inventory:

Table 6-2 « Tabbed View Items

Item Description

Comments

List of comments for the current inventory item

Questions

List of questions and answers for the inventory item

Checklist Items

List of check list items of type general, legal,
remediation, or security

Attachments

List of attached files for the current inventory item
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Additional Inventory Details on Tabbed Views

Additional information available for viewing is as follows:

Table 6-3 « Addition Details

Item Description

Inventory Name Name of the inventory item (as entered by the system or auditor)

Inventory ID ID of the inventory item (unique to the system)

Component Description Description of the associated component

Disclosed Thisis ayes or no value that indicates whether or not the inventory item was disclosed

before the audit or whether the finding was a surprise.

Review Status Detailed explanation of the current review status of the inventory item as well as
hyperlinks to the policy or request that was used to automatically review the
inventory item (if applicable)

Number of Files List of files associated with the inventory item (ordered by file path or workspace
name)

Auditor Notes & Detection Auditor notes along with explanation of how the inventory item was detected (if

Evidence detected by is System)

Possible Licenses List of all licenses associated with component or version. This list can be modified by

the auditor via the Detector client, or by any QuickReview™ Facilitator via the web UL.

As-Found License Text The license text as found in the codebase by the auditor.

Inventory Metadata Link to the inventory metadata dialog.

Inventory Policy Matching policy with a details link including the component name, version, and
license

Review History Number of times, historically, requests for the inventory item were approved and

rejected in the past.

Detected By Name of auditor who created the inventory item (“System” means that this item was
automatically detected by the system.)

Last Updated Date that the inventory item was last updated
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Viewing Source Code Fingerprint Match Highlights

B

FlexNet Code Insight provides the ability to view ASCII text file contents associated with a given inventory item as well as
source code fingerprint match highlights (if available).

Task

88

To view the contents of a file along with source code fingerprint match highlights, do the following:

1. Click the View Inventory Files icon (@) in the Number of Files field. The View Inventory Files page appears:

il Home S Administration = '{_j My Projects ﬂ Policies Q’) Scheduler o Research d_;ﬁ Reports Wiglcome Alex ;'4 My Settings -',‘ Help fﬁj Logout

'l.j ePortal 1.3 -+ Inventory —+ opendx (13 of 20 to be Reviewed)

LR

Component: npends & [@ Priority: 6 - Not Set v & Ready for Review

License: [EM Public License v1.0 ¥ | [@ 1P Remediation: Mot Reguired

A7 Inventory Details || = Comments (0} L questions (0} || &4 Checklst tems {0 of 1 Mot Completed) %y Attachments {0}

Inventory Hame opendsx
Inventory Id 17

Component Description | Open Yisualization Data Explorer is a visualization frarmework that gives users the ability to apply advanced visualization and analysis
technigues to their data. These technigues can be applied to help users gain new insights into data from applications in a wide variety of
fields including science, engineering, medicing and business. Data Explorer provides a full set of tools for ranipulating, transforming,
processing, realizing, rendering and animating data and allow for visualization and analysis methods based on points, lines, areas,
volumes, irmages or geometric primitives in any combination. Data Explorer is discipline-independent and easily adapts to new applications
and data. The integrated object-oriented graphical user intefface is intuitive to learn and easy to use.

Possible Licenses IBI Public License v1.0 & (G |9 Edlit Possible Licenses List
As Found License Text | Wiew As-Found License Text |
Number of Files
Review Status Ay Ready for Review
This inventory item is ready to be reviewed.
Auditor Notes Maone
2. Click the View icon next to the desired file.
opendx Contains 1 Evidence File ®
Group by Mone v
Wiewy | Path « Server Wiarkspace MName
ChCleanroomiePortal-1. 3hercautoglyph.c zerver] ePortal_13_src

Page Tlaft | B Pl | @ | Show Al

Cloze

If the auditor marked several matched files as best source matches, you will see a pull-down menu from which you can
select the desired remote matched file for comparison. If the auditor did not mark any matches, the system will show
the top match automatically. A new View Evidence File window opens with the selected scanned file on the left and
the selected (or best) remote matched file on the right.
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0 = -&Ew

CodeRank: §7.35% Coverage: 100%

Scanned File : C:\Cleanroom\ePortal-1,2\srch autoglyph.c
while (i < 29 se tvpe string[i] '= '40') {
if fizalvharltspe stringlfilii{
if fisunver(tvoe strinalilil
tvpe string[count]= tolower (type string[i]):
else
tvbe string[count]= type string[i]:
countA;

else {
if ftvpe stringfil != ' ' [
tvpe string[count]= type string[i]:
count+;
}
}

£#3rl begin
if | returnreceipt )
sprintf| tmpstr, "Return-Receipt-To:
replytoid[0] ? replytoid @
bldHdrs.header->-4dd( tupstr ):

Eshrin",
loginnane

4/ Toby Korn tkornfsnl.com §/4/1999

A/ If priority is specified on the command line,

if | priority [O]

i
bldHdrs.header->-4dd( "X-M5Mail-Priority: Lowh:

+
else if (prioricy [0] == '1'}] {

bldHdrz.header->Add( "X-M3Mail-Prioricy: High'

i
#if INCLUDE NNTP
1 else {
if | groups.Llengthi) && NNTPHost[O] ) {
fixup (groups.Get(), stempstring, 1, 1207
bldHdrs.header->=4dd( "Newsgroups: ™ ):
bldHdrs.header->-4dd( tempstring )
bldHdrs.header->=4dd| "yryn™);
tempstring, Clear() s

£43rl end

i++:

'
type_string[count]="'40";
i
else {
arrchritime arring TarandardT s
] 1l 3

Clustering: 53.77%

m

Uniqueness : 100%

Enable syntax highlighting:

Matches: 159

File Viewer: | Split Werticaly »

Remote File ; opendyx:autoglyph.c -
¥

if ({guality==-1) &&(!type_is field)) {

stropy [ type_string, type)’
A% turn type string to lower case ¥/

i=0;
count = 0;
while (i < 29 && type_string(i] != '»0') {

if {isalpha(type_string[i]]){
if (isupper(type_string[i]))
type_string[count]= tolower(type_string[il):
else
type_string[count]= type_string[i];
count;

elae |
if (type_string[i]
type_string[count]= type_string[i]:
count+;
B
}
i+

mn

+
type_string[count]='%0";

elae |
stropy (type_string,"standard”);

i

#T scale *f
if{in[3]) {
if (!'D¥ExtractFloat(in[3], &scale)) {
IX3etError (ERROR_BAD_PARAMETER, "#l00%07, ™
goto error;

scale™);

¥

if (scale <= 0.0) {
IXSetError (ERROR_BAD_PARAMETER, "#100907,
yoto ELECE;

}

scale_set = 17

Autoiize = 1;

else |

scale = 1.0;

zcale_set = 07

Autoiize = 1;

"scale™) ;

/% the index type of glyph. */
if (classglyph == CLASS_GROUP) |
/7 check the group tipe */ 2

] m 3

Review the top header for the corresponding source match heuristics for the scanned file. These include FlexNet Code
Insight CodeRank™, Coverage, Clustering, Uniqueness, and Matches, the number of source matches.

Below the top header, you can choose to check the Enable syntax highlighting checkbox. This allows for highlighting
in programming-language-specific color coding (as you might see in a text editor).

Review the File Viewer option. The pull-down allows you to split the dual-pane view horizontally or vertically.

Click the minus icon in the top-right of the Remote File panel to close the panel and show only the contents of the

scanned file.
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Performing Quick Reviews & Approving
or Rejecting Inventory

This section explains how to perform a quick review of inventory and mark it as approved or rejected:
® Performing Quick Reviews & Marking Inventory

®  Scheduling Inventory for Full Review

Performing Quick Reviews & Marking Inventory

e

Task To perform a quick review and mark inventory as approved or rejected, do the following:

1. Loginto FlexNet Code Insight as an owner.
2. Click the My Projects button in the Main menu bar.

3. Select a project for which you want to review inventory by clicking on the associated view Magnifying Glass icon in the
Actions column. A Project tabbed view appears that includes the Summary, Workspaces, Inventory, Requests,
Tasks, Policies, and Comments tabs.
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Performing Quick Reviews & Marking Inventory

92

4.

5.

6.

@i vome. | J wy Proects | B

] ePortal 1.3

Summary || Workspacss | Inventory | Requests | Tasks | Polices

1d
Name
Team
Owmer
Auditors
Security Analysts
‘Observers
QuickReview Facilitators

Advanced Options

Project Metadata

Aliased Projects
Child Projects
Status

Progress

Policies.

1

'ePur\aI 13

e
Owner Smith

| Alex Rybak, Auditor Smith

| Alex Rybak

| Obsanier Srdth, Supes ser

| Alex Rybak Owner Smith. Super User
Enable Inventory Quick Review: Yes

Auto-Publish Inventory: Yes
Apply Policies to Inventory: Yes

View Project Hetadata|

There is no aliased project for this project.

There are no child projects for this project

In Progress =

Audit

& sehedvier | @ Research | 2% Reports.

Comments |

Welcome Owner | & ty settings | ¥ Hew | =8 Logout

Project Summary Emails: Never
Request Review Reminder Emails: Never

Request Form: Palamida Default Short Request Form Definition
Allow Requester to Select First Reviewer: No

Wiew Project Inveniory Snapshots| | Take Project Inventory Snapshot| | Scan Project

I 50741 fies with indicators reviewed
I | 100738 files without indicators reviewed

Inventory Review

I B st 2 reiected, 2 pending review, 2 approved, and 2 not st reviewed)
Inventory with Legal | Remediation ! Security Issues
I |icost o total (2 open, 0 completed, and 7 none required)
I | Remecistion: 9iotal (2 open, 0 completed, and & none required)
Il securit: 9 total (1 open, 0 completed, and & none required)

Click the Inventory tab.

Choose the inventory item you wish to review and click the Magnifying Glass icon associated with the component you
wish to review. The Project Component Inventory Details page appears:

GNU G

License:

Inventory Name

Inventory Id
Disclosed
Review Status

Number of Files

Inventory Metad.

Inventory Policy

Review History
Detected By
Last Updated

Component: merypt 26.8 @)

Component Description

Possible Licenses

As-Found License Text

eneral Public License v3.0

| /4 Inventory Details | ‘= Comments | -2 Questions (0}

merypt 2.6.8
2025

i Home | ] My Projects | B Poiicies | (%) Scheduler | @ Research | E¥ Reports

‘[j ePortal 1.3 =+ Inventory —+ mcrypt 2.6.8 (1 of 9 to be Reviewed)

reeatw

EH@w

j Checklist Items {0)

Priority: | 2-High

Welcome Owner | :y My Settings | -',' Help | @ Logout

El

Remediation: Mot Required -

, “g’_,. Attachments (0) |

support an ever-wider range of algorithms and modes

Mo

2, Ready for Review

This inventory item is ready to be reviewed

1File @

GNU General Public License v3.0&@ (@ P

| View As-Found License Text !

ata Wiew Inventory Metadata |

" No Policy

This inventary item does not have a matching policy.

merypt has not been praviously reviewsed

alex

03/27/2012 17:49

Return te Inventory List

merypt. and the accompanying libmerypt. are intended to be replacements for the old Unix crypt. except that they are under the GPL and

Change Inventory Status.. > J \'b |

& Ready for Review

J

6 Approve Inventory tem
& Reiectinventory tem

¥ Scheduls Full Review

Select the Approve or Reject options in the Change Inventory Status... menu in the top-right corner of the page.

Note - Asystem-generated comment is added to an inventory item to record when a review status change occurs.
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Scheduling Inventory for Full Review

Task To schedule inventory for a full review, do as follows:

1. Loginto FlexNet Code Insight as an owner.

2. Click the My Projects button in the Main menu bar.

3. Select a project for which you want to review inventory by clicking on the associated view Magnifying Glass icon in the
Actions column. A Project tabbed view opens which includes the Summary, Workspaces, Inventory, Requests, Tasks,
and Policies tabs.

4. Select the Inventory tab.

5. Select the inventory item you wish to review and click on the Magnifying Glass icon associated with this component.
The Project Component Inventory Details page appears.

6. Select the Schedule Full Review option in the Change Inventory Status... pull-down menu located at the top-right-

hand corner of the page.

Note « Scheduling an inventory item for full review kicks off the full workflow. It creates an IP review task for the project

owner as well as a security review task for the security analyst if the inventory item has any associated security
vulnerabilities.
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Reconciling Inventory

The following topics appear in this section:

What is Reconciling Inventory?

Associating Inventory with Component Requests
Associating Inventory with Requests across Projects
Unassociating a Request from an Inventory Item

Creating a New Component Request

What is Reconciling Inventory?

Once the project owner schedules an inventory item for a full review, the item must be associated with a component
request to determine its compliance state. The following are the scenarios that may occur as part of this process:

An approved component request is available to permit the use of the inventory item if the intended use of the item
meets the predetermined conditions for use. In this case, the association to this request makes the inventory item IP-
Compliant, and the project workflow advances to the next phase.

Arejected component request is available that matched the conditions under which the inventory item will be used. In
this case, an association to this request makes the inventory item IP Non-Compliant. This scenario requires either the
requester to change the intended usage of the component, and then submit the request for another review of the
amended component request, or a remediation. A remediation may require that the component be modified to a
different version or an alternate component altogether.

There is no existing component request for the inventory item, and a new component requestis created to allow for a
review of the intended usage of the component. The result of the component request cycle is an approved or rejected
componentrequest.
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Associating Inventory with Component Requests

=
M

Task To associate a compliant inventory item to a request, do as follows:
1. Loginto FlexNet Code Insight.
2. Click the My Projects button.
3. Select the project for which you would like to review requests and click on the magnifying glass icon (_-:ﬂ) in the
Actions column.
4. Select the Inventory tab.
5. Selectaninventory item with a status Pending Review for which you would like to associate an existing request (option
available to Owner or Participant) or create a new request (option available to Requesters only).
6. Click onthe magnifying glass icon (_-:ﬂ) associated with this inventory item in the Action column.
7. Select the Create/Associate Request option from the drop down menu.
P Pending Review
<a | |change Inventory Status...~ \ij
A, Reset to Ready for Review
@ Create / Associste Request
The result will be one matching request, no matching requests or multiple matchingrequests:
® |fthereis one matching request in the system, you can click Associate to associate the request with the inventory
item. If the request is an Approved state, the item is automatically approved based on the association.
® |[fthere are no matching requests, a message will be displayed indicating that there are no matches. If you have
the role of Requester for the current project, you can click Create a New Request to create a request that
matches the inventory item.
® |f more than one existing request matches the inventory item, a list of possible requests appears:
Associate Request o
Id Project Requester . Component « | License Status Actions
[ Projectt Owner One itext (5.1.2) Other/Commercial Pending l._;‘n
5 Project! Owner One ftext (5.1.2) Other/Commercial Pending (@
4 4 | Page 1lof1| b bl | & | ShowAl 1-20f2
Assotiate ] Create Request] Cancel ]
8. Select the request that matches the inventory item and press the Associate button to make the request-inventory

96

item association.

If an inventory item has an associated request, the Inventory Details tab will have the View Associated Requests
option in the upper right-hand corner.
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Component: itext 5.1.267 roeawvw Priority: 6 - NotSet v % e e
License: | Other/Commercial v ¥ Remediation: Mot Required @ m]i]
(4 Resetto Ready for Review |
l  Inventory Details ” Third-Party Notice || (& Comments (7) |2 Questions (0) |[ 2 Checklist Items (0) || % Attachments (0) | [ View Associated Request
Inventory Name iText 5.1.2
Inventory Id 22

Component Description | Download iText®, a JAVA PDF library. iText is a PDF library that allows you to CREATE, ADAPT, INSPECT and MAINTAIN decuments in
the Portable Docurnent Format (PDF):- Generate decuments and

Possible Licenses GNU Affero General Public License v3 0 P Edit Possible Licenses List
Other/Commercial &7 |

As-Found License Text | | \iew As-Found License Text

Number of Files 0 inventery files (including files inside archives)

Review Status & Pending Review
This inventory itern is pending a complete [P review. The request associated with this inventory item is currently pending review by:
Owner One

Click here to view the associated request details.

Associating Inventory with Requests across
Projects

In some cases, there may be a need to associate an inventory item to a request located in a different project such as the
Global Request Project. This type of association can be made if you have Product Catalog configured and the inventory
item and request are both associated with the same Product Catalog item.

XXy
|

Task To make the associate a request to an item in another Product Catalog product, do the following:
1. Associate the Product Catalog Item with the given project.
2. Associate the Product Catalog item with the request.
3. From the associated project, create an inventory item that matches the request component, version and license.
4. Schedule a Full Review for the inventory item and select the option to Associate the Request.

5. Therequestis available in the search results based on the Product Catalogassociation.
Unassociating a Request from an Inventory Item

Task To unassociate a request from an inventory item, follow these steps:

1. Opentheinventory item and select View Associated Request from the Change Inventory Status... menu in the upper
right-hand corner. The Request Details page appears.

2. Pressthe Unassociate button on the bottom of the Request Details page to remove the association.

Creating a New Component Request

To create a new component request, see Creating a Component Request.
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Requesting Permission to Use a
Component

This section contains the following topics:
® Requests

® Changingthe Request Form

® Creating a Component Request

® Viewing Requests

® Viewing Request Details

® Cloning a Request

Requests

When a project is set up in the system, the number of review levels and team members responsible for reviewing
component requests are established by the project owner. The policy administrator is responsible for setting up automatic
policies for component/license combinations, which automatically assign the new request a status of approved, rejected,
or determines that the request requires manual review.

If a requester submits a new request for a component/license, and no policy is associated with that new request, a
workflow is created based on the project attributes. The system automatically sends email notifications to the users
responsible for reviewing the request.

Upon submission, the request is assigned to the first-level reviewer for action. If the request is approved, it is sent to the
next person in the workflow responsible for reviewing it. Once all reviewers approve the request, it moves to history. If the
component has conditions for use, once the request is approved by all reviewers, the request is automatically sent back to
the requester for review and acknowledgment of the conditions for use. If a request is rejected, the workflow stops
immediately, and the request is completed and moved to history. For each step in the workflow, the system sends email
notifications to the appropriate requesters and reviewers notifying them of the action needed or action taken.

The possible request statuses are as follows:

® Draft: Thisis a work-in-progress component request saved as a draft and not submitted for review.
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® Pending: Thisis a component request submitted for review, and a workflow is consequently created.

® Approved: This status means that the component request is approved by all reviewers and all required conditions for
use are reviewed and acknowledged by therequester.

® Rejected: This means that at least one reviewer rejected the componentrequest.

® FlexNet Code Insight provides the ability to customize the appearance of the Request Dashboard. For more
information, see Customizing the Request Dashboard.

Changing the Request Form

FlexNet Code Insight supports multiple request form definitions. A project can only be associated with a single request
form. The product is shipped with two SQL scripts containing a sample definition of a short and long component request
form.

Note « There are several built-in attributes that are required for each request form definition. They are discussed in the

following section. Furthermore, the last Additional Information tab is fixed and cannot be changed. An administrator may
change the Component Request form input fields (attributes) and/or add additional tabs.

Via a database SQL script, the following changes can be made to the request form:
® Add or remove tabs.
® Add orremove attributes.

® Modify the fields of the attributes, including the text, help text, activity status (required, optional, or conditional),
sequence and input type (for example, changing from text box to a list box with pre-defined values).

The Component Request form input fields provide you with the following:

® Information a reviewer needs to make an informed decision as to whether you can allow a requester to use third-party
components in the development process

® Those users with requester role permissions can create a new component request and save it as a draft request: This
way, requesters have the option of editing and completing the request at a later date.

Required Request Form Input Fields (Attributes)

There are several mandatory input fields for each request form definition. These fields are required in order to have a valid
request form definition. The fields can be located on any tab in the request form. Each of these fields require an input type
=W (INPUT_TYPE_ column in the PAS_REQ_DEF_ATTR table) which stands for built-in widget. The field names (NAME_
column in the PAS_REQ_DEF_ATTR table) must be equal to those shown in the table below.

Table 9-1 « Input Fields

Field Name Description

_palamida_projectName Pull-down menu to select the project name, the value will be pre-selected
if request is initiated from within a project
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Table 9-1 « Input Fields (cont.)

Creating a Component Request

Field Name Description

selected component

_palamida_componentName Search widget to select the appropriate component for which the request
is being made
_palamida_componentVersion A constrained pull-down menu with version names associated with the

selected component

_palamida_licenseName A constrained pull-down menu with license names associated with the

_palamida_reviewDeadline A calendar widget to select the review deadline for the request: The
current date is selected as the default value

Creating a Component Request

Task To create a component request, do as follows:

1. Loginto FlexNet Code Insight as a Requester:

Username req_ueét.é.h" .

Forgot Password?

2. Click My Projects, and then click the magnifying glass in the Actions column:

% Home | 2] My Projects | B Policies | ¥) Scheduler | @ Research | 24 Reports Welcome Requesterd | gy My Settings | 2 Help | < Logout
] My Projects
|| Basic Search | Advanced Search | Fiter: In Prugrass.P;ujec‘ts v Search P
| Name a Team Owner Status Inventory Requests Tasks Actions
€Portal 1.3 Engineering Owner Smith In Progress 9 8 0 @
ePortal 1.4 Engineering Alex Rybak In Progress 9 8 0 @
I4 4 [Pagel 1)of1| b bl | & | Showal 1-20f2

3. Select the Requests tab. The Request Dashboard appears.
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# Requests Repository

{uba Advanced Search O Asd New Request

Request Filter m Project Filter ¥, Kiywors Search P

L] Project Component License Requester Cumert Assigree -« Status Pendng Revirw Rervarwed By Created On
4 2 200123 zibdbong License Requester! One Mane Aoproved Marusal IR0 1102
(] p2 funit (4.10) Jund License Requester! One None Aoproved Marual ONT6RNT 1102
12 02 hnt(381) Commaon Putlic License Requester) Three None Approved Manyal orenNT 1102
% 2 WAt (381 Common Public License Requester! One Hone Aoproved Marisal OIERNT 1102
0 o springframework (25.1) Apache License 20 Requester? Two Nane: Approved Manyal ONZEANT 102
u 2 Iy 201) MIT License (alsoX11) Requester! One Hone Aoproved Marial 0160 1102
w P2 fauery (20 MIT Lisense (also X11) Requester! One None Approved Marual OTIERT 1102
“ 02 vy 20.1) MIT License (also X11) Requestert One None Approved Marnal QTN T 1102
2 2 Sweetinsanty (unknown) T License Requestert One Hene Approved Matual OIBROIT 1102
" 02 hnt(28.9) Commaon Putiic License Requestert Qne None Approved Marwal QTRERNIT 1102
15 82 At (281) Comman Puslic License Regquestert One Nane Aopraved Marusal OIBROIT 1102
(] P springiamework (25.1) Apacha License 2.0 Requesteri One None Agproved Marual OT28R01T 1102
n 02 mysak-connector) (3.1) GHU General Putic License v2 0 Requestert One None Aoproved Marual OT6ANT 1102
£ [ lwery 201) MIT License (slso 11 Requestert One None Approved Marual 07267017 1102

4. Click Add New Request. The New Request page appears:

| i Home | {J My Projects | B Policies | (%) Scheduler | @ Ressarch | 8 Reports Welcome Requestert | aw My Settinos | «.8 Help | =l Logout |

1] ePortal 1.3 — Request — New Request

| General Usage “ Additional Information |

= Component Name:

|_ 'i5earcr1 CDmpnnentJ '[An‘,r Component | View C

L Project Name:

[ ePortal 1.3 =

Review deadline: - MM/DD/YYYY
[oazsi2012 |68

= B Does this component perform "cryptography”, or otherwise contain any parts or components that are capable of performing "information
security” functions? {More Information)
T Yes  No

L] Will this component be medified, re-compiled, or repackaged with any other software?
CYes ®No

L] What is the intended usage of this component?

=

5. Enterthe appropriate information in thefields.
6. Select the Additional Information tab.

7. Click Post Comment, and enter any relevant comments in the Additional Comment field:

New Comment

B Comment

® \isibility Type & public " Private

| |
| Post J | cancel

8. Attach afile if you want.

102 Company Confidential FNCI-6133-UG00 FlexNet Code Insight 6.13.3 User Guide



Chapter9 Requesting Permission to Use a Component
Viewing Requests

9. Submit the new request, or click Save as Draft to do additional work on your new request before submitting it for
review.

Viewing Requests

Task To review requests related to your role, do as follows:
1. Loginto FlexNet Code Insight.
2. Click My Projects, and then click the magnifying glass in the Actionscolumn.
3. Select the Requests tab.

4. Ifyou login asan Owner, you can select All Request, Completed Requests, My Submitted Requests, Requests
Requiring My Action, Associated Requests, Unassociated Requests:

& Home | ] My Projects | B Policies | (%) Scheduler | @ Research | B¥ Reports Welcome Owner | g My Settings | v Help | =l Logout

] ePortal 1.3

| Summary I Workspaces | Inventory | Requests | Tasks || Polices _' Comments |

| Basic Search | Advanced Search | Fiter: | EYETE ~ | Search: R

Al Requests

| | Requester Comp: inse Review Deadline | Status Reviewed By  Actions

15 Alex Rybak Wiw Completed Requests ptaculous 1.8.1 License 01/24/2012 Approved Manual I'_}
My Submitted Requests n

10 Alex Rybak itext { 1 Affero General Public License v3.0 01/05/2012 Pending Manual |.';‘1
Requests Requiring My Action —

] Alex Rybak protol license (also X11} 1212972011 Approved Wanual i.'ﬂw
Assodated Requests e

4 Alex Rybak zlib (1 Unsssociated Requests libpng License 1212602011 Pending Manual @

6 Alex Rybak Any Component (Any Version) MIT license (also X11} 1110272011 Rejected Manual I_}

B Alex Rybak Any Component (Any Version) MIT license (also X11} 11102/2011 Approved Manual Q

4 Alex Rybak scriptaculous (1.8.1) scriptaculous 1.8.1 License 09/26/2011 Approved Manual I_}

1 Alex Rybak jposs (5.2.5) GNU Lesser General Public License v2.1 08/16/2011 Pending Manual Q

I4 4 |Page 1ioft| B b | @& | Show Al 1-80f8

Note - Ifyou are logged in as a Requester, you see another filter at the bottom of the My Draft Requests list.

Viewing Request Details

To view request details, do the following:
1. Loginto FlexNet Code Insight as a Requester. The Requester Home page appears.
2. Click My Projects. The My Projects page appears.

3. Choose a project, and click the associated magnifying glass in the Actions column.
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4. Select the Request tab:

(] ePortal 1.3

Summary || Inventory | Requests | Tasks | Polides || Comments

Bn_sle Search| Advanced Search | Fiter: Al Raquests » | Search: rel © Add New Request
| i~ | Requester Companant Licanse Review Deadine  Status Reviewed By = Actions
. 10 Alex Rybak itext (5.1.2) GHNU Affero General Public License v3.0 01/052012 Pending Manual @

8 Alex Rybak prototype (1.6.0.2) MIT Bcense (also X11) 121292011 Approved Manual

7 Alex Rybak zlib (1.2.1) zibMibpng License 1272672011 Pending Manual

& Alex Rybak Any Component (Any Version) WIT Bcense (also X11) 102201 Rejected Manual

5 Alex Rybak Any Component (Any Version) MIT Bcense (also X11) M022201 Approved Manual

1 Alex Rybak jboss (8.2.5) GHNU Lesser General Public License v2.1 08Me2011 Pending Manual

4 4 |Page 1lof1| b ki | Q| Showal

5. Select the magnifying glass next to the request you want to view. The General Usage tab appears:

i ] ePortal 1.3 - Request % Request Details
General Usage || Additional Information

Component Name:
itext (id:4744) |\ component versions | | View Component letadta

Component Version:
512

License Name:
GNU Affero General Public License v3.0 |\jew License Detais |

Prdjeci Name:
ePortal 1.3

Review deadline:
01/05/2012

A Does this component perform “cryptography”, or otherwise contain any parts or components that are capable of performing “information

security” functions? (More Information)
Mo

Will this component be modified, re-compiled, or repackaged with any other software?
Mo

What is the intended usage of this component?
Development Tool (Compiler. IDE. Code Generator)
»

Recall Change Requester Cancel
£ Printer-Friendly Version

Cloning a Request

Cloning a request saves the requester the time of filling in an entirely new request form for what might amount to making a
small change for the request of a very similar component. If you would like to clone a request, do as follows.

To clone a request, do the following.
1. Loginto FlexNet Code Insight as a Requester.
2. Click My Projects.

3. Choose a project, and click the associated magnifying glass in the Actions column.
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4. Select the Requests tab.

5. Click the Magnifying glass associated with an approved request you wish to clone. The Requests Details page
appears.

Note « The Clone button is only active on requests that have completed review.

6. Atthe bottom of the General Information tab, click Clone. The system clones the request, and you will receive a
notification at the top of the Request page that states the request, identified by a number, has been cloned.

Note - If the request form definition has changed since the original request was created, the cloned request will map as

many input fields and their values as possible. A system-generated comment will be added to the cloned request with a
list of input fields that the system is unable to map.
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Customizing the Request Dashboard

This chapter provides the information to customize the Request Dashboard by adding an Assigned Date column.

This column shows the date when the request was last assigned to the current assignee. This information makes it easier to
identify requests that are delayed in the review process and need to be prioritized. To add the Assigned Date column,

follow these instructions.

To add the Assigned Date column, do the following:

1.

Add the following text to the requests.web.json file (located in <FNCI_ROOT_DIRECTORY>/config/core/
requests.web.json). You may change the name of the column heading by modifying the “header” value and change
the column order by modifying the “positionindex” value.

{

"dataIndex": "assignedDate",
"derived": true,
"positionIndex": -2,
"header": "Assigned On",
"width": 150

}

Note « The -2 refers to the 2" position from the right.
Launch a new browser session and navigate to the Requests dashboard, which has the Assigned Date column.

Note - Although this modification does not require a server restart, you may want to clear your browser cache if the
column does not appear
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Reviewing Pending Requests

This section explains how to review pending requests and resubmit requests for review:
® Reviewing Pending Requests

®  Resubmitting Requests for Review

Reviewing Pending Requests

Reviewing requests is a part of a project request workflow. Any user in the system with the reviewer permissions is eligible
for selection as a reviewer in a review level.

® Any reviewer in the review level may review a pending component request, thereby locking out the other peer

reviewers.

® Once arequest is reviewed, the request advances to the next review level as defined in the project workflow.

Reviewing Pending Requests from the My Tasks Tab

Task To review pending requests from the My Tasks Tab, do the following:

1. Loginto FlexNet Code Insight as a Reviewer. Ensure the application administrator has set up your user account with

Reviewer permissions.
2. Click the Project button on the Main menu to see a list of your projects.

3. Click the magnifying glass icon associated with the project for which you want to review requests. The Project page

appears.

4. Click the Request tab. The Review Task page appears.
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Reviewing Pending Requests

(] ePortal 1.3
! Summary ' Inventory I Reguests |I Tasks || Polices || Comments |
Basic Search | Advanced Search | Fitter: | All Reguests w i Search: Pe
| i~ : Reguester Component License Review Deadline | Status Reviewed By = Actions
[+ Alex Rybak Any Component (Any Version) WIT license (alzo X11) 102201 Rejected Manual
5 Alex Rybak Any Component (Any Version) WIT license (alzo X11) 10252011 Approved Manual
4 Alex Rybak scriptaculous (1.8.1) scriptaculous 1.8.1 License 09/26/2011 Approved Manual
i Alex Rybak jboss (5.2.5) GHNU Lesser General Public License v2.1  08M&/2011 Pending Manual
[4 4 [Page| 1iof1| b ki | & | Show Al 1-8of8

5. Toreview arequest assigned to you, click the associated magnifying glassicon. A Review page appears on which you
can view the associated request:

r{jePnrtall.’i —+ Request —+ Reguest Details

| General Usage || Additional Information

Component Name:

itext (id-4744) | View Component Versions | | \iew Component Metadata

Component ersion:
512

License Name:
GMU Affero General Public License v3.0 |visw License Detaik |
L J

Project Name:
ePortal 1.3

Review deadline:
01/05/2012

H Does this component perform "cryptography”, or otherwise contain any parts or components capable of performing "information
security” functions? (More Information)

Mo

Will this component be modified, re-compiled, or repackaged with any other software?
MNo

What is the intended usage of this component?
Development Toaol {(Compiler. IDE, Code Generatar)

=

Approve Reject Cancel
= Printer-Frigndly Version

Reviewing Pending Requests from the Requests Tab

Task

110

To review pending requests from the Requests tab, do the following:

1. Loginto FlexNet Code Insight as a Reviewer.

2. Click the My Project button.

3. Toselect a project to review pending requests, click the magnifying glass icon. The Project page appears.

4. Click the Requests tab. A list of requests appears.
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] ePortal 1.3

| Summary | Inventory [ Reguests Tasks | Polides || Comments

Basic Search | Advanced Search | Fiter: | D V| Search: p
i Id = i Reguester inse Review Deadline  Status Reviewed By = Actions
I Alex Rybak Wity Completed Requests ptaculous 1.8.1 License 0112412012 Approved Manual
= My Submitted Requests e =

10 Alex Rybak itext 1 Affero General Public _icense v3.0 014052012 Pending Manual

Reguests Reguiring My Action
2 Alex Rybak protol X license (also X11) 120282011 Approved Manual

Associated Requests
) Alex Rybak zlib (1 Unassociated Requests libpng License 120282011 Pending Manual
8 Alex Rybak Any Component (Any Version) MIT license (also X11) 02201 Rejected Manual
5 Alex Rybak Any Component (Any Version} MIT license (also X11) 102201 Approved Manual
{4 4 | Page 1laf1| b bl | &2 | Showal 1-8of8

5. Tosort this list, use the pull-down Filter menu. You can choose to view All Request, Completed Requests, My

Submitted Requests, Requests Requiring My Action, Associated Requests, and Unassociated Requests. If you have
Reviewer permissions, you will also see a Request filter for My Drafts.

To search for a component related to a request, enter a string in the Search field.

Resubmitting Requests for Review

FlexNet Code Insight provides the ability to resubmit the request for review after editing it or adding policy without
involving the requester, so that it can be reviewed as quickly as possible in the most automated fashion.

The ability to resubmit requests is useful in the following situations:

® Afterthereviewer has edited and cleaned up the request: reviewers often make edits to the request and resubmit it
for review. Some businesses have a process in place that prevents or discourages the requester from selecting a
license for a requested component due to trust issues and potential for user error. The requesters must make a guess
at selecting a license or select “ don't know” as the license value. During triage review, a dedicated reviewer performs
the necessary research and adds the proper license. At this point, the reviewer can recall the request and resubmit it
for review.

® When the request requires a policy review by the legal department: if the legal department adds a new policy to
the system and wants to check one or more pending requests against this policy, a member of the legal department
can submit the requests for review without involving the original requester.

® When the request requires a manual review: if the legal reviewer wants to return the request to triage review for
additional information, the reviewer can resubmit the request so it can go to triage without involving the original
requester.

Task To resubmit a request, do the following:

1. Loginto FlexNet Code Insight.

2. Click My Project.

3. Click the magnifying glass icon. The Project page appears.

4. Click the Requests tab. A list of requests appears.

5. Select the request you want to resubmit and click Resubmit. The selected request will be recalled and submitted for

review.
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Copying & Branching Projects

This section contains the following topics:
® Introduction to Project Copy Feature
® Copy Type: Project Configuration Only

® About Concurrently Open Workspaces

Introduction to Project Copy Feature

This feature allows project owners to copy a project as follows:
®  Project Configuration Only

®  Custom Project Copy: This option enables the Custom Project Copy tab, which offers many options for customizing
your project copy operation.

® Complete Project Copy

You can use the complete project copy operation or use a project as a template to create a new project by using the custom
project or project configuration copy operation.

The two main purposes of the project copy feature are to support the following scenarios:
® Reduce the administrative effort for multiple projects with similar options, users, and workflow configuration.

® Facilitate a branching scenario to mirror what is happening to the scanned codebase.

Copying a Project to Reduce Administration Effort

You can copy an existing project’s settings to create a new project and in turn significantly reduce the administrative effort
of re-defining all of the project settings including user provisioning and workflow definitions. For example:

® Project ePortal represents your FlexNet Code Insight Portal product.
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® FlexNet Code Insight Manager, represented by project eManager, is developed by the same engineering team and has
the same users and workflow definition as the FlexNet Code Insight Portalproduct.

® Since the development team is large with hundreds of users, it’s practical to copy the project settings from ePortal to
eManager. Once the copy is completed, any necessary changes can be made to the new project. This process is much
simpler than configuring the new project from scratch. It can be accomplished by copying project ePortal to a new
target project eManager using the Type option “Project Configuration Only”.

Copying a Project to Support Branching a Codebase

If a codebase is branched, the audit work needs to also be branched so that independent auditing results can be available
for both codebases. Therefore, project data must be copied for the purposes of branching an audit.

The basic scenario is as follows:
® Project ePortal represents your FlexNet Code Insight Portal product.

® The current release of ePortal is 1.2. This codebase has undergone some level of auditing and contains inventory,
requests, and other data to represent the audit work and results.

® Development needs to begin on version 1.3 of ePortal.
® The codebase is branched, and now there is a codebase for the ePortal 1.2 and ePortal 1.3 product.
® Project “ePortal 1.2” needs to be copied to project “ePortal 1.3”.

® The project owner for ePortal 1.2 can make a copy of the project, call it “ePortal 1.3,” and map the codebase from the
source project to the target project. As long as the corresponding file exists in the target project, all associated scan
results and audit data are be copied to the target project.

® Along with the scan results and audit data, all existing inventory items, requests, and other source project data are
also copied to the target project.

®  Once the copy operation completes, the two projects are considered to be independent and any changes made to
either project does not impact the other project.

Copy Type: Project Configuration Only

Project owners are the only ones with permission to copy projects. The following are the copy options available on the pull-
down menu:

®  Project Configuration Only
® Custom Project Copy

® Complete Project Copy

Task To copy a project configuration only, do the following:
1. Loginto FlexNet Code Insight as an Owner.
2. Click the Projects button on the Main menu. The My Projectspage appears.
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Select a project from the list and click the Project Copy icon (-jt]) associated with that project. The Project Copy
page appears:

&5 Home | (] My Projects | B Policies | (%) Scheduler | @ Research | ¥ Reports Welcome Owner | gy My Settings | o2 Help | = Logout

] Project Copy
General Options
= Project Copy Type Project Configuration Only i

Source Project ePortal 1.3

m Target Project

Copy Project Cancel

The default copy command in the Project Copy Type pull-down menu is Project Configuration only.
Enter a name for the new project in the Target Projectfield.

Click the Copy Project button.

Data Copied During Project Configuration Copy Operation

This section explains what data are copied during a project configuration copy.

Project Settings: Workflow

FlexNet Code Insight 6.13.3 User Guide

Name is provided by the source project owner during the invocation of the projectcopy.

Description is the same in the source project; the project owner can update this after the copy operation completes.
Team is provided by the source project owner during the invocation of the projectcopy.

Owner is the same as the source project; the project owner can update this after the copy operation completes.

Project Summary Email Frequency is the same as the source project; the project owner can update this after the copy
operation completes.

Request Review Reminder Email Frequency is the same as the source project; the project owner can update this after
the copy operation completes.

Enable Inventory Quick Review is the same as the source project; the project owner canupdate this after the copy
operation completes.

Auto-Publish System-Detected Inventory is the same as the source project; the project owner can update this after the
copy operation completes.

Apply Policies to Inventory is the same as the source project; the project owner can update this after the copy
operation completes.

Request Form is the same as the source project; the project owner can update this afterthe copy operation completes.

Review Levels are the same as the source project; the project owner can update these afterthe copy operation
completes.
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® Users—Observers are the same as the source project; the project owner can update these after the copy operation
completes.

® Users—Auditors are the same as the source project; the project owner can update these after copy operation
completes.

®  Users—Security Analysts are the same as the source project; the project owner can update this after the copy
operation completes.

® Users—Requesters are the same as the source project; the project owner can update this after the copy operation
completes.

® Users—Reviewers are the same as the source project; the project owner can update these after the copy operation
completes.

Copy Type: Custom Project Copy
Project owners are the only ones with permission to copy projects.
1. Loginto FlexNet Code Insight as an Owner.

2. Click the My Project button on the Main menu.

3. Select a project from the list and click the Project Copy icon (jj) associated with that project. The Project Copy
page appears.

i) Home | {2l My Projects | B Policies | (%) Scheduler | @ Research | B Reports Welcome Owner | g My Settings | o, Help | =5 Logout

| Project Copy

General Options | Custom Copy Options

= Project Copy Type [Custom Project Cop =
Source Project Project Configuration Only

 Custom Project Copy

= Target Project
| Completa Project Copy

Copy Project Cancel

4. Select Custom Project Copy from the pull-down menu. This enables the Custom Copy Optionstab.

5. Select the Custom Copy Options tab.
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i Project Copy

| -General Options [ Custom Copy Options F Workspace Options
Copy Workspaces e
Select Workspaces to Copy ¥ ePortal_1_3
Mark all Files as Unreviewed O

Recall all Published Groups O

Copy Inventory ~
Inventory Review Status Leave Asls !
Copy Requests v
Request Review Status Leave AsIs e
Copy Policies ~
Copy Project Comments e
Copy Metadata ~

Copy Project Cancel

n the Custom Copy Options tab the following checkboxes are checked by default:
Copy Workspaces
Select Workspaces to Copy
Copy Inventory
Copy Requests
Copy Policies
Copy Project Comments
Copy Metadata

he Inventory Review Status and Request Review Status pull-down menus are set to Leave-As-Is by default. You

can change the defaults to any combination of Reset to Ready for Review and Reset to Draft.

6. C

Copy Type:

lick the Copy Project button.

Complete Project

Project owners are the only ones with permission to copy projects.

1. Loginto FlexNet Code Insight as an Owner.

2. C

3. S
p

lick the My Projects button on the Main menu.

elect a project from the list and click on the Project Copy icon (jj) associated with that project. The Project Copy
age appears.
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& Home | '-Lj My Projects | ﬂ Policies | l') Scheduler o Research 3{5 Reports
] Project Copy

[ Workspace Options

Complete Project Copy v |

| Project Configuration Only

General Options

m Project Copy Type

Source Project

Custom Project Co
m Target Project ; 2

ECompIete Project Copy

Copy Project Cancel

Welcome Owner | gw My Seftings | =3 Help | = Logout

4. Select Complete Project Copy from the Project Copy Type pull-down menu. The Workspace Options tab appears:

i) Home b Administration - ’{j My Projects ﬂ Policies Q’) Scheduler 0 Reszearch Ed‘ Reports

] Project Copy

General Options Custam Copy Opkions Workspace Options

Wiglcome Alex ;,( My Seftings -',‘ Hela féi Logout

Pre-Copy Options Compare Source and Target File Paths  conly files that are marked as reviewed, tagged, or associated with groups will be comparedd)

Workspace #1 Workspace Name

Source:  ePortal _1_3

= Target:
Worksy Software Configuration Manag Settings
Source:
Git URL: https:fgithub. com/coptonfreversi. git

Git Update To: Latest Revision

SCM Destination Folder: C:\Cleanroomgit_repot
Target:
= Git URL:
= Git Update To: Latest Rewizion

a S5CM Destination Folder:

Workspace Folders to Scan

Source:  ChCleanroomigit_repoireversit

m Target: Browese... | Type

Copy Project Cancel

5. Inthe Workspace Name section, enter a name in the Targetfield.

6. Inthe Workspace Folders to Scan section, click on the Browse or Type button:

http:#f<serer=/<path_to>/<repositary=_git;

Browwze... Type

® The Browse button opens a file system tree for the scan server on which you areworking.

® The Type button opens a dialog where you can enter the name of the input scan folder you wish to use.

7. Onthe Workspace Options tab, the Compare Source and Target File Paths checkbox is checked by default. Only files
marked as reviewed, tagged, or associated with groups will be compared. Files that have not had any of these
operations performed on them are not compared by the pre-copy analysis operation.This pre-copy codebase

comparison lets you:

®  Know which files from the source codebase are not present in the target codebase: This means that files were

removed after the codebase branching operation was performed.
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®  Know which target files are different from the source with the same relative path: This means that the target files
were modified after the codebase branching operation was performed.

® Address file issues before the actual project copy, ifappropriate.

Data Copied During the Copy Operation

This section explains which data is copied during the complete project copy.

Project Settings: Workflow

Name is provided by the source project owner during the invocation of the projectcopy.

Description is the same as the source project; the project owner can update this after thecopy operation completes.
Team is provided by the source project owner during the invocation of the projectcopy.

Owner is the same as the source project; the project owner can update this after the copy operation completes.

Project Summary Email Frequency is the same as the source project; the project owner can update this after the copy
operation completes.

Request Review Reminder Email Frequency is the same as the source project; the project owner can update this after
the copy operation completes.

Enable Inventory Quick Review is the same as the source project; the project owner canupdate this after the copy
operation completes.

Auto-Publish System-Detected Inventory is the same as the source project; the project owner can update this after the
copy operation completes.

Apply Policies to Inventory is the same as the source project; the project owner can update this after the copy
operation completes.

Request Form is the same as the source project; the project owner can update this afterthe copy operation completes.

Review Levels are the same as the source project; the project owner can update these after the copy operation
completes.

Users—Observers are the same as the source project; the project owner can update these after the copy operation
completes.

Users—Auditors are the same as the source project; the project owner can update these after the copy operation
completes.

Users—Security Analysts are the same as the source project; the project owner canupdate these after the copy
operation completes.

Users—Requesters are the same as the source project; the project owner can update these after the copy operation
completes.

Users—Reviewers are the same as the source project; the project owner can update theseafter the copy operation
completes.
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Workspace Settings: General
® Nameis provided by the source project owner during the invocation of the project copy.

® Description is the same as in source workspace; the project owner or auditor can update this after the copy operation
completes.

®  Folders to Scan are the same as the source workspace, and they are updated with the new Target Scan Paths that are
provided by the source project owner during the invocation of the project copy.

® Excluded File Patterns are the same as the source workspace; the project owner or auditor can update these after the
copy operation completes.

® Enable Incremental Scanning is the same as the source workspace; the project owner or auditor can update this after
the copy operation completes.

Workspace Settings: Detection

All options are the same as the source workspace; the project owner or auditor canupdate these after the copy operation
completes.

Workspace Settings: Source Code Options

All of the CodeRank™ attributes sliders are the same as the source workspace; the project owner or auditor can update
these after the copy operation completes.

Workspace Settings: Automated Analysis

All options are the same as the source workspace; the project owner or auditor canupdate these after the copy operation
completes.

Workspace Settings: Software Configuration Management (SCM)

The SCM settings from the source workspace are shown and can be updated and applied to the target workspace.

Workspace Reports

The workspace reports are not copied as part of the project copy operation. These reports can be generated after the
target workspace scan completes, so the report data represents the target codebase and scan results.

File Tags
® Tagdatais copied, and file paths are updated to reflect the target codebase.

e |fafile with the same relative path existed inthe source codebase, but is not present in the target codebase, its tag
assignments are not copied over.
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Anew tag “File Changed Since Workspace Copy” is applied to all files which have the same relative file path in the
target codebase, but whose MD5 is different from the source codebase. This allows the project owner or auditor to
review the file and determine whether additional auditing work is required due to the changes in that file.
Furthermore, if the source file was marked as reviewed, then that tag assignment is removed (since this file has
changed since the workspace copy).

Group data is copied and file paths are updated to reflect the target codebase.

Groups with zero files are recalled, but the group is not deleted from the project. Users can either add files to the
empty group and re-publish (all existing inventory item data are retained from the source inventory item), or delete
thegroup.

Inventory items from the source project are copied to the target project with all data preserved as-is, except for the
associated project ID.

The review status from the source inventory item is maintained in the target inventory item in the target project.

All comments associated with the source inventory item are copied to the target inventoryitem in the target project
with the original posted on and posted byvalues.

All questions and associated answers associated with the source inventory item are copied to the target inventory
item in the target project with the original posted on, posted by, answered on, and answered by values.

All checklist items associated with the source inventory item are copied to the target inventory item in the target
project with the original posted on and posted by values, as well as completed on and completed by, if the checklist
items were marked as completed.

All attachments associated with the source inventory item are copied to the target inventory item in the target project
with the original uploaded on and uploaded byvalues.

All of the requests from the source project are copied as-is to the target project with the exception of updating the
project ID to the target project value. All of the original dates (created on, submitted on, reviewed on, etc.) from the
source request are retained in the targetrequest.

Draft Requests are copied to the target project as an un-submitted draftrequest.

Pending Requests are copied to the target project as a pending request. Any approvals that are already made as part
of the completed portion of the request review workflow are preservedin the target project. All reviewers that have yet
to take action on the pending request need to review it both in the source project as well as the target project.

Completed requests are copied to the target project as completed request and retain thesame IP review status and
security review status as that of the source request.
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Tasks

All of the tasks from the source project are copied as-is to the target project with the exception of updating the project ID to

the target project value. All of the original dates (for example, created on, completed on) from the source task are retained
in the targettask.

Policies

Any policies with the source project explicitly selected as part of the scope via theProject selection widget are updated to
include the target project aswell. This does not apply to policies with a global or team scope, because the target project is
already included as part of the team or global policy.

Comments

All project comments are copied with their original created by and created onvalues.

Pre-Copy Operations

To reduce the risk of failure of the project copy operation, check the following before starting the copy process:

Whether target workspace names provided by the project owner already exist on the scan server.

Whether each scan server isreachable.

Whether there is enough disk space remaining on the scan server for the workspace copy operation.

The scan server scheduler queue to ensure that there are no active or scheduled tasks for any source workspaces.
Whether there are any workspaces which are blocked by a project owner or auditor modifying the workspace settings.
Whether there are any workspaces that are opened by the project owner or auditor in Detector.

Ensure that target paths across all workspaces in a project for which an auditor has used the file (applied a tag, added
to a group, or marked as reviewed). To determine inconsistencies, perform the followingactions:

® (Createalist of all file paths that are no longer present in new project codebase but were in the source codebase

® (Createalist of all file paths that are same relative path but different MD5 fromthe source codebase

Provide a file paths comparison summary before proceeding with the project copy, and allow users to cancel the copy if
theychoose.

Blocking Access to Source & Target Projects During Copy
Operations

Access to the source project, target project, and associated workspaces needs to be blocked during the duration of the
project copy operation. This includes web Ul, Detector, and ScriptRunner APl access.
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Post-Copy Scan

All workspaces are scheduled for a full scan after the project copy completes to ensure that the scan results are accurate
for the target codebase.

Email Notification

The project owner who invoked the project copy is notified by email when the copy operation has completed. At that point,
the source and target project are available for use.

Target Project Cleanup Options after Copy

Once the project copy operation completes, there are several manual steps required to ensure that the target project

accurately reflects the target codebase. The following list of tasks should be considered by the project owner, auditors,

requesters, reviewers, security analysts, and policy administrators:

Review and update (if necessary) the target project settings.
Review and update (if necessary) the target workspace(s) settings.

Software Configuration Management (SCM) options are not included in the project copy, so these properties needs to
be set if the target workspaces are to be associated with a codebase managed via an SCM tool.

If any workspace settings are changed, consider re-scanning the workspace to ensure that the scan results accurately
reflect the target codebase.

Run any necessary workspace reports so that the target codebase is properly reflected in the report contents.
Review the scan results in Detector after the post project copy workspace scan(s)completes.

Use the new tag “File Changed Since Workspace Copy” as a filter to review any files that have the same relative file
path in the source and target codebase, but with file content that has changed. These files may have been altered by
the SCM tool as part of the branching operation, or these files have actually undergone content changes via human
editing. In any case, it is best for the auditor to review thesefiles.

Review any groups with zero (0) files. These are groups that have no files with thesame relative path between the
source and target codebase.

Files may have moved around in the target codebase, and these files need to manually be added back into existing
groups.

Files may have been intentionally deleted, and the group may be deleted as well, since the inventory is no longer
present in the target codebase.

Review the list of inventory items, and ensure that they have the proper reviewstatus.

Complete all pending reviews for items undergoing a full review. Reviewers need to reviewthe same inventory items in
both the source and target projects.

Review any policies whose scope has been explicitly altered to include the target project. If the policies do not apply,
manually adjust the policy scope.
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About Concurrently Open Workspaces

Because project copying (custom and complete) requires opening workspaces, it is possible that if there are a large
number of workspaces in a given project that project copy may fail. By default, the maximum allowable open workspaces
on a given scan server is 50. Increase the dispatcher.maxNumberOfOpenediWorkspaces property in the
scanEngine.properties file to allow more workspaces to be open at a given time. You will need to restart the Tomcat

server for this change to take effect.
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Reviewing Vulnerabilities

This chapter provides the procedure for doing a security scan by reviewing vulnerabilities.

When an inventory item is scheduled for a full review by a project owner and it has been through a review and
reconciliation process to determine its IP compliance state, a secondary review by the security analyst assigned to the
project must occur if the inventory item contains associated security vulnerabilities.

Task To review vulnerabilities, do the following:

1. Loginto FlexNet Code Insight as a Security Analyst. A security analyst is a user with a project participant role who is
assigned as a security analyst for a given project.

2. Click the My Projects button, and a list of projects opens.
3. Click the magnifying glass icon next to the project you want to review. The Project page opens.

4. Click the Inventory tab.

& Home | 453 Administration = | (] My Projects | B Policies | (&) Scheduler | @ Research | B Reports Welcome Alex | g My Settings | v Help | =5 Logout
] ePortal 1.3
| Summary || Workspaces _‘ Inventory | Requests ' Tasks Polides Comments
Basic Sean:hi Advanced Search | Fiter: | All Inventory ftems w | Search R
Id | Name Component License # Files :_1]} '%a J '-j '3 Priority Review Status Act.
2025 merypt 26.8 merypt 26.8 GMNU General Public License v3.0 1 - - - - - 2 - High Ready for Review
10 scriptaculeus 1.8.1 scriptaculous 1.8.1 scriptaculous 1.8.1 License -3 1 - - - - 4-Low Approved
9 Mext5.1.2 itext 5.1.2 GNU Affero General Public License v3.0 1 1 - - - - 2 - High Pending Review
6 libpng 1.0.8 lizpng 1.0.6 zlib/ibpng License 1 - - i 26 - 6§ - NotSet  Needs More Informat..
5 prototype 1.6.0.2 prototype 1.6.0.2 MIT license (alzo X11) 1 - - - - - 6 - Not Set  Approved
4 zlib 1.2.2 zlib 1.2.2 zlib/ibpng License 1 - i - 2, - 6 -NotSet Rejected
3 zlib 1.2.1 zlib 1.2.1 ziib/ibpng License 1 - 1 - 2 - & -NotSet  Pending Review
2 zlib 1.1.3 zlib 1.1.3 zlib/ibpng License 1 - T - b - 6 -NotSet  Rejected
1 zlib 1.2.3 zlib 1.2.3 ziib/ibpng License 4 - - - - - 6 - NotSet  Approved
I4 4 |Page 1ot | b bf | & | Show Al

5. Select aninventory item, and click the associated magnifying glass icon. The Inventory details page appears.
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126

6.

10.

In the Components line, click the Vulnerability Shield icon ( %) inthe top left corner of the Inventory Details page
to view vulnerabilities details. The Contains the Following Security Vulnerabilities dialog appears:

libpng 1.0.6 Contains the Following Security Vulnerabilities

| "
| Score | Severity

M@ 10
[E= R

o (4] o (4] o

To expand the descriptions, click the Plus icon to the left of the Scorecolumn.

HIGH
HIGH
HIGH
HIGH
HIGH
HIGH
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM

MAETULIR

Name
CVE-2004-0597 &
CVE-2010-0205 &7
CVE-2010-1205 &7
CVE-2002-1382 &
CVE-2008-1282 &
CVE-2008-2234
CVE-2008-0040 7
CVE-2011-28530 &
CWE-2007-2445
CVE-2008-5082 &7
CVE-2004-0421 &9
CVE-2008-7244
CVE-2010-2248
CVE-2011-2891

PASE 2NNA NEOG 1

1%

€ Add New Vulnerabiity

Description

Multiple buffer overflows in libpng 1.2.5 and earlie...
The png_decempress_chunk function in pngrutilcin 1.
Buffer overflow in pngpread.c in libpng before 1.2.4.
Portable Network Graphics (PNG) fibrary libpng 1.2.5...
libpng 1.0.6 through 1.0.32, 1.2.0 through 1.2.28, a..,
Buffer overflow in the png_decompress_chunk functior
The PNG reference library (aka libpng) before 1.0.43..
Buffer overflow in ibpng 1.0.x before 1.0.55, 1.2x. .
The png_handle_tRNS function in pngrutil.c in libpng...
Memory leak in pngwutil.c in libpng before 1.2.3%bet. .
The Portable Network Graphice library (libpng) 1.0.1...
Memory leak in pngwutil.c in libpng 1.2.13betal, and...
Memory leak in pngrutil.c in libpng before 1.2.44 a...

The png_err function in pngerror.cin libpng 1.0.x b...

Mukinla intanar nrarflamie in tha (10 ann raad nnei

Close |

-

Click the CVE links to read information about each vulnerability in the National Vulnerability Database.

From the Change Inventory Status pull-down menu, select Approve, Reject or Schedule Full Review of the

inventory item when you have completed reviewing the associated vulnerabilities.

If action is required based on the vulnerability review, create security checklist items for the inventory item to track
this work. For more information, visit https://flexeracommunity.force.com/customer/CCContactSupport.
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Metadata Framework

This section contains the following topics:

® Metadata

® Administering Metadata Sections and Fields

Metadata

FlexNet Code Insight contains a flexible metadata framework to allow support of additional information associated with all
FlexNet Code Insight-managed entities. This, in turn, makes the system more valuable as a repository for your code.
Metadata support is provided via the Web Ul as well as via public APIs using ScriptRunner.

Administering Metadata Sections and Fields

KK

Task To administer metadata sections and fields for FlexNet Code Insight-managed entities via the Web Ul, do the following:

1. Loginto FlexNet Code Insight as Application Administrator. Only a user with the Application Administrator

permission can manage metadata sections andfields.

2. Click the Administration button on the Main menu, and select Metadata from the pull-down menu:

i Home: |+, Admnistration ~ |

Welcome Admin | & My Settings | = Help | = Logout
o
&3 Users
#; Home |
i Teams
Welcome Ad 5
A (g proees

login was on 04/12/2012 15:59.

Metadata |

» Create | [E] import
+ Create { |5 Scripting

+ Create | € Updates
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The Metadata Field Administration page opens to Team. In this example, click on the Projecttab:

%5 Home | a.,',} Administration ~ Welcome Admin ;‘y My Settings | -': Help | @ Logout
etadata Field Administration
Team | Project Group Component Version | License Inventory Request | Paolicy |
0 Add Project Metadata Section
Name Description Actions
| Uncategorized |
Search: ye] @ Add Project Mstadata Field
Name Display Name Input Type Hidden Actions
Build Name Build Name Single Line Text Ves 53 i x ]
Build Number Build Number Single Line Text Yes @ B 4l x]
CertificationLewvel Color CertificationLevel Color Single Line Text Yes i+ 3 :d @
CertificationLevel id CertificationLevel id Single Line Text Yes @ B 4l x]
CertificationLevel Name CertificationLevel Name Single Line Text Yes i+ 8 ir:d @
CompilerTarget Id CompilerTarget Id Single Line Text Ves 4 3 I x ]
CompiterTarget Name CompilerTarget Name Single Line Text Yes i+ 8 ir:d @
CPil Data CPH Data EntityRef Yes i B Il x]
Fitter Date Fitter Date Single Line Text Ves 4 3 i x ]
Format id Format id Single Line Text Ves 4 3 I x ]
{4 4 | Page 1/of3| b M | @ | Show &l 1-100f28

The following FlexNet Code Insight-managed entities can support associated metadata fields organized into the
metadata sections:

® Team
® Project
® Group

® Component
® Version

® license

® Inventory

® Request

® Policy

Metadata fields are organized into metadata sections for a given entity to allow for a logical grouping of related data.
The Metadata Field Administration page is comprised of tabbed types of metadata and each tabbed page is split into
two sections as shown in Figure 88.

The top portion of the page allows for management of metadata sections for FlexNet Code Insight-managed entities. A
metadata section definition consists of a name and description. Once metadata sections are defined, they can be ordered
as desired by clicking on the up and down arrows in the metadata sections table.
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Adding a Metadata Section

Task To add a metadata section, do the following:

1. Loginto FlexNet Code Insight with Application Administrator permissions. Only a user with the Application

Administrator permission is allowed to manage metadata sections andfields.
2. Click the Administration button on the Main menu, and select Metadata from the pull-down menu.
® Click on the tab for the type of Metadata to which you wish to add a section. In this example, select the Project tab.
® Click on the green Plus icon Add Metadata Section button.
3. The Add Metadata Section dialog box appears:

Add Metadata Section *®
| [jame
Description
Ea-.fe_l Cancel !

4. Complete the Name and Description fields.

Note « Asection name is unique to an entity.
5. Click the Save button.

Adding a Metadata Field

The bottom portion of the Metadata Field Administration tab allows you to manage metadata fields for a given metadata
section. A metadata field definition consists of a Name, Display Name, Help Text, Input Type, Section, and a Hidden Option.
Once metadata fields are defined, they can be ordered as desired within their metadata section by clicking on the up and
down arrows in the metadata fieldstable.

Task To create a metadata field, do as follows:
1. Login to the system with application administrator permissions. Only a user with the Application Administrator
permission is allowed to manage metadata sections andfields.
2. Select Administration from the Main menu, and select Metadata from the pull-down menu.
3. Click the tab for the type of Metadata to which you wish to add a section. In this example, select the Project tab.
4. Click the Plus icon Add Metadata Field button. The Add Metadata Field dialog appears.
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Add Metadata Field 1%

B [jame

= Display Name

Help Text
B Input Type w
B Section e
Hidden C

Save ] Cancel |

5. Complete the fields on the Add Metadata Field dialog:

® Name: Thisis a unique identifier for the metadata field for a given entity. This is a required field.

® Display Name: This is the label that shows up in the Web Ul when displaying orassigning the metadata field value.
This is a required field.

® Help Text: If a value is entered here, a help icon will be shown next to the metadata field when displaying or
assigning the metadata field value. This is an optionalfield.

® Input Type: The input type will determine which validations need to occur when assigning a metadata value for
the field as well as how to display the assigned value. The following input types are supported.

® Date

® Numbers

® Integer (Whole Number)

®  Number with Decimal

® TextTypes

® Single Line Text

® Short Multiple Line Text

® Long Multiple Line Text (over 4,000 characters)

® URL

® Yes/No

® Section: The section to which this metadata field belongs. This value may be edited once the metadata field is
defined. During the initial metadata field definition, the value is set to the metadata section for which the
metadata field was created.

® Hidden: If selected, this metadata field will not be shown in the Web Ul, but is still accessible via public APIs. This
isintended to be used for cases where a metadata field for a given entity needs to store data that should not be
viewable or editable via the Web UI.

6. Click Save.

Metadata field administration is also supported via the public APIs.
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Note « Any metadata field defined without a selected section will be located in the Uncategorized tab in the Web Ul.

The imported metadata fields can then be edited in the Web Ul to organize them into the desired section. The process of
defining metadata fields via the public APIs uses an XML file to define the metadata fields and a groovy script to import the
data. Refer to the sample file (sample-license- metadata-definitions.xml) located inthe /scriptRunner/scripts
directory.

Viewing, Editing, and Assigning Metadata Values

Web Ul access to metadata fields for viewing and assigning values is limited to the following entities:

®  Projects via the Project Summary page.
® |nventory items via the Inventory Details page.
® Requests via the Request Details page (Additional Info tab).
® Components via the research, inventory details, and request details pages.
® Component versions via the research, inventory details, and request detailspages.
® Licensesvia the research, inventory details, and request details pages.
Task To view, edit and assign metadata values associated with an inventory item via the Web Ul, do as follows:
1. Loginto FlexNet Code Insight as an Application Administrator. Only a user with Application Administrator
permission is allowed to manage metadata sections andfields.
2. Click the Administration button on the Main menu, and select Metadata from the pull-down menu:
5 Home | Q} Aﬂl‘l’llnBtl’Etlun‘l ‘Welcome Admin | ;—.’ My Settings -',‘ Help fﬂ Logout
Fin %, Users
V@ Teams
Welcome Ad = Pricte login was on 04/12/2042 15:59.
g My 5':'__ __me{adata
v Create { [® import
v Create { [£) Scripting
v Create { €9 Updates
3. Click the tab for the type of Metadata to which you wish to add a section. In this example, select the Project tab.
4. Select an entity and click the Pen and Paper icon to view the metadata associated withthat entity instance. The Edit

Metadata dialog opens for that instance.
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Edit Metadata Field *

| [lame Build Murrber
| Display Mame Build Murmber
Help Text
® Input Type Single Line Text o
m Section Uncategorized i
Hidden v
Save | Cancel |

Another way to view metadata is to log into FlexNet Code Insight as a user without administrator privileges. For
example, log in as Owner.

5. Click the My Projects button on the Main menu.
6. Select the Magnifying glass icon associated with the project inventory you wish toview.
7. Select the Inventory tab.

8. Select aninventory item and click one of the following icons:

® Click the view component Metadata icon (#%) in the Component field at the top of the page.

e Click the License Details icon (@) next to the license name in the Component field at the top of the page orin the
Possible Licenses section.

e  Click the View Inventory Metadata button (| Vet IventoryMetadeta | i1\ 1o |nventory Details page Inventory
Metadata section.
9. Click the View Inventory Metadata button. The Metadata information opens in View mode.

10. Click the Edit button at the bottom of the Metadata dialog, and the metadata information appears in Edit mode.

Inventory Metadata '
Disclasures
Requires Source Distribution Yos |
Disclosure - Motices Mcrypt is 5 simple encryption program, intended to be replacement for the old

unix crypt{1}.

Lock st COPYING for license information and the individusl files for more

infrrrnztinn CODVTNS smefize mnhe fmr the eeerord memarses 2nd ned the

Disclosures - Copyright Statements | The principal suthor 2nd maintziner of merypt s

Nikas Mavroyanopoulos <=nmav&gnutls.orgs

|

e N A e A T S A R
Miscellaneous
Deployed ez )
Associsted Request Link
Save | Close

Note « Use of the Edit button is restricted to those users allowed to edit metadata values.)
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Metadata fields are displayed in sections as defined by a user with Administrator permissions. If there is Help Text for a
given Metadata field, a Help Text icon appears. You can hovered over or click on the Help Text to display it.

11. Modify the values in the Metadata fields, and click the Save button to saveyour changes.

Note « Access to Metadata Field values and assignment of values for Metadata fields is also supported via the public
APIs.

Using Public APIs to Access & Assign Metadata Field Values

Access to Metadata Field values and assignment of values for Metadata fields is also supported via the public APIs. The
process of assigning Metadata Field values for FlexNet Code Insight-managed entity instances via the public APIs uses a
CSV (comma-separated) values file format to specify the Metadata Field values for an entity instance, and a groovy script to
import the data.

For more information, see the sample file (sample-license-metadata.csv) located in the /scriptRunner/scripts
directory.
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Using the Product Catalog

FlexNet Code Insight provides the Product Catalog so your company’s offering (products and services) can be represented
in a hierarchy within FlexNet Code Insight. Once the Product Catalog items are in the system, they may be associated to
requests and used to generate Third-Party Notices and other reports. This chapter describes discusses the Product Catalog
and how to use it by describing the following use cases applicable to the Catalog:

Associating Requests to Product Catalog Items
Associating Inventory with Requests Across Projects
Generating Third-Party Notices for Requests based on Product Catalog Items
Reporting on Findings Based on Product Catalog Items
Administering the Product Catalog

Adding Product Catalog Items

Viewing, Editing and Associating Product Catalog Items
Associating Product Catalog Items with a Project
Associating Product Catalog Items with a Request
Associating Inventory with Requests across Projects
Reporting on Requests (Filtered by Product Catalog)

Reporting on Third-Party Notices for Requests (Filtered by Product Catalog)

Associating Requests to Product Catalog Items

AFlexNet Code Insight user would like to file a request to use an OSS component and associate it to one or more versions of
the product (i.e. ePortal 1.3, 1.4, 1.5) during or after request approval. With the product versions listed as items in the
Product Catalog, the user can create the request from any project (including a non-audit Request project) and associate
the request to one or more versions of the product via Product Catalog at any given any time. The user can also report on
the request data and third party notices associated with the requests filtered by Product Catalog items. For more
information, see Associating Product Catalog Items with a Request.
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Associating Inventory with Requests Across
Projects

A FlexNet Code Insight reviewer would like to be able to associate an inventory item for zlib 1.2.3 to a request in another
project (i.e. a Request Project) in order to determine its compliance state. This scenario can be achieved if both the project
containing the inventory item and the request are associated to the same Product Catalog item.

Generating Third-Party Notices for Requests based
on Product Catalogltems

A FlexNet Code Insight legal user creates third-party notices for requests across multiple projects or a single global project.
She would like to be able to generate a Third-Party Notices report for Requests based on her company’s products and
services. This can be done by associating the requests to the Product Catalog items and running the Third Party Notices
Report for Requests (Filtered by Product Catalog).

Reporting on Findings Based on Product Catalog
Iltems

A FlexNet Code Insight user may want to limit the scope of a report based on Product Catalog data. FlexNet Code Insight
currently offers the Request Report (Filtered by Product Catalog).

Administering the Product Catalog

The following attributes represent a Catalog item in FlexNet Code Insight:
® Name (required)

® URL (optional)

® Description (optional)

® Parent Item (optional)

The following functionality is currently available for Product Catalog:

® (Create/Delete a catalogitem.

® Place catalogitem in the correct position in FlexNet Code Insight.

Search for a catalog item across Projects/Requests.

® Associate a catalog item with an existing Project or existing Request.
® View associated Catalog items for a Project/Request.

® Reporton all Requests associated with a Catalogitem.

® Reporton all Third-Party notices associated with a Catalogitem.
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FlexNet Code Insight can be configured to display Product Catalog attributes. To modify how and where these attributes
are displayed, modify the product.catalog.web.json file according to the steps below.

Projects

Task To enable the Product Catalog feature for projects, do the following:
1. Open the .jsonfile associated with your installation of FlexNet Code Insight:
<Code Insight ROOT>/config/core/product.catalog.web.json
2. Setthe following property to “true” to enable the Product Catalog attribute on the Project Details page:
"project.details.product.catalog": { "enabled": true
As an alternative, set the property to “false” to disable the Product Catalog attribute from the Project Details page.

3. Bydefault the Product Catalog attribute will appear on the Project Details page with a label “Product Catalog”. To
change the label text, modify the entry.label.text property:

"applyTo": ["project.details.product.catalog"],
"configuration": {
"entry.label.text": "Product Catalog"

4. Besure to restart the server after making modifications to the .jsonfile.

Requests

Task To enable the Product Catalog feature for Requests, do the following:
1. Open the.json file associated with your installation of FlexNet Code Insight:
<Code Insight ROOT>/config/core/product.catalog.web.json
2. Setthe following property to “true” to enable the Product Catalog attribute on the Request page:
"request.details.product.catalog": { "enabled": true

3. Alternatively, set the above property to “false” to disable the Product Catalog attribute fromthe Request Details
page.

4. By default the Product Catalog attribute will appear on the Request Details page with a label “Product Catalog”. To
change the label text, modify the entry. l1abel. text property:

"applyTo": ["request.details.product.catalog"], "configuration": {
"entry.required": false, "entry.label.text": "Product Catalog"

5. Thefollowing property determines where on the Request Details page the Product Catalog will appear:
"insert.after": " palamida projectName"

6. Besureto restart the server after making modifications to the .jsonfile.
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Adding Product Catalog Items

You can create Product Catalog items in FlexNet Code Insight in the following ways:

138

® Import them using the Import option on the Administration pull-down menu.

.G.\_Home| 43 Administration = || ("] My Projects | Wf Requests | [ Policies | (¥) Scheduler | @) Research | ¥ Reports  (Z) Help
&’:) Users
Import
& 'f% Teams
Choosd [ Proietts tems.xls || Import |
| & Product Catalog i
=) Downlg | or bulk license obligations import
#) Downlo or bulk policy import
=1 Downlo Legal Templates O bulk request import
) Downlo(—‘or bulk user import
% Downlo| (£ import or bulk preduct catalog items import
(=] seripting
€2 Updates

® Add them manually using the Create option available after selecting Product Catalog from the Administration pull-
down menu:

) Home |

i3 Administration~ || ;] My Projects | Wf Requests | [ Policies | () Scheduler | @) Research | (¥ Reports

[®) Import

é Users
% Teams

{3 Projects

|| Choose

&) Downlo|
=) Downlo|
%) Downlo|
#) Downlo|

& Product Catalog
=) Downlol —

Legal Templates
Imiport

Scripting
Updates

tems.xls || Import |

or bulk license cbligations import

or bulk policy import

or bulk request import

or bulk user import

or bulk product catalog items import

(Z) Help
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Viewing, Editing and Associating Product Catalog

Items

FlexNet Code Insight 6.13.3 User Guide

To edit a Product Catalog Item, do the following:

1.

Select the item on the Product Catalog Administration page:

& Product Catalog Administration

MName Description
=] Mobile 1.0 Mobile Application 1.0
=] Maobile 2.0 Mobile Application 2.0
= Maobile 2.2 Mobile Application 2.2
=] Mobile 2.5 Mobile Application 2.5
=] Maobile 3.0 Mobile Application 3.0
=] Maobile Applic ations This is the parent catalog item for all Mobile Applic ations

=] Operating System 1.0
= Operating System 2.0

‘Operating System 1.0
Operating System 2.0
= Operating System 3.0 Operating System 3.0

= Operating Systems This is the parent catalog item for all Operating Systems

Chapter 15 Using the Product Catalog
Viewing, Editing and Associating Product Catalog Items

% Home | 53 Administration= | ] My Projects | W Requests | [ Poiicies | (¥) Scheduler | ) Research | ¥ Reports

(@) Help

& Create D Delste

URL

http:/fwnww.my company .c om/produc tsimobileapp-1.0 g
http:/fanww.my company .c om/produc tsimobileapp-2.0 g
http: /. my company .c om/produc tsimobileapp-2.2 g
http:/fwnww.my company .c om/produc tsimobileapp-2.5 g
http: /e, my company .c om/produc tsimobileapp-3.0 B
http:/fwnww. my company .c om/produc tsimobileapps @
hittp: Mhwww. miy c ompany comiproduc tsios-1.0 7
http:/fwnww.mycompany .c om/productsios-2.0 i@
http:/fwnww.my company .c om/productsios-3.0 i@
http:/fwnww. my company .c om/productsios &

Click the Edit button. The Catalog Item dialog appears:

Catalog Ttem
* Name |0|Je|ating System 1.0|
URL http://www.mycompany.com/products/os-1.0
Description Operating System 1.0

Parent Item

Change Parent

Save ] Cancel J

Modify the Catalog Item information:
® Name
® URL

® Description

To edit the hierarchy of a Product Catalog Item by changing the parent on the item, click the Change Parent button in

the Catalog Item dialog and select a parent to assign to the item.

Note « A catalog item can have only one Parent catalog item at any given time. A Parent catalog item can have more

than one child at any given time.

Click Save. Items that are parents are displayed with a folder icon in the Product Catalog Administration list.
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2 Product Catalog Administration

Name
4 Mobile Applications
=| Mobile 1.0
=] mobile 2.0
=] Mobile 2.2
[=] Mobile 2.5
=] Mabile 3.0
=] Operating System 1.0
=] Operating System 2.0
=] Operating System 3.0
[=] Operating Systems

Description

i Home | 553 Administration= | ] My Projects | W Requests | [ Policies | (¥) Scheduler | @) Research | (% Reports

This is the parent ¢ ataleg item for all Mobile Applic aticns

Iobile Applic ation 1.0
Mobile Appilic ation 2.0
Mobils Application 2.2
Mobile Application 2.5
Mobile Applic ation 3.0
Operating System 1.0
Operating System 2.0
Operating System 2.0

This is the parent ¢ atalog itemn for all Operating Systems

(@) Help

€ Create [ Edit ) Delete
URL
hittp:/iwww.mycompany.com/products/mobileapps
http:/fwww.mycompany .comiproduc ts/mobileapp-1.0 &
http:/Awww.myc ompany.c omiproducts/mebileapp-2.0 &
http:/fwww.my company .com/preduc ts/mobileapp-2.2 #
http:/fwww.my company.comiproduc ts/mobileapp-2.5 &
http:/iwww.my company.comiproducts/mobileapp-2.0 &
http:/fwww.my company .com/preducts/os-1.0 &
http:/fwww.my company.comiproduc te/os-2.0 &
hittp:/fwww.my company.comiproducts/os-2.0 g
http:fwrww.my company . comiproduc ts/os @&

Associating Product Catalog Items with a Project

Task

140

To associate Product Catalog items with a FlexNet Code Insight Project, do the following:

1.

2.

3.

Go to My Projects and click the Edit Project button for the project you want to edit.

On the Project Details page, click the Add Product Catalog button to display Product Catalog items.

i} Project Details

[ General Information | “Observers QuickReview Fau'ﬁtatnrs“:g Auditors || Security Analysts |
# Name |adobe13| X
Description
# Team v
# Owner Reddi Dakshnapu (reddi) el
Project Summary Email Frequency Never 2
Request Review Reminder Email Freq Y | Never ot
Project Form Mone Selected oA
Request Form None Selected A
Advanced Options [l Enable Inventory Quick Review
[¥1 Auto-Publish System-Detected Inventory
[ Apply Palicies to Inventory
Review Levels Select a Request Form to enable the Review Levels options.
Aliased Project Add Aliased Project
Child Projects € Add Child Projects
| Child Project
# Scan Server Scanner1 Bt
Scan Root Path
Browse. M Remove
Brudict Catalog Add Product Catalog ltems
Product Type None Selected ot

Check the items that you would like to associate with the project and click Select.
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Product Catalog

Name Description

4[] 23 pmobile Applications This is the parent catalog item for all Mobile Applic ations

¥ =] Mobile 1.0 Mobile Appiic ation 1.0
¥ =] Mobile 2.0 Mobile Appiic ation 2.0
[ E mobile 2.2 Mobile Applic ation 2.2
1= mobile 2.5 Mobile Appiic ation 2.5
) =] mobile 2.0 Mobile Applic ation 3.0

[ = operating system 1.0 Operating System 1.0
Operating System 2.0

Operating System 3.0

1= operating System 2.0
3 operating System 3.0

oR Operating Systems This is the parent catalog item for all Operating Systems

Select Close

Chapter 15 Using the Product Catalog
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x

Select All Clear All
URL
hitp:/fwww.miyc ompany .c omdproduc ts/mobile.
hitp:/fwww.myc ompany .c om/produc tsimobile....
http:/fwww.myc ompany .c om/produc ts/mobile. ..
hitp:/fwww.miyc ompany .c omproduc ts/mobile.
hitp:/fwww.myc ompany .c om/produc tsimobile. ..
http:/fwww.myc ompany .c om/produc ts/mobile. ..
http:/fwww.myc ompany comiproductsios-1.0 g
hittp:ifwww. miyc ompany .c omiproductsios-2.0 &7
hitp:/fwww.myc ompany.comiproducts/os-3.0 &
http:/fwww.myc ompany.comiproductsios

Associating Product Catalog Items with a Request

Task

1. Navigate to the Request Details page.

To associate Product Catalog items with a FlexNet Code Insight Request, do the following:

2. Click Add Product Catalog Items button to add product catalog items.

3. Click Remove Product Catalog Items button to remove catalog items.

Usage Modifications Enaryption Vault | Additional Information

#  Component Name:
hibernate-hibernate-orm

Search Component J View Compenent Details | Clear Component

hibernate-hibernate-orm (id: 302846) http://hibernate.org &7

Hiby 's core Object/Relati

I Mapping fu

#  Component Version:
5211 ~ | Add Version
#  License Name:
GNU Lesser General Public License v2.1

~ | (T Help J Edit Possible Licenses | View License Details

#  Project Name:
Team reddi_team

Project adobel

Product Catalog

Add Product Catalog fems | Remove Product Catalog ems

Name

120 Mobile Applications

Description
This is the parent catalog item for all Mobile

& 2] operating Systems This is the parent catalog item for all Operating Systems

O= test

URL
hito: e, ifg...
hitp o &

4. Check the items that you would like to associate with the Request and click Select.
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Associating Inventory with Requests across
Projects

To search for a request across multiple projects when associating inventory, the inventory item and request must share a
Product Catalog item.

To associate inventory with Requests across projects, do the following:
1. Associate the Product Catalog item with the given project.
2. Associate the Product Catalog item with the request.

& Home | i) Administration= | (] My Projects | W Requests | [ Policies | (¥) Scheduler | ) Research | % Reports (@) Help

i) ePortal 1.3 Project —+ Inventory =+ zlib 1.2.3 (24 of 24 to be Reviewed)

Component: ziib 1232 @ " @ @ 9 '# Priority: 6 -NotSet > 4, Pending Review

License: zlibflibpng License v [@ 1  Remediation: Not Required 4 |Change Inventory m'] »
&, Reset to Ready for Review

4 Inventory Details || Third-Party Notice || 2 Comments (1) || .20 Questions (0) | Checklist Ttems (0) | %, Attachments (0) [ Create ] Assosiate Request

Inventory Name Zdib 1.2.3

Inventory Id 1

Comy Descripti A free, lossless data compression lib for use on virtually any computer hardware and operating system. The zlib data format is itself portable .

across platforms. The compression method currently used in Zlib never expands the data. Zlib's memory footprint is also independent of the
input data by more than a few bytes and can be reduced (at some cost in compression).

Possible Licenses zZlib/libpng License &2 (@) |# Edit Possible Licenses List|

As-Found License Text | \iew 4s-Found License Text J

Number of Files 3 inventory files (including files inside archives) | View Inventory Fies
Review Status &, Pending Review
This inventory item is pending a complete IP review.
Auditor Notes None
Detection Notes Detection Confidence: 100%

Supporting Evidence: Multi-Indicator. System rule 100052: MID-Rule for zlib 1.2.3 (Search Terms)

3. From the associated project, create an inventory item that matches the request component, version and license.

4. Schedule a Full Review for the inventory item and select the option to Associate the Request:

Associate Request

Id Project Requester ‘Component « | License Status Actions
10 Request Project  Palamida User zlib (1.2.3) zlibflibpng License Pending @ &

[4 4 |Pagel tlor1| b Pl | & | Showal 1-10f1| |

( Associate ] '.Greate R&quest] [ Cancel ]

The request is available in the search results based on the Product Catalog association.
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Reporting on Requests (Filtered by Product
Catalog)

The Request Report (Filtered by Product Catalog) option presents all request data associated with the selected catalog
items.

To access the report, do the following:
1. Select Requests Report (Filtered by Product Catalog) from the Reports menu.

2. Click the Add Product Catalog button and select the catalog items you would like to report on. The report output
contains the catalog items and their associated requests:

Requests Report (Filtered by Product Catalog) Generated on Monday. April 20, 2015 at 4:14 PM

0 Download Report
&) Download Excel Version
There are 3 requests from 10 catalog items S Show ! Hide

Name Description URL

Mobile 1.0 Mobile Application 1.0 hitp: (s 1.0

Mobile 2.0 Mobile Application 2.0 hitp: s 0

Mobile 2.2 Mobile Application 2.2 hitp: (s 2

Mobile 2.5 Mobile Application 2.5 hitp: s 5

Mobile 3.0 Mobile Application 3.0 hitp: (s 0

Mobile Applications This is the parent catalog item for all Mobile Applications hitp: s

Operating System 1.0 Operating System 1.0 hitp: (s 10

Operating System 2.0 Operating System 2.0 hitp: s 0

Operating System 3.0 Operating System 3.0 hitp: (s 0

Operating Systems This is the parent catalog item for all Operating Systems hitp:[fasssw mycompany com/preductsfos

Catalog Items Request | Requester Component Version | License Status Request Type Creation
D Date

Mobile 1.0 9(URL) | Jane Doe apache-akarta-commons-codec 1.10 Apache License 2.0 Approved Intemal Use 04072015

Mobile 2.0

Operating System 1.0 8(URL) | Jane Doe jouery 19 MIT License (also X11) Created Intemal Use 03252015

Operating System 2.0

Operating System 3.0

Operating System 1.0 T(URL) Jane Doe scriptaculous 19 MIT License (also X11) Approved Intemal Use 03252015

Operating System 2.0
Operating System 3.0

3. Click the Show/Hide button to display additional details for each catalog itemattribute. HTML and Excel versions of
the report are available for download.

Reporting on Third-Party Notices for Requests
(Filtered by Product Catalog)

The Third-Party Notices Report for Requests (Filtered by Product Catalog) option presents all third-party notice data
for requests associated with the selected catalog items. To run this report, third-party notices should be created for
requests.

Task To access the report, do the following:
1. Open Reports | Third-Party Notices Report for Requests (Filtered by Product Catalog).
2. Click Add Product Catalog and select the catalog items you would like to report on.

3. Click Generate to run the report.
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4. The report output contains third-party notices only for those requests associated with the selected Product Catalog
items. You can download the report in HTML format.
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Performing Advanced Searches

This section provides information about advanced searches:
® Advanced Searches

® Advanced Project Search Example

Advanced Searches

FlexNet Code Insight contains an advanced search interface that allows parametric searches to be used for filtering the list
of projects, inventory items within a project, components, and licenses.

Advanced search supports multiple search criteria that must all be met for an item to be returned. The search criteria
consist of an entity, field, operator, and value. The list of available entities varies based on which entity is being searched as
shown below:

Project Advanced Search

®  Project Description

® ProjectID

® Project Name

® Project Owner

®  Project Status

® Requester Name

® Project Metadata Fields

® Project Properties
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Advanced Searches

Inventory Advanced Search

Inventory
Request
Component
License

Inventory Properties

Request Advanced Search

Request
Inventory Fields
Comment Text
Has Comments
ID

Requester Name
Review Deadline
Status
Component
License

Request Properties

Component Advanced Search

These are components associated with project inventory.

146

Component Properties
Component Fields
Description

Has Encryption

Has Vulnerabilities

ID

Is Custom

Name

Component Metadata Fields
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License Advanced Search

These are licenses associated with project inventory.
® Component

® license

® License properties
® |icensefields

® Comment Text

® HasComments

® Has Family

® HasObligations

e D

® |sCustom

® |sFamily

® Name

® Text

® License Metadata Fields

Policy (Web Ul) Advanced Search

®  Policy Properties

Team (Web Ul) Advanced Search

® Team Properties

Group (Detector) Advanced Search

®  Group Properties

Advanced Project Search Example

To search for projects using advanced search criteria, perform the following steps.
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Task
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To search for projects using advanced search criteria, do the following:

1.
2.

Navigate to My Projects.
Select Advanced Search in the project table header to switch to the advanced search mode.

Click the View Saved Project Searched button to edit/execute an existing advanced project search, or click the Add
New Project Search button. The Advanced Project Search dialog appears:

New Project Search ¥
B [Mame
Description
® Criteria 'ﬁ Add New Project Search Criteria
Entity Field COperator Value Actions
Cancel

Click the Add New Project Search Criteria button to define search criteria. The Project Search Criteria dialog
appears.

Project Search Criteria ®
u Entity Inventory hd
| Field Requires Source Distribution —
® Operator = st
= Value Yes w7

Add J Cancel J

Select and enter criteria for the search:

®  Select the entity to search by.

®  Select the entity field to search by.

® Select the operator.

® Select or enter the value for the entity field to search by.
Click Add.

Repeat as necessary to define other criteria for the search.

Click the Save and Search button or the Search without Saving button to invoke the search. To save the search
without invoking it, click Save. The projects table is reloaded with all project records that match all the defined search
criteria:

Note « When searching using the equals and not equals operator, only properties and/or metadata fields with assigned

values are considered. Therefore if a license does not have a value for category and an advanced search criteria is defined as

License Category I= “Category 1’, only those licenses with an assigned license category that is not equal to Category 1 will be

returned.
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FlexNet Code Insight Public APIs

This section is a starting point for learning about the FlexNet Code Insight Public API. It will familiarize you with writing
Groovy scripts for access to the FlexNet Code Insight Public APIs from several contexts.

®  Public API Entry Points and Contexts
®  Web Ul Custom Buttons

® Detector Groovy Console

®  Scan Server Autorun Scripts

® Workspace Reports

® Web Reports

Public API Entry Points and Contexts

The following places in FlexNet Code Insight are accessible via the public APIs.

ScriptRunner

ScriptRunner is a standalone module that allows for communication with the FlexNet Code Insight Core and Scan servers
to perform various application functions. For more information, see “Using ScriptRunner” in the FlexNet Code Insight
Installation and System Administration Guide.

In addition, FlexNet Code Insight provides Groovy scripts that can be used to import and export group definitions and
associated file information, such as tags applied to files, along with all attendant custom data. For information, see
Importing & Exporting Workspaces in the FlexNet Code Insight Installation and System Administration Guide.

Web Ul Administration Scripts Page

Custom Groovy scripts can be registered in the FlexNet Code Insight central database via a SQL script and can be executed
via the Script option on the Administration page in the FlexNet Code Insight Web UI.
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Note « These scripts are not interactive and therefore parameters cannot can be passed to the script.

Web Ul Custom Buttons

Some FlexNet Code Insight customers have custom features and/or integrations that have been implemented using
external Groovy scripts. These scripts are invoked by custom buttons in the FlexNet Code Insight Web Ul that are activated
by a FlexNet Code Insight license key (Code Insight.key) that enables such functionality. If your FlexNet Code Insight
license key does not activate these features, the custom buttons will not be visible.

Detector Groovy Console

Groovy scripts may be executed from the FlexNet Code Insight Detector client either via the built-in Groovy console or via
the Scripts menu. These scripts are limited to functionality available within a given FlexNet Code Insight workspace, and
must operate within that context.

Scan Server Autorun Scripts

There are several FlexNet Code Insight scanner hooks that is used to execute custom logic at various phases of the
workspace scan process. The following phases are supported: workspace open, on error, on success, before & after scan,
after scan commit, and after post-scan analysis. These scripts are provided a WorkspaceCover object for convenience.

Workspace Reports

FlexNet Code Insight workspace reports in some cases have been implemented in Groovy and make use of FlexNet Code
Insight public APIs. Workspace reports are provided a WorkspaceCover object and are limited to functionality available
within a given FlexNet Code Insight workspace.

Web Reports

FlexNet Code Insight Web reports have all been implemented using Groovy scripts to allow customers to modify existing
reports or create new ones.

Accessing Core & Scan Servers via ScriptRunner

150

ScriptRunner is a standalone module that allows communication with FlexNet Code Insight Core and Scan servers to
perform various application functions. For more information about ScriptRunner, see “Using ScriptRunner” in the FlexNet
Code Insight Installation and System Administration Guide.

Note - Ifyou are running ScriptRunner from a machine other than the FlexNet Code Insight Core Server, you must use the -c
flag to specify the URL of the FlexNet Code Insight Core Server (i.e. http://Localhost:8888/Code Insight). If using
ScriptRunner for the first time, you will be prompted for a password. Below are examples:

® OnWindows: scriptRunner.bat -c <CORE_SERVER_URL> -u user file.groovy
® OnlLinux: ./scriptRunner.sh -c <CORE_SERVER URL > -u user file.groovy

Company Confidential FNCI-6133-UG00 FlexNet Code Insight 6.13.3 User Guide



Chapter 17 FlexNet Code Insight Public APIs
Accessing Core & Scan Servers via ScriptRunner

The following operations are supported via ScriptRunner. They are organized by various covers (facades) that expose the

various APIs. For more information, see API Covers (Facades).

Table 17-1 « Operation Types Supported via ScriptRunner

Operation Type Operation

Admin Service Cover ®  User, Team, Project, and Policy Management
® Metadata Value Management (User, Team, Policy, Task)
®  Other Utility APIs
Metadata Service Cover ® Metadata Field Management
Request Service Cover ® Request Management
Reference Data Service Cover ® Component, Version, License, and Vulnerability Management
® Metadata Value Management (Component, Version, License, and
Vulnerability)
Project Data Cover ® Project Configuration Management
® Workspace Management
®  Project Queue (Scans + Reports) Management
®  Project Inventory Management (Comments, Questions/Answers, Checklist
Items, and Review Status)
® Project Request Management
®  Project Task Management
®  Project Snapshot Management
® Metadata Value Management (Project, Workspace, Inventory, and Request)
Auditor Service Cover ® Tag Management
®  Group Management
®  File Management
® Metadata Value Management (File and Group)
Workspace Locator Cover ®  Open Existing Workspaces
Workspace Cover ® Manage Workspace Settings
®  Obtain Workspace Scan Results
® Codebase APIs
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API Covers (Facades)

FlexNet Code Insight public APIs are exposed via various covers (facades). These covers are the entry point for various
service-level APIs that allow interfacing with the FlexNet Code Insight Core and Scan server.

®  Admin Service Cover

® Metadata Service Cover

® Reference Data Service Cover
®  Project Data Cover

®  Auditor Service Cover

® Workspace Locator Cover

®  Workspace Cover

Admin Service Cover

The AdminServiceCover is the entry point for FlexNet Code Insight Core server administrative public APIs. It supports
various operations related to managing users, teams, projects, and policies. To use these APIs, the AdmninServiceCover
needs to be instantiated by passing in the FlexNet Code Insight Core server IP address. An example is shown below.

Constructor

AdminServiceCover(String Code InsightCoreServerIpAddress)

Sample Code

import com.Code Insight.script.AdminServiceCover;

// Enter core server IP address
String coreServerIpAddress = System.getProperty("core.server.url");
AdminServiceCover adminSrv = new AdminServiceCover(coreServerIpAddress);
if (adminSrv != null) {
try {
// Print all team names
adminSrv.getTeamNames().each {
team ->
println("Team:

+ team);

}
} catch (Exception e) {
e.printStackTrace();

}
} else {

println("Unable to connect to Code Insight Core server: " + coreServerIpAddress);
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Metadata Service Cover

The MetadataServiceCover is the entry point for FlexNet Code Insight Core server metadata management public APIs. To
use these APIs, the MetadataServiceCover needs to be instantiated by passing in the FlexNet Code Insight Core server IP
address. An example is shown below.

Constructor

MetadataServiceCover(String Code InsightCoreServerIpAddress)

Sample Code

import com.Code Insight.script.MetadataServiceCover;

// Enter core server IP address
String coreServerIpAddress = System.getProperty("core.server.url");
MetadataServiceCover mdSrv = new MetadataServiceCover(coreServerIpAddress);
if (mdSrv != null) {
try {
// Print all metadata field/values for a particular license
Object mdvValue = null;
long licenseld = 20; // Apache License, Version 2.0
mdSrv.getMetadataDefinitions(mdSrv.getEntityId("license")).each {
mdDef ->
mdValue = mdSrv.getValue(mdDef.getId(), licenseld);
// MDValue always returns a list even if single value, get first
// value if list is not empty
if (mdvalue != null & mdValue.size() > 0) {
println(" " + mdDef.getDisplayName() + ": " + mdValue.get(9));

}
} catch (Exception e) {

e.printStackTrace();

}
} else {

println("Unable to connect to Code Insight Core server: " + coreServerIpAddress);

Reference Data Service Cover

The ReferenceDataServiceCover is the entry point for FlexNet Code Insight Core server component, version, license, and
vulnerability entity management public APIs. To use these APIs, the ReferenceDataServiceCover must be instantiated by
passing the FlexNet Code Insight Core server IP address. An example is shown below.

Constructor

ReferenceDataServiceCover(String Code InsightCoreServerIpAddress)

Sample Code

import com.Code Insight.script.ReferenceDataServiceCover;

// Enter core server IP address
String coreServerIpAddress = System.getProperty("core.server.url");
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ReferenceDataServiceCover refDataSrv = new ReferenceDataServiceCover(coreServerIpAddress);
if (refDataSrv != null) {
try {
// Print all license family names
refDataSrv.getLicenseFamilies().each {
licId ->
println("License Family:

+ refDataSrv.getLicense(licId).getName());

}
} catch (Exception e) {

e.printStackTrace();

}
} else {

println("Unable to connect to Code Insight Core server:

+ coreServerIpAddress);

Project Data Cover

The ProjectDataCover is the entry point for FlexNet Code Insight Core server project data management public APIs. To use
these APIs, the ProjectDataCover must be instantiated by passing the FlexNet Code Insight Core server IP address. An
example is shown below.

Constructor

ProjectDataCover(String Code InsightCoreServerIpAddress)

Sample Code

import com.Code Insight.script.ProjectDataCover;

// Enter core server IP address

String coreServerIpAddress = System.getProperty("core.server.url");
ProjectDataCover pdCover = new ProjectDataCover(coreServerIpAddress);
if (pdCover != null) {

try {
// Print all inventory items for project
String teamName = "Engineering";

String projectName = "ePortal 1.3";

pdCover.getInventoryForProject(teamName, projectName).each {
invItem ->
println("Inventory Item:

+ invItem.getAuditGroupLabel());

}
} catch (Exception e) {

e.printStackTrace();

}
} else {
println("Unable to connect to Code Insight Core server:

+ coreServerIpAddress);

Auditor Service Cover

The AuditorServiceCover is the entry point for auditor APIs related to groups and tags. To use these APIs, the
AuditorServiceCover must be instantiated by passing the FlexNet Code Insight Core server IP address. An example is
shown below.
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Constructor

AuditorServiceCover(String Code InsightCoreServerIpAddress)

Sample Code

import com.Code Insight.script.AuditorServiceCover;

// Enter core server IP address
String coreServerIpAddress = System.getProperty("core.server.url");
AuditorServiceCover auditCover = new AuditorServiceCover(coreServerIpAddress);
if (auditCover != null) {
try {
// Print all groups for project
int projectId = 1;
auditCover.getGroupIds(projectId).each {
groupId ->
println("Group:

+ auditCover.getGroupDetails(groupId).getName());
}
} catch (Exception e) {
e.printStackTrace();
¥
} else {
println("Unable to connect to Code Insight Core server: " + coreServerIpAddress);

Workspace Locator Cover

The WorkspaceLocatorCover is instantiated by ScriptRunner and provided as a variable called locator. The locator is
used to open a workspace. An example is shown below.

Constructor

import com.Code Insight.script.WorkspaceCover;

Sample Code

// Enter scan server IP address
String scanServerIPAddress = "127.0.0.1";
String workspaceName = "ePortal_13";
String serverUri = "http://" + scanServerIPAddress + "/";
String workspaceUri = serverUri + workspaceName;
locator.setServerUri(serveruri)
WorkspaceCover workspace;
try {
workspace = locator.openWorkspace(workspaceUri);
println("Workspace Name: " + workspace.getName());
println("Workspace UUID: " + workspace.getUuid());
} catch (Exception e) {
e.printStackTrace();
} finally {
if (workspace) {
workspace.close(); // Make sure you always close a workspace you open
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Workspace Cover

The WorkspaceCover is the entry point for workspace scan results and codebase access APIs. To use these APIs, the
WorkspacelLocatorCover must be used to obtain a WorkspaceCover object that represents an open workspace. The
WorkspaceCover can then be used to obtain access to the following covers that contain APIs for workspace scan results and
codebase access:

CodebaseServiceCover

This is a deprecated cover and should not be used. Use the WorkspaceCover.getFilesystem() APl instead to gain access
to the codebase (files in the file system) that was scanned by the workspace.

ScanResultCover

This cover is used to obtain high-level information about the latest scan including the Compliance Library version, the scan
date and duration, and the various file counts associated with the workspaceultServiceCover.

This cover is used to obtain scan results for a given workspace. There are APIs provided to obtain any scan results that can
be viewed by the auditor in the Detector client.

SignatureServiceCover

This cover is used to obtain information about files, Java names, and releases known to a given workspace.

Sample Code
Below is an example for showing the number of scanned files and detected copyright holders:

import com.Code Insight.script.WorkspaceCover;

// Enter scan server IP address
String scanServerIPAddress = "127.0.0.1";
String workspaceName = "ePortal_13";
String serverUri = "http://" + scanServerIPAddress + "/";
String workspaceUri = serverUri + workspaceName;
locator.setServerUri(serveruri)
WorkspaceCover workspace;
try {
workspace = locator.openWorkspace(workspaceUri);
println("Workspace Name: " + workspace.getName());
println("Workspace UUID: " + workspace.getUuid());
println("Scanned Files: " + workspace.getScanResult().getScannedFileCount());
println("Detected Copyright Holders...");
workspace.getScanResultService().getCopyrightOwners().each {
holder ->
println("

+ holder.getName());
}
} catch (Exception e) {
e.printStackTrace();
} finally {
if (workspace) {
workspace.close(); // Make sure you always close a workspace you open
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Auditing and Analysis Overview

This section provides an overview of the what, how, and why auditors perform the tasks associated with their role.

Tasks an Auditor Performs
How Auditors Perform Tasks

Why Auditors Perform Tasks

Tasks an Auditor Performs

An auditor has the job of analyzing evidence but not performing Intellectual Property (IP) compliance and vulnerability
problem-solving actions. The general auditing and analysis steps are as follows:

1.

2.

10.
11.

12.

Setting up the workspaces to scan codebases for third-party materials
Scheduling scans and reports

Launching Detector

Viewing scan and reports in the task queue

Viewing reports

Choosing the workspaces to open and analyze

Opening and accessing scan results

Viewing different types of evidence (for example, source code fingerprint matches, exact files [digest] matches,
copyright matches, license matches, string search term matches, Java name matches, etc.)

Organizing and viewing the codebase scan evidence
Analyzing the codebase scan evidence and constructing groups and components to represent detected inventory
Publishing groups as inventory

Managing a catalog of custom Open Source Software (OSS) material
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A general view of the auditor workflow is presented in the following diagram. If the scan is not providing you with the
information you are seeking, you can re-configure the workspace and schedule a new scan to analyze.

Workspace / Project

Generate Scans

Configure & Queue Scans

Generate
Reports & Scan Results
Queue Reports

Open View &
Organize
Evidence

Publish
Inventary

How Auditors Perform Tasks

An overview of the way an auditor performs the various tasks is as follows:

1. Configure the workspace settings and details. This includes file settings, detection techniques to employ during the
scan, sensitivities of the results, and specifics about the types of files to scan, such as extensions, etc.

2. After the workspace is configured, schedule scans and reports of the codebase in one or many workspaces.

a. Scanningis best done in batches. To save time, queue your scans before leaving work. This way they can be
sequentially performed through the night and not during work hours. Depending on the size of your code base,
some scans and/or reports may take many hours.

b. Forensic scans allow you to generate reports that categorize underlying evidence. The advantage of this is that
you can look at reports, for example, while on an airplane without network connectivity, by printing out a static
hard copy.

c. Scanresults are live on the server, and unless you change a code base or data library you don’t need to scan a
workspace again. Reports are persistent on the scan server.

3. Check the specific task queues to make sure you have scheduled and prioritized the scans and reports to your liking.
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4. Once the scans are completed, launch Detector from the Web Ul. The Detector forensic client allows you to choose
one workspace from your completed list of scans and view, with varying levels of granularity, every piece of data (scan
results) in that specific workspace’s code base.

5. Analyze any evidence that might constitute a relevant compliance or security vulnerability issue in your code base.
The evidence you analyze includes source code fingerprint matches, exact files [digest] matches, detected copyrights,
detected license text or references, string search term matches, detected emails and URLs, Java name matches, etc.
Sometimes there is an issue, but it has low relevance to your eventual software application’s integrity. For example:
You find an issue with a certain license match. But this license match issue is only relevant if you are distributing your
codebase internationally. If your company has no history or intention of distributing your application internationally,
you do not have a licensing issue that requires attention.

6. Organize and evaluate the information as it relates to your own internal compliance and security vulnerability
policies.

7. Publish aninventory of components that are detected via the scan of the code base. These inventory items are then
put through the compliance workflow to ensure that usage is permissible in your organization. This workflow may
involve the security analysts, owner, and various reviewers.

8. Inventory with associated component versions containing known security vulnerabilities will require a review by the
security analyst. Furthermore, all inventory items require an IP review by the reviewers, and these are configured by
the project review workflow.

Why Auditors Perform Tasks

The main job function of the auditor is to analyze the results of the codebase scan, and generate an inventory (bill of
materials) using the automated detection techniques as well as the other available third- party indicator evidence that
resulted from the scan. By subsequently publishing the detected inventory, issues related to IP compliance and security
vulnerabilities can be brought to the attention of the rest of the team.

The auditor does not make any compliance decisions. His or her sole responsibility is to analyze the scan results and
generate a complete and accurate inventory of third-party materials. Once the inventory is published the rest of the
workflow determines the validity of the existence of the inventory items.
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Configuring Workspaces

This section contains the following topics:

Workspaces

Accessing Workspace Configuration Settings
General Tab Tasks

Software Configuration Management Tab
Detection Tab Tasks

Source Code Options Tab

Rescan Options Tab

Automated Analysis Tab

Workspaces

The owner or assigned auditor configures project workspaces before launching a project. Workspaces are associated with

specific projects and are usually scanned to ensure code compliance and to discover security vulnerabilities associated
with the detected components.

Note « Only letters, numbers, underscores, and dashes may be used in the workspace name. To access workspace
configuration settings, perform the following steps.

Accessing Workspace Configuration Settings

To access workspace configuration settings, perform the following steps.
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Task To access workspace configuration setting, do the followings:

1. Loginto FlexNet Code Insight as the Auditor.

Forgot Password?

2. You can get to the list of your active projects from the Dashboard or by clicking My Projects in the main menu.

?

'\
New re q uest

| 8 My Security Alerts | 2§ MyTasks | |7 MyShortcuts | () Dashboard

Fiter: | My Active Projects v Search: yel
Project « Audit (doss not include files within archives) Inventory Review

ePortal-1.3 [ ]

0 of 44 files with indic ators reviewed
L |
0 of 34 files without indicators reviewed

[ 4 |Pagel 1lof1| » #l| | Showal

There are no inventory tems for this project.

Jo

Search requests

Inventory with Legal / Remediation / Security Issues

There are no inventory tems for this project.

1-10f1
Figure 19-1: My Projects Dashboard
] My Projects
|[Basic Search| Advanced Search | iter: |In Progress Projects ~ | seanch =)
= — L il ik 3 A I = ozmmi
| Name « Team Crwner Status Inventory Requests  Tasks | Actions
ePortal Project Team1 Auditor Auditor In Progress a 1] 2 @ "';.’

|4 4 |Page] 1lof1| b bl | @ | Snowat

Figure 19-2: My Projects Screen

1-10f1

3. Click the project name (Name column) or the Magnifying Glass icon (Actions column). The Summary tab appears.
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% Home | () My Projects | B Policies | () scheduler | @ Research | 24 Reports Welcome Auditor | &y My Settings | »» Help | <8 Logout
] ePortal 1.3 ( portal appli version 1.3.)
Y ksp Y Requests || Tasks || Polides | Comments
Name ePortal 1.3 (Enterprise portal application, version 1.3.)
Team Engineering (San Jose development team.)
Owmer Owner Smith
Auditors Auditor Smith
Security Analysts There have been no Security Analysts selected for this project.
Observers There have been no Observers selected for this project
Advanced Options Enable Inventory Quick Review: Yes Project Summary Emails: Never
Auto-Publish Inventory: Yes Request Review Reminder Emails: Never
Apply Policies to Inventory: Yes Request Form: Short Request Form Definition
Comments There are no comments for this project
Child Projects There are no child projects for this project.
Status In Progress
Progress Audit

e PRI R——

Il ] 6 of 35 files without indicators reviewed

Inventory Review

I T | 7 total (1 rejected, 1 pending review, 4 approved, and 1 not yet reviewed)
Inventory with Legal | Remediation | Security lssues

| | Legal: 7 total (D open, 0 completed, and 7 none required)

i ] 7 total (1 open, 0 completed, and 6 none required)

L ] Security: 7 total (0 open, 0 completed, and 7 none required)

4. Select the Workspaces tab, which shows the project compliance and vulnerability workspaces associated with the
project. The icons to the right of the project name allow you to perform the following activities:

® View and edit workspace details (magnifying glass).

® View and edit workspace settings (cog).

® View the task queue for the selected workspace (clock).
® View reports for the selected workspace (graph).

® Launch the Detector forensic client for the selected workspace (computermonitor).

% Home | () MyProjects | B Policies | %) Scheduler | @ Research | ¥ Reports Welcome Auditor | & My Settings | v Help | <8 Logout
] ePortal 1.3 portal appli version 1.3.)
Summary k ¥ Tasks || Policies | Comments
Search: y] © (Create New Workspace
Name Server Audit Progress Actions
ePortal_13 servert I 12 of 43 files with indicalors reviewed EE-ICNR ]
BT ] 6 of 35 files withoul indicators reviewed
4 4 |pagelr lef1| ¥ bl | @ | Showall 1-10f1
To configure Workspace Settings on the General tab, perform the following steps.
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e
o=
M

Task To set workspace settings on the General tab, do the following:
1. Click My Projects > Project Name > Workspaces Tab >Cog icon. The General tab appears:

i Home | 43 Administration = | (] My Projects | [ Policies | (%) Scheduler | @ Research | [ Reports Welcome Alex | i My Settings | +.* Help | =8l Logout

] ePortal 1.3 + Workspace —+ ePortal_1-3 Settings

General = Detection Source Code Options Rescan Options Automated Analysis

Name ePortal_1-3
Description
Applications None (Use Local File System) [=]
Folders to Scan C:\Cleanroom\ePortal-1.3\ Browse ...
Type
Remove
Excluded File Patterns = jspjava all -
"Lhg
.svn

"Cvs -

Save Cancel

2. The General tab allows you to enter a description for the workspace. If you are scanning a snapshot of your code base
that is not tied to an SCM system, you can also choose folders to scan by clicking the Browse, Type, or Remove
buttons. Note that the folders to scan may be restricted by the group to which this project belongs. The Application
Administrator can restrict which folders are available for groups to scan by assigning the folder group permissions.
Clicking on the Type button opens a dialog box requesting that you input a scan folder. To add a file pattern to exclude
during a scan, click the Plus icon. The Minus icon removes excluded file patterns, so these files now appear in a scan.

Note « Windows hard links are not respected by the scanner and may cause file counts to be off in the workspace.

3. Click Save.

Software Configuration Management Tab

If integration with ClearCase, Perforce, Subversion, Git, or TFS is enabled in the scan engine SCM configuration file
(<CODE_INSIGHT_ROOT>/config/scanEngine/scm.properties), the Applications pull-down menu in the Workspace
Settings - General tab is populated with the available options.

Selecting any of the options enables the Software Configuration Management (SCM) tab which allows you to configure
the SCM settings for the selected SCM application for the current workspace. Doing this ensures that files are up to date at
the time of scanning.

See the Installation and System Administration Guide for detailed instructions related to SCM configuration for workspaces
and project copy.
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Detection Tab Tasks

To configure Workspace Settings on the Detection tab, perform the following steps.

To configure workspace settings on the Detection tab, do the following:

1.

2.

To access the Detection tab screen, follow the instructions in the General Tab Tasks.

Click the Detection tab. The Detection tab screen allows you to set the detection parameters. For example, you can
enable digest matching, namespace matching, copyright file patterns, language extensions, source code fingerprint
scanning, and string searches.

You can choose to exclude or include in the scan specific code languages and file extensions associated with those
languages. To see the file extensions associated with the language that will be included in the scan, highlight a
language and then select the Enable checkbox.

Check the Scan Files Inside Archives checkbox to perform a deep scan on the archives in your codebase. With this
option enabled, the archive’s outer file (such as foo.jar) and its inner files (all files inside foo.jar) are tagged for
different evidence types. Both types of files will be visible in Detector, allowing you to perform file operations such as
marking, tagging and adding to group.

The following table lists the supported archive types and evidence.

Table 19-1 « Supported Archive Types and Evidence

Supported Types Description

Supported Archive Types  ab, ear, jar, rpm, sar, tar, tar.bz, tar.bz2, tar.bzip2, tbz, tgz, war and zip are supported
archive types. For the most up-to-date information on supported types, go to
Workspace Settings -> Detection Tab -> Archive Scanning Options section at the
bottom of the page to see a list of extensions supported in this release.

Supported Evidence Exact Matches, Copyrights, Emails and URLs, Search Terms and Licenses are

Types supported evidence types. Automated Analysis techniques such as Auto- WriteUp,
POM File Analyzer and MID Rule Detection are also available for archives. See the
Automated Analysis Tab section on how to enable these techniques.

Source Matches Files inside archives will not be scanned and tagged for Source matches. For
extended analysis on files inside archives, it is recommended that you manually
unpack the archive before performing a scan.

Exact Matches Archives that contain an Exact match (digest match) on the outer file will be tagged
with the “Contains Exact File Matches” tag. Inner files of these archives will not be
tagged for Exact matches. This behavior is in place as a performance enhancement
and is reflected in the group/tag file counts. Inner files of archives with Exact matches
will still be tagged for all other evidence types, including Copyrights, Emails and
URLs, Search Terms and Licenses.
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6. You can specify which archive types to include for deep scanning in the Archive Scanning Options section. To specify
an archive type for deep scanning, select the extension associated with the archive from the list of available
extensions. Use the < option to move the item to the Scan Files Inside These Archives area on the left. If you do not
want to include an archive type for deep scanning, use the > option to move the extension to the Don’t Scan Files
Inside these Archives area on the right. For information on viewing and analyzing scan results for archive files, see
Working with Archives.

] ePortal-1.3 & Workspace —+ ePortal_1-3 Settings

General Detection Source Code Options Rescan Options Automated Analysis

Enable Digest Matching il
Enable License Detection Ll
Enable Email / URL Detection
Enable Namespace Matching =i
Copyright File Patterns . =+ .
Enable ¢
Languages - Extensions Ada = =]+
Enable Source Code Fingerprint Scanning ¥ | | asp =1
c# Enable
CiC++
Delphi
Fortran
Java ) -

Don't Fingerprint Files with Digest Matches #| * I checked, files that have digest matches will not be source code fingarprinted. Scans will take longer if this option is disabled
String Search 1 | S s

* Short search strings may negatively impact scan time

Archive Scanning Options # Scan Files Inside Archives
* If unchecked, files within the archive will not be scanned of visible
Scan Files Inside These Archives Don't Scan Files Inside These Archives

- cab -
> ear l
< ||for

¥ fom v

Save Cancel

7. To search the code base for a certain string, click the Plus icon in the String Search row. The Input dialog appears so
you can enter the exact text string for which to search.

Input »
9P ) Please input the new search string:
-

OK ] Cancel ]

8. Click OK to save your detection settings.

Source Code Options Tab

To set the sensitivity of the workspace scan of the source code scan, perform the following steps.
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Task To set the sensitivity of the workspace scan of the source code scan, do the following:
1. To access the Source Code Options tab, follow the instructions in the General Tab Tasks section.

2. Select the Source Code Options tab. The Source Code Options tab opens. You can adjust the sliders to narrow the
percentages of certain code elements and characteristics you want to see in a scan. This allows you to save time by
analyzing priority compliance issues instead of every issue that might appear in a code base.

% Home \.JMvProjem l Policies | (%) Scheduler 0 Research ?d Reports Welcome Owner :Ir My Settings -'.‘ Help ﬁ Logout

] ePortal 1.3 -+ Workspace -+ ePortal_13 Settings
General Detection Source Code Options Rescan Options || Automated Analysis

Enter all values by adjusting the slider settings. Mouse over the column heading for information on how to use that setting

Code Rank Coverage Clustering Uniqueness Match  Min Match

1 1 1 1 100 100
0 0 0 0 0 0
0 0 0 1] 6 6

Save | | Cancel

The sliders act as scan thresholds. All source matches with values below the sliders will be suppressed from the scan

results. For example, if you set the Coverage slider to .75 (75 percent coverage), then the scan results will only source

matches with a coverage value above 75%. All other matches will not be available. Coverage is a term used to identify
the percentage of third-party files detected in the scanned source file.

Rescan Options Tab

The options on this tab allow you to control the conditions under which files that have been reviewed by the auditor are
brought out of review during a rescan.

Task To configure workspace settings on the Rescan Options tab, do the following:
1. To access the Rescan Options tab, follow the instructions in General Tab Tasks.

2. Select the Rescan Options tab to view available options.
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] ePortal 1.3 — Workspace —+ ePortal_13 Settings
General Detection Source Code Options Rescan Options Automated Analysis

Enable Incremental Scanning W

File Review Status Options | Below are several options to control which changes to scan results will bring a file back to Unreviewed state following a rescan. Only
files that have been marked as Reviewed and NOT marked as Analysis Completed will be changed

¥ Digest (Exact) Matches
Flip to unreviewed state if a file had digest matches in the previous scan, but no longer does, or did not have any digest matches in
the previous scan, but now does

¥ Copyrights
Flip to unreviewed state if the list of detected copyright holders in a file is different following a rescan

¥ Licenses
Flip to unreviewed state if the list of detected licenses in a file is different following a rescan

¥ Emails and URLs
Flip to unreviewed state if the list of detected email addresses or URLs in a file is different following a rescan.

¥ Search Terms
Flip to unreviewed state if the list of detected search terms in a file is different following a rescan

¥ Source Matches
Flip to unreviewed state if the source match results in a file are different following a rescan

™ Flip to unreviewed state if the only change in scan results for that file is that there are fewer components in the list of possible
source matches after a rescan

¥ lgnore Unchanged Files
Do NOT flip to unreviewed state if the file has not changed since the last scan.

Save | | Cancel

You may disable incremental scanning and force a complete re-scan of the selected codebase. Incremental scans only
scan files that have been added or modified since the last scan. The entire codebase is scanned during the first scan,
oritis scanned if the Compliance Library is updated.

Select any of the following options to control which changes in the scan results will return a file to an unreviewed state
after a rescan:

® Digest (Exact) Matches—Return to unreviewed state if a file had digest matches in the previous scan, but no
longer does, or did not have any digest matches in theprevious scan, but now does.

®  Copyrights—Return to unreviewed state if the list of detected copyright holders in a file is different following a
rescan.

® Licenses—Return to unreviewed state if the list of detected licenses in a file is different following a rescan.

® Emails and URLs—Return to unreviewed state if the list of detected email addresses or URLs in a file is different
following arescan.

® Search Terms—Return to unreviewed state if the list of detected search terms in a fileis different following a
rescan.

® Source Matches—Return to unreviewed state if the source match results in a file are different following a rescan.

®  Return to unreviewed state if the only change in scan results for that file is that there are fewer components
in the list of possible source matches after a rescan.

® Ignore Unchanged Files—Do not return to unreviewed state if the file has not changed since the last scan.

Note « Only files that have been marked as Reviewed and not marked as Analysis Completed will be changed.
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Automated Analysis Tab

To control which automated analysis techniques are executed after the scan completes, perform the following steps.
(Refer to Automated Analysis for more details about these techniques.)

Task

To configure workspace settings on the Automated Analysis tab, do the following:

1. Tonavigate to the Automated Analysis tab, select My Projects > project_name >
Workspaces>workspace_name>Workspace Resources>Edit Workspace Settings.

2. Open the Automated Analysis tab:

il Test_Project + Workspace + W51 Settings

General Detection Source Code Options Rescan Options Automated Analysis

Enable POM File Analyzer L
Enable Auto-WriteUp™ Ll
Enable Multi-Indicator Detector Ll
Add Non-Indicator Files to Groups? U
Enable CodeAware Ll
CodeAware dependency level Mo Dependencies A

Note: If a project workspace was previously scanned with Analyzer, you are strongly recommended

3. Select any of the following options for the automated analysis of the scan results for a workspace:

Enable POM File Analyzer—This automatically creates a group for the artifact for which the POM file exists, as
well as for each dependency that is defined in the POM file. The dependency groups also contain the group id of
the parent group in the newparentlds field. This data can be used to generate a hierarchical relationship between
the top-level projects and their transitive dependencies. This analysis technique is disabled bydefault.

Enable Auto-WriteUp™—This automatically creates a group with associated files and populates it with group
details such as Description, URL and As-Found License Text if all rule engine conditions are satisfied. For detailed
information on this option, see Using Auto-WriteUp™. This analysis technique is enabled by default.

Enable Multi-Indicator Detector (MID)—This automatically creates a group with associated files if all MID rule
conditions are satisfied. This analysis technique is enabled by default.

Add Non-Indicator Files to Groups—For each system group that is created, the indicator files (files that are
indicators of the group and the reason the group exists) are always added to the group. However, you can also
optionally have the system add all otherfiles known to exist in the component (and version if available)
associated with the group. In other words, any scanned file that has exact matches to the component (and
version if available) can be added as an included file to the system created group. This option is disabled by
default.
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Enable Analyzer—(Available only if the FlexNet Code Insight administrator has enabled the Analyzer in your
Code Insight installation.) The Analyzer aids the auditing of third-party code by automatically identifying
dependencies, packages, and source distributions. The Analyzer works in two ways. First, it can be used before a
scan task to generate a Quick Assessment report that provides an overview of your codebase contents. Secondly,
the Analyzer can execute automatically (or be scheduled to execute) after a scan to create component groups or
inventory items. It also builds Third-Party Notices for groups and inventory items when the data is available and,
for scheduled executions, produces a Group Builder report. Refer to Using the Analyzer to for details.

Enable CodeAware—CodeAware is basically the “next generation” of automated discovery, providing much of
the same detection functionality as the Analyzer to build groups and auto-generate inventory.

Note « If a workspace was previously scanned with the Analyzer, you are strongly recommended not to enable
CodeAware in place of the Analyzer for subsequent scans, as this can result in duplicate groups. If you would like to
replace Analyzer results with CodeAware results, you can do so in a new project to avoid duplicates.

CodeAware dependency level—If Enable CodeAware is selected, you can specify the level of dependencies you
want CodeAware to process:

® Only First Level Dependencies—Direct (first-level) dependencies only.

® All Transitive Dependencies—Both direct and transitive dependencies. Transitive dependencies are
basically dependencies of dependencies.

® No Dependencies—No dependency processing at all. (Default)
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Using Auto-WriteUp™

This section discusses the Auto-WriteUp™ feature in the following topics:
®  Auto-WriteUp™
® Configuring Auto-WriteUp™

® Frequently Asked Questions

Auto-WriteUp™

Auto-WriteUp™ is part of the automated analysis technologies distributed with FlexNet Code Insight to assist the user with
the auditing process. Based on a rules engine, Auto-WriteUp™ can automatically identify OSS content in a scanned code
base and create populated groups in the FlexNet Code Insight Detector Client.
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%ijecthu;ecﬂ-wan:m Workspacel - User: admin - Palamida Detector 6.1.3 = @ 4
Workspace Script About |
[ Viekcome Grovos | Taga | Fiters | Conponents [ Lcenses [ Emais s | Serch Teems [ Copyrgnts|
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1207 Poache Camandra L 10 {Apache 3 -Med._lspache — e —
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TERMS AND OR USE, REFRS
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After reviewing the results, the auditor can publish the groups to create project inventory.

Enabling Auto-WriteUp™

Auto-WriteUp™ can be enabled or disabled as part of the Workspace Settings before scheduling a scan.

il Test_Project + Workspace —+ WS1 Settings

[ General H Detection H Source Code Options H Rescan Options ” Automated Analysis l

Enable POM File Analyzer

Enable Auto-WriteUp™
'E'u'lblé Multi-Indicator Detector !
. Add Non-Indicator Files to Groups? .
. Enable CodeAware

7l

CodeAware dependency level Mo Dependencies v

Note: If a project workspace was previously scanned with Analyzer, you are strongly recommended

Detection Rules

The Auto-WriteUp™ engine is driven by detection rules and updated weekly via the Electronic Update Service.
®  FlexNet Code Insight Rules

® High-Volume Rules
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® User Defined Rules

FlexNet Code Insight Rules

Rules created manually by FlexNet Code Insight analysts are called FlexNet Code Insight Rules. These rules can be created
for virtually any component which contains unique releases. After a component is thoroughly researched, its rules will
contain licensing information, any pertinent auditor notes, and any envelope issues (described in the next section).

High-Volume Rules

Aforge is a repository of OSS software, typically a web site or an FTP site. For example, some popular forges include GitHub
(http://www.github.com), SourceForge (http://www.sourceforge.com), and GNU (http://ftp.gnu.org/).

High-Volume Rules are created automatically by downloading available releases and associated metadata from a forge.
Unlike manually created FlexNet Code Insight Rules, High-Volume Rules only contain information that is available from the
forge, which typically does not include information about envelope issues or auditors notes.

User Defined Rules

Starting with version 6.6.1 of FlexNet Code Insight, users can define custom detection rules. To create custom Auto-
WriteUp™ rules, contact your FlexNet Code Insight account representative to set up a training session.

Configuring Auto-WriteUp™

Auto-WriteUp™ configuration is stored in the following location on the FlexNet Code Insight Core Server:
<code_insight_install _dir>/config/core/Auto-WriteUp.properties

The following properties are supported:

Name Value

groupOptions A comma-separated list of any of the following options (including no options):
® DO_VER
e DO_ENV
® SET_PRI

® REF_PARENT_VER

maxHeaders <integer>

useShortText true/false

autoPublish ALL_GROUPS/CODE_INSIGHT_GROUPS/COMPLETE_GROUPS
userRules A comma separated list of file names or <no value>.
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[®

Important - Contact Flexera Software Support (https://flexeracommunity.force.com/customer/CCContactSupport) before
editing the configuration file. Incorrect values may result in errors and a failed scan.

Property Definitions

The following are property definitions for Auto-WriteUp’s supported properties.

Property Description

groupOptions SET_PRI Automatically assign priorities to groups
created by Auto-WriteUp™. The following
priorities are supported based on the license or
set of licenses associated with the group:

(comma separated list)

® P1: Known copyleft OSS licenses (such as
GPL, LGPL, MPL).

® P2: Unknown, proprietary, commercial, or
modified licenses.

®  P3:Known permissive OSS licenses (such
as Apache, MIT, BSD).

DO_VER Create groups based on the component,
version, and license of detected OSS content.
When this option is omitted, Auto-WriteUp™ will
group files based on the component and license
only.

DO_ENV Create separate groups for envelope issues.

Envelope issues (also known as embedded
issues) are separate third- party content inside
a parent component. Typically the third- party
component is compiled, packaged, or copied
inside the parent component (not to be
confused with static or dynamic dependency
linking). Envelope issues can be especially
important if the third- party component is
licensed differently than the parent
component.

REF_PARENT_VER Explicitly reference the version of the parent
group when creating envelope groups. This
option has no effect if the DO_ENV or the
DO_VER options are omitted.
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Property Description

maxHeaders The maximum number of headers to use when providing evidence for a

(integer, default: 3)

specific license text in the As-Found-License-Text field of a group in the
FlexNet Code Insight Detector Client. Typically, a single header refers to a
URL or afile in the scanned code base.

useShortText Specifies whether to use a short sample of the license text instead of the

(true/false, default: true)

full license text when populating the As-Found-License-Text field of a
group in the FlexNet Code Insight Detector Client.

autoPublish Specifies which groups will be published if the Auto-Publish System-

(ALL_GROUPS/FlexNet Code
Insight_GROUPS/

Detected Inventory is enabled in the Project Details.

ALL_GROUPS Publish all groups created by Auto-WriteUp.
COMPLETE_GROUPS, default:
COMPLETE_GROUPS) FlexNet Code Publish all groups created by FlexNet Code
Insight_GROUPS Insight Rules.

COMPLETE_GROUPS Publish any groups which contain licensing
information (all groups created by FlexNet Code
Insight Rules and a portion of groups created by
auto-generated High-Volume Rules will contain
licensing information).

userRules Alist of file names indicating which user-specified detection rules to load

(comma separated list)

before scanning. This property may be left blank if no user-specified rules
are present.

User-specified detection rules are saved in Microsoft® Excel® workbooks to
the following directory on the FlexNet Code Insight Core Server:

<Code_Insight_install dir>/config/core/rules/

Frequently Asked Questions

The following questions are often asked about FlexNet Code Insight Auto-WriteUp:

How are Auto-WriteUp™, FlexNet Code Insight Rules or High-Volume Rules Groups Marked?
How can I tell which files were detected by Auto-WriteUp™?

Why did Auto-WriteUp™ create duplicate groups?

Why did Auto-WriteUp™ create groups with unpopulated fields?

Why did Auto-WriteUp™ create groups without versions though I included the DO_VER option in the Auto-WriteUp™
configuration?

How can I tell if a group contains envelope issues without creating envelope groups?

After editing an Auto-WriteUp™ group, will | lose the changes if | rescan the workspace?
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How are Auto-WriteUp™, FlexNet Code Insight Rules or High-Volume Rules Groups
Marked?

Each group created by Auto-WriteUp™ is marked as a System group. The Owner column in the FlexNet Code Insight
Detector Client lists the forge associated with the group. The FlexNet Code Insight forge indicates a group was created with
rules manually verified by FlexNet Code Insight analysts. Other forges indicate the group was created by auto- generated
High-Volume Rules.

£5 Project: Projectl - Workspace: Workspacel - User: admin - Palamida Detector 6,1.3 = _};'SE

Workspace Script About

VWelcome | Groups | Tags | Filters | Components | Licenses | Emails/Urls | Search Terms | Copyrights

Select All Clear Al Ignored [/| Empty
s Name Priority Component License Cwner System Sl | |G| ek |G | Sipped. SR
... A5M [bundled with MV... 3 -Medium asm-framework BSD 3-clause...|Palamida Yes 0... No In...U... U.. Unknown 1 kg
... atinject 1 (Apache 2.0) 3-Medium atinject Apache Lice. .. |Palamida Yes 0... No In...U... U.. Unknown 22
... Beanshell 2.0 (LGPL or... 1-Critical  beanshell-proj... Palamida Yes 0... No In...U... U.. Unknown g &
... berkeleydb 1,5.1 6- Set  berkeleydb Thiblio Maven2 Yes Q... No In... U.. U... Unknown 11
... berkeleydb 1,5.0 6-NotSet berkeleydh Thiblio Maven2 Yes Q... No In... U., U... Unknown WL
... berkeleydb-native 4.2 6-MNotSet berkeleydb-na... Thiblio Maven2 Yes Q... No In... U.. U... Unknown 11
... Bouncy Castle Crypto ... 3 -Medium bouncycastle-... Legion Of Th...|Palamida Yes 0... No In...U... U.. Unknown IR §
... cglib 2,2.3 (Apache 2.0) 3-Medium cglib Apache Lice... Palamida Yes 0... No In...U... U.. Unknown B
... cglib 3.0 {Apache 2.0) 3-Medium cglib Apache Lice... Palamida Yes 0... No In...U.., U... Unknown 1

Each group has information in the Detection Notes field that describes the rules used to create the group.

‘ Detection Notes Detected by Palamida Auto-WriteUp,

Generated from [bibic Maven2, see URL ( i ibiblia, Iberkeleydo berleydt

[Ls2e ]

How can | tell which files were detected by Auto-WriteUp™?

Files detected by Auto-WriteUp™ have a Detection Evidence tag indicating they were detected by Auto-WriteUp™.

q
| Node: antlr-3.3.jar MD5: e00ach71858391b35b831370d64b79234 =] (=

summary | Exact Matches | Partial Matches | Tags Groups

Name Value System
Contains Mo Indicators Yes Yes
| | "Dehection Evidence Detected by Auto-WriteUp (Palamida) Yes
In Group Yes Yes

Why did Auto-WriteUp™ create duplicate groups?

Auto-WriteUp™ does not create duplicate groups. However duplicate components may exist on forges. In that case it may
appear that Auto-WriteUp™ created duplicate groups.

Why did Auto-WriteUp™ create groups with unpopulated fields?

Groups created from FlexNet Code Insight Rules will always be filled out. Groups created from auto-generated High-
Volume Rules include as much (or as little) information as can be gathered from the forge associated with the group.

Why did Auto-WriteUp™ create groups without versions though | included the DO_VER
option in the Auto-WriteUp™ configuration?

Not all rules can be associated with appropriate versions.
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How can | tell if a group contains envelope issues without creating envelope groups?

The External Notes field of the group will contain information about any embedded issues.

After editing an Auto-WriteUp™ group, will | lose the changes if | rescan the workspace?

No, Auto-WriteUp™ will not remove any changes to the group as part of a rescan.

Workspace Backup/Restore Scripts

If you plan to use the workspace backup and restore Groovy scripts with Auto-WriteUp™, contact Support (https://
flexeracommunity.force.com/customer/CCContactSupport) to discuss how they interact.

Troubleshooting

FlexNet Code Insight Auto-WriteUp has the following troubleshooting topics:
® How do | know if an error occurred when Auto-WriteUp™ was running?
® |fanerror occurs when Auto-WriteUp™ is running, does the entire scan fail?

® Why are changes to the Auto-WriteUp.properties file not reflected after running a new scan?

How do | know if an error occurred when Auto-WriteUp™ was running?

The Scheduler Task History will report the scan as having failed. Auto-WriteUp™ will log all errors to
<Code_Insight_install_dir>/logs/Auto-WriteUp.log.X files. If Auto-WriteUp™ is unable to start, errors will be logged
to the Tomcat stdout facility.

T3 Home | &3 Agminstraton - | () MyProlects | [ Pobcies | ) Scheduler | @) Research | € Reports Welcome admin | @ My Settngs | '8 Hel | < Logout
*} Scheduler
Scan Server: | Scanneri 5

Task History

artid Task Complelid Tosk Type Bk Shtas

Projecti 061052014 01245 Q6052014 0148 Scan Faded I

If an error occurs when Auto-WriteUp™ is running, does the entire scan fail?

No, although the Scheduler Task History displays the scan status as failed, the scan results were committed before Auto-
WriteUp™ was invoked.

Why are changes to the Auto-WriteUp.properties file not reflected after running a new
scan?

When Auto-WriteUp™ runs for the first time on any workspace in a project, it saves its configuration to the project
metadata. Subsequent rescans on any workspace in that project will read the configuration from the project metadata. It is
currently not possible to run Auto-WriteUp™ with the new configuration without deleting all Auto-WriteUp™ groups from all

workspaces in that project.
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Automated Analysis

After a scan, the system runs a set of automated analysis techniques to sort through the scan results and create system
groups with associated files, each group representing an automatically-detected inventory item. The system groups can
then be promoted to inventory by way of auto-publishing or manually publishing. The following techniques are available:

® POM File Analyzer

® Auto-WriteUp™

®  Multi-Indicator Detector (MID)

® CodeAware

® Analyzer

For a comparison of features supported by these techniques, see the later section, Comparison of the Analysis Techniques.

Refer to Automated Analysis Tab for instructions on how to enable one or more of these analysis techniques for scans on
project workspaces.

POM File Analyzer

This analysis technique performs dependency checking of Maven’s Project Object Model (POM) files. POM files are XML
representations of the structure of a Maven project and are contained in a pom.xml file. If you enable this option, the
scanner automatically creates a group for the artifact for which the POM file exists, as well as for each dependency defined
in the POM file. The dependency groups also contain the group id of the parent group in the new parentlds field. This data
can be used to generate a hierarchical relationship between the top-level projects and their transitive dependencies.

Note « This analysis technique is disabled by default.
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Task To view parent groups that the current group is a dependency of in the POM file, do the following:

1. Click the Parents hyperlink in the Group Id field. The Parent Groups dialog appears:

|| Parent Groups
D MName
21 POM - acegi-security (1.0.7) -

This dialog displays all parent groups that declare the current group as a dependency in the POM file. If enabled, POM
File Analyzer will be applied to files inside archives.

2. When you finish viewing the dependencies, click the X to close the dialog.

Auto-WriteUp™

This analysis technique is based on a rule engine that automatically identifies OSS content in the codebase. It creates
groups that are populated with group details such as Description, URL and As-Found License Text. If enabled, Auto-WriteUp
is applied to files inside archives. In the majority of cases, the Auto-WriteUp data is curated by the data library team and
verified for accuracy.

For more information, see Using Auto-WriteUp™.

Note « Auto-WriteUp is enabled by default.

Multi-Indicator Detector (MID)

This analysis technique relies on rules such as MD5-matching and filepath-matching to automatically identify OSS content
in the codebase. It creates groups with associated files if all the MID rule conditions are satisfied. This analysis technique is
enabled by default.

A set of standard MID rules are shipped with FlexNet Code Insight and are added to the central database as part of the
installation process. However, you can create custom MID rules that are unique to each FlexNet Code Insight Scan Server.

The following sections provide more information:
®  More About Custom MID Rules

®  MID Rule Attributes
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More About Custom MID Rules

You can create custom MID rules that are unique to each FlexNet Code Insight Scan Server. The custom rules are defined in
a Microsoft® Excel® spreadsheet that the system reads (along with the MID rules in the database) each time a workspace is
scanned.

The MID rules spreadsheet can be found at the following location on the FlexNet Code Insight Scan Server:

<CODE_INSIGHT_ROOT_DIR>\6.13.x\config\scanEngine\multi_indicator_detector.xls

Each row in the MID rule spreadsheet represents a single MID rule. For information about MID rule attributes, see MID Rule
Attributes.

In case of a multi-scan server installation, you must keep these custom rules synchronized across all servers. The FlexNet
Code Insight Scan Server does not need to be restarted if a change is made to the MID rules spreadsheet.

MID Rule Attributes

Standard and custom MID rules are defined with these attributes.

Component and Version Information for Groups

The following columns are used to notify the FlexNet Code Insight Scan engine which component and version (if known) is
to be selected for the system group:

® Rule Notes—The value entered into this column shows up as the detection evidence value for a system-generated
group. Itis the explanation as to why a particular group was created. This value is optional.

® Component ID—The ID of the component to be associated with the system-generated group. You can look up a
component id using the Research page of the FlexNet Code Insight 6.13.x web application. The component ID must
exist in the system for the rule to be evaluated; otherwise the rule is skipped. This value isrequired.

® Version ID—The ID of the component version to be associated with the system-generated group. You can look up a
component version ID using the Research page of the FlexNet Code Insight 6.13.x web application. The component
version ID must exist in the system for the rule to be evaluated; otherwise the rule is skipped. This value is optional.

Rule Condition Criteria

The following data is also used to define MID rules. During a scan, any of these attributes can be used as criteria for MID rule
conditions; at least one condition is required for each MID rule:

® File Path Pattern—File name or path to be considered for MID rule analysis; if path criteria are not met, the rule is
skipped with no further processing (for example: *.dll).

® MDS5 Digest—The MD5 digest of the file may be used as the most basic criteria, if the file has the following MD5 digest,
then it is component Foo, version #.#. If the MD5 criteria are used, the search term and namespace conditions are not
evaluated.

® Search Terms—All of the specified search terms must exist in the file for this condition to evaluate to true.

® Java Names—All of the specified Java names must exist in the file for this condition to evaluate to true. If a single
package name is specified, the rule will match a Java source file or class file that belongs to the specified package or
package with the specified prefix (for example, com.foo will match any package that starts with com.foo). It will also
match an archive file (. jar,.war, .ear, .zip) that contains a file matching the package name. If multiple names are
given, the rule will match only an archive file that contains all the specified packages.
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CodeAware

CodeAware is basically the “next generation” of automated discovery, providing much of the same analysis functionality as
the Analyzer to build groups and auto-generate inventory with relevant details, such as license and vulnerability
information. CodeAware detection methods include package, search term, repository, digest, and component analyzers,
as well as other intelligent parsing algorithms and live lookups. CodeAware detects various packages and source
distributions. You can find details about the files and methods of detection used by CodeAware in the Detection Notes
group field.

The CodeAware analysis technique was first introduced in 6.13.1 with limited functionality. While CodeAware performs
accurate detection and builds groups and inventory, other capabilities (such as population of As-Found License text,
determination of group Priority, and live vulnerability lookups) will be available for CodeAware in subsequent releases.
Refer to Comparison of the Analysis Techniques for more information on the existing capability of CodeAware and the
other automation techniques.

CodeAware Requirements

CodeAware requires outgoing TCP access on port 443 to access known repository sites for license and vulnerability
information and other data. (It performs only lookups and never sends files or code snippets.) If using a proxy server,
contact the FlexNet Code Insight or network administrator to ensure that the external URLs required by Code Insight have
been added to the proxy server’s white list.

Recommendation When Running CodeAware

If a workspace was previously scanned with the Analyzer, you are strongly recommended not to enable CodeAware in place
of the Analyzer for subsequent scans, as this can result in duplicate groups. If you would like to replace Analyzer results
with CodeAware results, you can do so in a new project to avoid duplicates.

Analyzer

174
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Important « In FlexNet Code Insight 6.13.3 and later, the Analyzer technique is available only if the administrator has enabled
it in your Code Insight installation. Consult the Code Insight administrator for more information.

The Analyzer technique uses a variety of methods to identify OSS content such as packages, source distributions, and
dependencies. It creates groups and, optionally, a Group Builder or Quick Assessment workspace report. Analyzer
detection methods include various package, search term, repository, digest and component analyzers with optional data
lookups via Data Services (see Data Services). You can find details about the files and methods of detection used by the
Analyzer in the Detection Notes group field. There are three ways to invoke analyzer:

® Analyzer as Part of Scan—As of version 6.13.1, the Analyzer automatically executes at the end of scans as long as it is
enabled on the Automated Analysis tab for a project workspace (this is the default setting). If invoked in this manner,
Analyzer creates groups for identified OSS content but does not generate a report.

®  Group Builder—You can use the Schedule Scan/Report feature to schedule a scan that is followed by the generation
of the Group Builder report. This method creates groups for identified OSS content (the same set of groups as created
by invoking Analyzer as part of scan) and generates the Palamida Analyzer - Group Builder report. This workspace
report also includes a Bill of Materials, Security Vulnerability information, Third-Party Notices information and
Codebase Metrics for the given workspace. Note that the report requires at least one successful scan prior to
execution of the report.
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® Quick Assessment—Alternatively, you can use the Schedule Scan/Report feature to schedule the Quick Assessment
report. This workspace report does not require a scan prior to execution of the report. It provides a quick overview of
the codebase contents and includes a Bill of Materials, Security Vulnerability information, Third-Party Notices
information and Codebase Metrics.

Data Services

The Analyzer uses Flexera’s Data Services (DS) to supplement license information, component metadata, and known
security vulnerabilities for the detected groups. Data Services (DS) is a RESTful APl hosted on Amazon Web Services. DS
provides information about Open Source projects from the FlexNet Code Insight Data Library. Requests to Data Services
take the form of an “HTTPS GET” request to the web service.

Files and code snippets are never sent to Data Services. The web service is only queried for information about Open Source
projects as contained in the FlexNet Code Insight Data Library (for example, component information, vulnerabilities,
licenses, digest-to-component data and so on) to enable rich inventory building.

Analyzer Requirements

The Analyzer requires outgoing TCP access on port 443 to access Data Services. Proxy support can be enabled in
analyzer.properties. (If using a proxy server, contact the FlexNet Code Insight or network administrator to ensure that
the external URLs required by Code Insight have been added to the proxy server’s white list.)

Comparison of the Analysis Techniques

All the analysis techniques described in this chapter generate groups, which are groupings of files identified by the same
third-party component, version, and license (although a license might not be available for some dual or multi-licensed
groups). Groups can then be automatically or manually published—that is, promoted to inventory and made available in
Code Insight’s Web user interface for further review and inclusion in your product’s Bill of Materials.

The following table provides a comparison of other important features (aside from group creation) that these various
analysis techniques support:

Table 20-1 « Comparison of Analysis Techniques

Detects Detects Processes Populates Populates Supports Creates
dependencies dependencies filesinside additional As-Found custom custom
(direct) (transitive) archives group details license text rules versions
POM Analyzer pom.xml only No Yes No No No
MID Rules No No Yes No No Yes No
Auto-WriteUp No No Yes Yes Yes Yes No
Analyzer* Yes pom.xml only Yes Yes Yes No Yes
CodeAware Yes Yes Yes Yes No ** Yes (MID) Yes

* Available only if enabled in your Code Insight installation.

** Available in a future release.
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Workspace Scanning & Report

Scheduling

Information about performing a workspace scan and scheduling reports is presented in the following sections.

® Schedulinga Scan

® Generating a Report

Scheduling a Scan

To schedule a scan or generate a report, perform the following steps.

Task To schedule a scan:
1. Loginto FlexNet Code Insight as the Auditor.

2. Select the My Projects tab.

3. Choose a project, and click the project name or the associated Magnifying Glass icon in the Action column.

4. Click the Workspaces tab.

% Home | ) My Projects | B Policies | &) Scheduler | @ Research | ¥ Reports

i ] ePortal 1.3 (Enterprise portal application, version 1.3.)

Summary = Workspaces Inventory Requests Tasks Policies Comments

Search: yel
Name = Server Audit Progress
ePortal_13 serverl

{4 4 |pPagelr oft| b bl | @ | Showall

BT 12 of 43 files with indicalors reviewed
B 6 of 35 files without indicators reviewed

Welcome Auditor | & My Settings | v Help | <8l Logout

© Create New Workspace
Actions
I G OE e

e

1-10f1

5. Click the name of the workspace link in the Name column or the associated Magnifying Glass icon in the Action

column that you wish to scan. The Workspace Details page appears.
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| ePortal 1.3 + Workspace —+ ePortal_13

) Schedule Scan/Report | |2, Workspace Resources * | 2 Workspace Operations *

Name ePortal_13

Server serverl

Created On 08/10/2011 13:03

Last Scanned 08/10/2011 13:28

Audit Progress I )12 of 43 files with indicators reviewed
1 ] 6 of 35 files without indicators reviewed

Ok
6. From the Workspace Details page, click Schedule Scan/Report. A list of available reports appears:

Schedule Scan/Report ®

Name «

| Forensic Data-Copyright Maiches
Forensic Data-File Mafches
Forensic Data-Namespace Matches
Forensic Data-Scan
Forensic Data-Search Term Matches
Forensic Data-Source Gode Matches
License Detection Evidence Report
Scanned Files Report
Third-Party Indicators Report

O0EEEOEOEEOEO|E

Workspace Evidence Report

Scan F ort Scan + Rep Cancel

7. Select the reports that you want to generate after the scan completes, and then click the Scan + Report button.
8. Toschedule a scan without reports, ensure all Report checkboxes are unchecked, and then click the Scan button.

9. Ifyou configured an SCM application for the current workspace, an SCM sync/update/checkout will be performed
based on the selected SCM application. If the operation fails, the scan will be terminated.

Note - If ClearCase is installed, the selected view is started and the selected VOBs are mounted. If the operation fails, the

scan is terminated.

See the Installation and System Administration Guide for detailed instruction related to SCM configuration for workspaces

and project copy.

Generating a Report

To generate a report, see Generating Reports.
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Workspace Resources

This section includes the following topics:

®  Accessing Workspace Resources

® Editing Workspace Settings

® Launching Detector

® Viewing Tasks in Queue for a Workspace

® Viewing Reports for a Workspace

Accessing Workspace Resources

To access workspace resources, perform the following steps.

Task To access workspace resources, do the following:
1. Loginto FlexNet Code Insight as the Auditor.
2. Select the My Projects tab.
3. Choose a project, and click the project name or the associated Magnifying Glass icon in the Action column.
4. Select the Workspaces tab to open the Project Workspace view.
5. Click the Workspace Resources button and select one of the following:
® Editing Workspace Settings
® Launching Detector (after scheduling a scan)
® Viewing Tasks in Queue for a Workspace

® Viewing Reports for a Workspace.
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Editing Workspace Settings

To edit a workspace, do the following:

Task To edit a workspace, do one of the following:
® From the Workspace Resources pull-down, select Edit Workspace Settings.

® C(Click the Cogicon that corresponds to the workspace.

Note » The Workspace Details setting is the Magnifying glass icon.

Launching Detector

To launch Detector, perform the following steps.

Task To launch Detector, do one of the following:
® From the Workspaces Resources pull-down, select Launch Detector Client.
Note « You must schedule a scan before doing this.
® Click the Monitor icon that corresponds to theworkspace.

Note - The first time that you launch Detector on a new client machine, you will be prompted to trust a JAR file from The
Legion of the Bouncy Castle (http://www.bouncycastle.org/). Check the checkbox Always trust content from this
publisher, then click Run to accept. This is an expected event and should only occuronce.

Viewing Tasks in Queue for a Workspace

To view the tasks in the queue, perform the following steps.

Task To view tasks in queue for a workspace, do one of the following:
® From the Workspaces Resources pull-down, select View Tasks in Queue.

® Click the Clock icon that corresponds to theworkspace.
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Viewing Reports for a Workspace

To view reports, perform the following steps.

To view reports, do one of the following:

® From the Workspaces Resources pull-down, select View Reports.

® C(Click the Graph icon that corresponds to theworkspace.
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Workspace Operations

Workspace operations include the following:

Accessing Workspace Operations
Renaming a Workspace
Copying a Workspace

Deleting a Workspace

Accessing Workspace Operations

To access workspace operations, perform the following steps.

Task To access workspace operations, do the following:
1. Loginto FlexNet Code Insight as the Auditor.
2. Select the My Projects tab.
3. Choose a project, and click the project name or the associated Magnifying Glass icon in the Action column.
4. Select the Workspaces tab to view the project compliance and vulnerabilityworkspaces.
5. Click the Workspace Operations button and from the pull-down, select one of the following:

® RenamingaWorkspace
® Copying a Workspace

® Deleting a Workspace
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Renaming a Workspace

Renaming a Workspace

To rename a workspace, perform the following steps.

To rename a workspace, do the following:

1. From the Workspace Operations pull-down, select Rename Workspace. A dialog box appears, prompting you to
enter a new name for theworkspace.

2. Typeanewname,and click OK.

Note « Only letters, numbers, underscores, and dashes can be used in the workspace name.

Copying a Workspace

KK
|

Task

To copy a workspace, perform the following steps.

To copy a workspace, do the following:

1. From the Workspace Resources pull-down, select Copy Workspace. A dialog box appears, prompting you to enter a
name for the newworkspace.

2. Typeanew name for the copied workspace, and click OK.

Note « Only letters, numbers, underscores, and dashes may be used in the workspace name.

Deleting a Workspace

KK
|

To delete a workspace, perform the following steps.

Task

192

To delete a workspace, do the following:

1. From the Workspace Resources pull-down, select Delete Workspace. A dialog box appears, prompting you to
confirm that this is the workspace you want todelete.

2. Click OKto delete theworkspace.
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Using the Analyzer

[®

Important « In FlexNet Code Insight 6.13.3 and later, the Analyzer technique is available only if the administrator has enabled
it in your Code Insight installation. Consult your Code Insight administrator for more information.

This section contains the following topics describing the Analyzer:
® TheAnalyzer
®  FlexNet Code Insight Data Services

®  Frequently Asked Questions

The Analyzer

The Analyzer aids the auditing of third-party code by automatically identifying dependencies, packages, and source
distributions. The Analyzer can be run at the following times:

® Before a scan task to get an overview of the contents of your codebase.

® After a scan to create component groups/inventory items.

The Analyzer provides the following functionality:

® Builds notices for groups/inventory items where possible to make creating third-party notices easier.

® Support for Composer (php) packages. If there is a composer.lock file, those defined dependencies and versions will
be used. If there is no lockfile (for example, if the package has not been installed), composer.json files are parsed for
uninstalled 'required' dependencies and the versions are set to the most recent version in the Packagist registry that
satisfies the given composer.json's semantic versioning restrictions.

® Support for npm uninstalled node modules. Inventory items are created when there is a package.json with
dependencies even when the corresponding node modules are not present. The npm Analyzer uses the npm registry
to get package information and resolve semantic versioning. Versions are set to the most recent version in the npm
registry that satisfies the semantic versioning restrictions in the given package.jsonfile.
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® Support for Tomcat webapps rebranding. There are webapps named codelnsightScanner and palamidaScanEngine.
The update jar can be used in Flexnet Code Insight versions6.10.3+.

Requirements

The following are requirements to run the Analyzer:
® The Analyzer must be enabled on the Automated Analysis tab. See Automated Analysis Tab for details.

® AFlexNet Code Insight Data Services-enabled key is required to enable the Analyzer to query FlexNet Code Insight
Data Services' open source data library using HTTPS GET requests. If you require a new key, contact Flexera technical
support: https://flexeracommunity.force.com/customer/CCContactSupport.

Reports

Workspace reports include the following:
® Analyzer--Quick Assessment creates an html report of Analyzer findings.

®  Analyzer--Group Builder creates an html report and creates groups in your project.

Permissions

The project owner and project auditor roles can run the Analyzer workspace tasks and view the resulting reports.

Running the Analyzer

Task To run the Analyzer, do the following:

1. Click the Schedule/Scan Report button in the Workspace.

YourApp -» Werkspace -3 libw Schedule Scan/Report x
£ | varme «
Serwchile SoUMlecor, 2 VDIREpUCE Pl 1y b oo v it
] Porerzie Coca-Fie Molches a
Name likres | Ferecie Caca-hamesgec e ok b
Server Sear_fradkding 7] Forerie Doa-Scon
Created On 0e242015 1] | ] Fortase DanaSesrch Toom mmches
sre ama= qd ] Ferssse DasscSoures Coss Matehas
Last Scanned RN 1

| Licerse Detestion Buodence Meoon
Falomica Anaiyzer - Group Sulder

1| Falwmica Aoavae - Such Asswssment
] Scanned Fiei Teport
Frd-Zacty Inde: siors tepor

i
1
I
I
i
I
Audit Progress | J
I
I
I
I

] Veersspace Eocene s Rsper

Fann Cari

2. Torun the Quick Assessment, run as a REPORT only (not in conjunction with a scan).
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Note « The Analyzer will not do an SCM pull before analysis, though. SCM pulls are only done at scan time or can be triggered

manually.

The Group Builder should only be run after a scan. You can select this task at the same time you kick off a scan or wait until
the scan is complete. Just as with a scan, it is recommended to close all Detector client windows before running.

FlexNet Code Insight Data Services

Ports

Setup

FlexNet Code Insight Data Services is a RESTful APl hosted on Amazon Web Services. Data Services provides information
about Open Source projects from the FlexNet Code Insight Data Library. Queries can be made against the following
entities:

® Components: open source projects and their metadata (URL, description, licenses, etc)
® Versions: the version names of components, vulnerabilities, per-version licenses, etc.
® Licenses: text, whether it is copyleft or compatible with versions of the GPL, etc.)

® Vulnerabilities: CVE, CPE info, scores, etc.)

® Digests: exact md5 digest matches, auto-writeup rules, etc.

Requests to Data Services take the form of an HTTPS GET request to the web service. The following typical query is a
request for the names of the licenses associated to FlexNet Code Insight components with the name ‘zlib’:

/components?fields=component_license_names&query=name:zlib

The Analyzer is the first application built to use DATA SERVICES. The Analyzer does a combination of file parsing, built-in
component analysis, intelligent reading of typical metadata sources (package.json, pom.xml, etc.), and queries to DATA
SERVICES and other web services to create an open source inventory. DATA SERVICES supplements license information,
component metadata, and known security vulnerabilities.

(o

Important - Files and code snippets are never sent to DATA SERVICES, which is queried only for information about Open
Source projects as contained in the FlexNet Code Insight Data Library (e.g., component information, vulnerabilities, licenses,
digest-to-component data) to enable rich inventory building.

The Analyzer requires outgoing TCP access on port 443. Proxy support can be enabled in analyzer.properties.

Ensure you have a Data Services-enabled key file (palamida.key or codeinsight.key), which is all that is required to use
the Analyzer. Restart Tomcat if you are replacing an existing key. For an example of additional properties that may be
configured, see <CODE_INSIGHT_ROOT>/config/core/analyzer.properties.example.

1. Copy the example file to <CODE_INSIGHT_ROOT>/config/core/analyzer.properties.

2. Restart Tomcat to try the configuration.
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Performing a Quick Assessment with the Analyzer

You can use the Analyzer to perform a quick assessment of your project. The analyzer Quick assessment report can be run
on any project in a workspace. The workspace does not need to be scanned to run the report.

Task To perform a quick assessment, do the following:

1. Signinto FlexNet Code Insight.

2. Select My project.

3. Select My workspace.

4. Click Schedule Scan/Report.

5. Click Analyzer - Quick Assessment from the menu.

6. Click Report to generate a report based on the unscanned workspace.

7. To access the report, select View Reports from the Workspace Resources menu. A list of generated reports appears.

8. Select the Analyzer - Quick Assessment report from the list.

Auto-creating Component Groups with the Analyzer

The analyzer Group builder is a task that runs on a project workspace during or after a scan task. This task can be run on
any workspace. The task runs on the following:

® The scan results produced by the scanner.

®  File contents for the scanned files of interest.
Task To auto-create component groups, do the following:

1. Signinto FlexNet Code Insight.

2. Select My project.

3. Select My workspace.

4. Click Schedule Scan/Report.

5. Click Analyzer - Group Builder from the menu.

6. Click Report to generate a report based on the workspace.

7. To access the report, select View Reports from the Workspace Resources menu. A list of generated reports appears.

8. Select the Analyzer - Group Builder report from the list.
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Administration

The Analyzer requires a new key file (palamida.key or codeinsight.key) to enable access to FlexNet Code Insight Data
Services. If you use your old key, the workspace reports will fail. If your FlexNet Code Insight server does not have internet
access, you can turn off Data Services in analyzer.properties to apply limited analysis techniques.

The feature is enabled by default for all projects, but it can be globally disabled or enabled for specific projects. Contact
Support at https://flexeracommunity.force.com/customer/CCContactSupport to enable admin mode to turn off the
Analyzer selectively.

The feature can be configured to run automatically with each scan without selecting the Analyzer - Group Builder report.
Contact Support at https://flexeracommunity.force.com/customer/CCContactSupport for instructions.

Updates

When the report task runs on the scan server, it automatically downloads and installs the update jar from the core server.
The Electronic Update includes the latest Analyzer update jar.

Settings

System settings are controlled via a properties file on the core server in config/core/analyzer.properties. You can use
the example file config/core/analyzer.properties.example to view the possible options and to create your own
properties file.

Core Settings

Analyzer Use Data Services

Determines whether to use the FlexeNet Code Insight Data Services API for additional analysis techniques. The default is
true.

Note - This requires a license key with Data Services enabled, and outgoing TCP access on port 443.

Analyzer Use RubyGems API

Determines whether to use the RubyGems public API for additional analysis.

Note « This requires outgoing TCP access on port 443.

Project Settings

Project settings are controlled via *Yes/No* Metadata fields. You can create these Metadata fields by running the
configurePalamidaAnalyzer.groovy script, as above. The default values are controlled via analyzer.properties.
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Frequently Asked Questions

Analyzer Auto Schedule

Whether to auto-schedule to the report task for enabled projects. The default is true. To change the default, set
autoScheduleTask in analyzer.properties.

Analyzer Auto Include

Whether to select “Include in Third-Party Notices” for the groups that the Analyzer creates. Groups will only be included if
they have license text. The default is true. To change the default, set autoIncludeNotices in analyzer.properties.

Analyzer Override MID rules

Whether the Analyzer should take files out of MID rule groups with the same component, and delete the groups if they are
empty afterwards. The default is false. To change the default, set overrideMidrules in analyzer.properties.

Analyzer Resolve Transitive Dependencies

Whether to include transitive dependencies. Currently this only affects the POM Analysis. The default is true. To change the
default, set transitiveDependencies in analyzer.properties.

Frequently Asked Questions

198

The following are questions that are often asked by FlexNet Code Insight users:
® Howdo | know if a group was created by the Analyzer?

® How do | know if a file has been analyzed by the Analyzer?

® How do | know what information the Analyzer used to create the group?

® Do lstill have to audit and where should | start?

® Why do some groups have Unknown in the group name?

® What if the Analyzer finds a package that doesn't have a component?

® What happens to the Analyzer groups when you rescan a workspace?

® Does the Analyzer find vulnerabilities? How?

® Does the Analyzer do License Scanning/Copyright Detection/Source Code Fingerprint Analysis?
® Does the Analyzer mark files as reviewed?

® Why are my own Java modules or dependencies listed as inventory items?

How do | know if a group was created by the Analyzer?

Analyzer or Component Analyzer will appear in the group's Owner field. The group will also have Detection Notes that say
“Detected by Analyzer” along with some information about the analysis techniques used.

How do | know if a file has been analyzed by the Analyzer?

Each file that the Analyzer places into a group receives a special tag of Detection Evidence with the value Detected by
Analyzer. This tag can also be used in filters.
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How do | know what information the Analyzer used to create the group?

Take a look at the group's detection evidence to see what analysis techniques and data sources the Analyzer used.

Do I still have to audit and where should I start?

The Analyzer is not intended to be a replacement for a good forensic open source audit. As always, you should decide what
the appropriate depth of audit is for each of your code projects. In most cases, at least some additional audit work is highly
recommend. Some good starting places would be to:

® |dentify groups with unknown or unexpected licenses and use the FlexeNet Code Insight scan results to identify/verify
the license.

® Check for “envelope” issues (cases where a component declares a permissive license but contains code from or a
dependency on a component under an unacceptable license). It is a good idea to check high priority scan evidence
such as search terms indicative of a copyleft license.

® Mark files associated to Analyzer groups as Reviewed; and then proceed with your normal audit process to explain
remaining instances of open source licenses, third party copyrights, and exact digest matches. You can easily find all
the files within Analyzer groups by creating a Tag Value Expression filter on Detection Evidence which contains
Analyzer.

Why do some groups have Unknown in the group name?

The Analyzer uses a variety of techniques to try to determine the license of the inventory item. If none of the techniques
pan out, the inventory item is marked Unknown License. For these items, the usual audit techniques should be applied in
the Detector client to ascertain the license (if there is one).

What if the Analyzer finds a package that doesn't have a component?

The Analyzer will try a variety of techniques to find a component match for the group, but if it does not that field and the
version field will be left blank. If you would like to add a component to the Data Library, contact Library-
Request@Flexeerasoftware.com.

What happens to the Analyzer groups when you rescan a workspace?

The Analyzer will not delete any groups from the previous scan. New groups will be created as appropriate. You can sort the
Groups list in Detector to see which groups were recently created/updated. Consider deleting the old groups unless you
have made changes to them.

Does the Analyzer find vulnerabilities? How?

The Analyzer is not a vulnerability scanner in the sense of software like Fortify. Rather, the Analyzer is able to identify Open
Source projects in your code and use the FlexeNet Code Insight Data Library to see whether any of the projects have been
mapped to known/published security vulnerabilities by the Library team. These curated mappings help reduce false
positives that often result from pure text-based CVE lookups.
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Does the Analyzer do License Scanning/Copyright Detection/Source Code Fingerprint
Analysis?

No, the Analyzer does not do systematic license detection. However, the Analyzer does use the license scanning data in the
Group Building mode on some occasions and uses a variety of techniques to get license information, but it is not a

replacement for the FlexeNet Code Insight scanner and a good audit. In general, the Analyzer should be used in
conjunction with the standard auditing methods for the discovery of open source licenses in the Detector client.

Does the Analyzer mark files as reviewed?

No, files should be marked as reviewed by an auditor when the depth of audit appropriate for the workspace has been
completed. For some types of audit, it might be appropriate to mark the files as reviewed after a limited review for high-
priority evidence types or envelope issues. For a more forensic audit, it might be appropriate to wait until more evidence
has been evaluated (such as source code fingerprints).

Why are my own Java modules or dependencies listed as inventory items?

Some customers find it useful to visualize and understand their project hierarchy by placing the dependencies in the
context of the module they are part of. If you do not find these items to be useful, delete the groups in Detector or do not
publish them as inventory items.
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Accessing a Workspace to Analyze

This chapter describes how to access workspaces to analyze.

To schedule a scan and later analyze that scan, you need first to choose the workspace for which you want to analyze scan

results.
Task To choose a workspace, do the following:

1. Click the My Projects button.
2. Click the name of the project.
3. Clickthe Workspace tab.

4. Select a workspace to scan by clicking on the workspace link in the Name column.

] ePortal 1.3 (E

prise portal applicati ion 1.3.)

| Summary | Workspaces | Inventory Requests || Tasks | Policies Comments

Search: R
HName = Server Audit Progress
ePortal_13 servert I ] 12 of 43 files with indicators reviewed

B 6 of 35 files without indicators reviewed

I4 4 |Page|1 |of1| B #l | & | Showal

0 Create New Workspace
Actions

I,_:‘;! .‘;’J\ -D" [ -_f

1-10of1

5. Click the Schedule Scan/Report button. The Schedule/Scan Report dialog appears with a list of available reports to

generate.
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Schedule Scan/Report %

|:| ! Name «

I Forensic Data-Copyright Malches
Forensic Data-File Matches

Forensic Data-Namespace Malches
Forensic Data-Scan

Forensic Data-Search Term Matches
Forensic Data-Source Code Matches
License Detection Evidence Report
Scanned Files Report

Third-Party Indicaters Report

O0O0O0O0O00EaEO

Workspace Evidence Report

Scan Report Scan + Report Cancel

6. Click a specific report checkbox. You have the option to generate a report only or a scan and areport.
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Viewing and Updating Scheduler
Queuing

This chapter describes how to view the scheduler queue.

To view the scheduler queue, perform the following steps.

Task To view the scheduler queue, do the following:
1. Click the Scheduler button in the Main menu.

2. Select ascan server from the Scan Server pull-down.

1¥) Scheduler
Scan Server: |Core Server ~ |
[Task Queﬂécore Server
Scannerl
Active Task
Project None
Workspace System
Task Type Electronic Update
Added to Queue at 08/28/2014 15:58 by palamida palamida

Started Execution at 08/28/2014 15:58

Status Waiting for scan task to finish before starting Electronic Update

Pending Tasks (drag tasks to reorder queue)

There are no pending tasks for this scan server.

Refresh Page

3. You can schedule as many scans as you wish. To prioritize a certain scan, hover over the boxed-in number in the right
column and drag and drop the scan to a different position.

4. Tomove ascan up or down in completion priority, select the scan or report numbers and drag it to the spot you wish it
to occupy in the list. You can also cancel a scan by clicking the red X icon. This feature allows you to maximize your
time auditing because you don’t have to wait for a scan to finish, just reorder the scan priorities.
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5. The queue list automatically renumbers as you drag and drop the task into position. You can also click Refresh Page
to refresh the page.

6. Select the Task History tab to view the time a task started and completed, as well as the task type and status.

1) Scheduler

Scan Server: | serveri | A |

| Task Queue I Task History |

Workspace Project Task Started Task Completed Task Type Task Status
ePortal_13 ePortal 1.3 08/10/2011 13:28 08/10/2011 13:33 Report - File Evidence Map Report Completed
ePortal_13 ePortal 1.3 08/1072011 13:28 03/10/2011 13:28 Report - Scanned Files Report Completed
ePortal_13 ePortal 1.3 08/10/2011 13:28 08/10/2011 13:28 Report - Third-Parly Indicators Repor Completed
ePortal_13 ePortal 1.3 081072011 13:12 081072011 13:28 Scan Completed
I4 4 |pagel1 |of1| b Pl | & | Show Al 1-40f4
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Launching Detector & Viewing Scan
Results

This section contains the following topics:
® Opening Detector to View Scan Results

® Detector Tabs and File Tree Views

Opening Detector to View Scan Results

To open a workspace scan and analyze the code base before viewing the scan results, you must schedule a scan.

Note « For more information on scheduling a scan, see Scheduling a Scan.

To view scan results in Detector, perform the following steps.

KK
|

Task To open Detector to view scan results, do the following:

1. From FlexNet Code Insight, click the Monitor icon associated with the workspace, after you have scheduled, and the
system has completed, ascan.

2. The workspace opens automatically when you launch Detector.
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Detector Tabs and File Tree Views

Welcome | Groups | Tags | Filters | Companents | Licenses | Emails/urls | Search Terms | Copyrights|

ar

Files | Namespace

No file or namespace selected. =
‘E%&EEB%%‘ Summary

Entire Workspace -

=¥ D:\Palamidals. 5.0'docs \tutorial\ePortal-1,
B[ downloads

-[1 embedded

&7 I

+-[] src

- web

| m | »

File Count : 2431 Selected Items : 0

Detector Tabs and File Tree Views

Clicking on the tabs in the upper pane of Detector allow you to access summary data related to lastscan results. This
includes project inventory and file counts for various third-partyindicators.

Click the Plus (+) icon to the left of the folder icon in the lower pane Files tab file tree to expand the tree.

Files | Namespace No file or namespace selected.
‘E‘BEEEEEEE%% Summary

cs\tutorial\ePortal-1.
Last Group Filter

Last Tag Filter

Last Custom Filter

Last Component Filter
Last License Filter

Last Email /Url Filter

Last Search Term Filter
Last Copyright Filter
Matched Java Names
Unmatched Java Names
Last Custom Script Filter

< m ] »

File Count : 2431 Selected Items : 0

There are several tree manipulation buttons above the file tree.

Table 28-1 « Tree Manipulation Buttons

Button Description

+ Expands the tree hierarchy.

% Collapses the file tree.
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Detector Tabs and File Tree Views

Table 28-1 « Tree Manipulation Buttons (cont.)

Button Description

= Toggles between hierarchy and flat modes.

e Allows you to view the inverse tree in hierarchy and flat mode.

Shows only reviewed files.

B Shows only unreviewed files.

= If the tree display is in flat mode, this button sorts the files in an ascending order.
& If the tree display is in flat mode, this button sorts the files in a descending order.

The pull-down menu above the file tree allows you to apply a filter from recenthistory.

Files | Namespace

HEEEEERD

cs\tutorial\ePortal-1. »
Last Group Filter

Last Tag Filter

Last Custom Filter

Last Component Filter
Last License Filter

Last Email /Url Filter

Last Search Term Filter
Last Copyright Filter
Matched Java Names
Unmatched Java Names
Last Custom Script Filter

el m d

File Count : 2431 Selected Items : O
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Viewing Evidence

Information about viewing different types of evidence is presented in the following sections:

Viewing Evidence
Types of Evidence
Filtering the File Tree

Viewing SCM File Check-In History

Viewing Evidence

After you open a workspace, you can view the tabs in the upper panel of Detector. They are named according to the types
of information you can access via the scan.

To view different types of evidence, do the following:

1.

Double-click a row in any table within the top tabs; this action filters the file tree to only those files corresponding to
the data in the selected tablerow.

Select a row in any table within the top tabs; and then click the More Information button ( @ )

information about the current row in a popupwindow.

to view more

Click the Add button (&) to add a new data element or click the Delete button ) to delete the currently selected
element. The lower right panel in Detector contains detailed information about the selected node in the file tree.

Note « These buttons are enabled only if additions or deletions are permitted.

The header above the lower-right panel contains summary information about the currently selected node in the file
tree and hyperlinks to a search engine for the file name and itsMD5 checksum.
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Types of Evidence

Node: autoalyph.c MDS: f66b4d0a08608db1be221604ch781d17
Partal Matches | Tags | Groups

Source Matches

Lacal File: autoglyph.c

/* »

*/

9| #include <dxconfig.h>

11 |#include <ctype.h>
12 |#include <dx/dx.h>
13 |#include <math.h>
14| #include <string.h>
15|#include "eigen.h"
16 |#include "_glyph.h"
17 |#include "_gutocolor.h”
18 | 4define IRUE

19| ¢define FALSE

20 | ¢define DIMENSICN3D
21| #define NTMENSTONZD
22|14

Line # 1 Char #0

ST

Ll 3

Types of Evidence

There are several types of third-party indicators available as part of the scan results. These include exact and partial file
matches, copyrights, emails and/or URLs, license matches, source code matches, and custom search term matches. You
may also choose to ignore copyrights, emails, and URLs if in the Properties file you define the elements you wish the system
toignore. Selecting a node in the file tree shows the file details in the bottom-right panel in Detector. The display consists
of a node header as shown in Types of Evidence, and the following tabs (if appropriate):

® Summary

® Exact Matches

®  Partial Matches

® Ignoring Copyrights, Emails, and URLs
® Tags

® Groups

Summary

This tab contains file-level details about the currently selected node in the file tree.

Exact Matches

This tab contains a list of components (including policy data if available) which holds a file, which is an exact (bit-for-bit)
match with selected node in the file tree.
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Types of Evidence

Partial Matches

This tab contains various partial match details for the selected node in the file tree as shown in the four numbered sections
in Tags.

A set of checkboxes runs across the screen horizontally. These highlight various partial-match evidence examples in
the selected node in the file tree, as do the followingbuttons.

For Source Matches, a table with match details allows you to select which matches shouldbe highlighted in the
selected node in the file tree.

This section contains the content of the selected node in the file tree on top of whichhighlights are shown.

A set of color side bars corresponding to the evidence type checkboxes show the location of the highlights for each
evidence type in the selected node in the file tree.

Ignoring Copyrights, Emails, and URLs

In order to ignore copyrights, emails, and URLs, you must set up the strings you wish to ignore in the following properties
files: Copyrights (ignoredCopyrights.txt), emails/URLs (ignoredEmailURL.txt). Both files are locatedin
<CODE_INSIGHT_ROOT_DIR>/6.13.x/config/scanEngine/. In effect, the system will not flag those elements you set it to
ignore. This file may be used to force the scanner to skip a detected email/URL.

The purpose of getting Detector to ignore one of these elements is so you can treat a file as if it does not have third-
party content if it only has an internal email or URL within a String literal or comment.

Lines beginning with # and blank lines are ignored.

Each lineis treated as a string to match. (There is no regex supported).

An email or URL is ignored if it contains any of the strings from thisfile.

The comparison iscase-insensitive.

Avoid use of strings that are over 100 characters in length and those that have hyphens in the name.

To ignore a set of URLs with a similar pattern, it is recommended that you generalize thenotation when possible. For
example, to ignore the following five URLs you should use the pattern ://connect.palamida.cominstead of listing
each URL individually.

http://connect.palamida.com/EnterpriseEdition/release/details/304958/problem-with-treeview-
doubleclick-event

http://connect.palamida.com/EnterpriseEdition/release/details/367247/elementhost-set-child-
doesnt-stop-listen

https://connect.palamida.com/Enterprisekdition/release/details/
https://connect.palamida.com/EnterpriseEdition/release/details/694400

https://connect.palamida.com/EnterpriseEdition/release/details/719443/c-chrono-headers-high-
resolution-clock-d

Likewise, to ignore a set of emails such as those listed below you should use thepattern @palamida. cominstead of
listing each entry individually.

alex@palamida.com
julia@palamida.com

devnull@palamida.com
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Note « Although files that only contain ignored emails/URLs are not tagged as containing these, if you look at the file in

Detector you see the supposedly ignored emails/URLs highlighted. This is because the highlighting function in Detector
uses its own search rather than basing itself on scan results.

[ @ Project; ePortal 1.3 - Workspace: ePortal_13_misc - User: alex - Palamida Detector 6.1.0 EI@

Workspace Script About

| Welcome I Groups I Tags | F\Itersl Components ‘ Licenses | Emails{Urls I Search Terms | Copyrights

E ] Show Inventory = Component Name Begins With -

Mame - Title Description
\apache-jakarta-commons-lang Apache Jakarta Commons Lang Commons.Lang, a package of Java utilty classes for the classes that are in java.lang's hierarchy, or are c...
cglib Code Generation Library Byte Code Generation Library is high level API to generate and transform JAVA byte code. It is used by ADP, E...
codehaus-xstream codehaus-Xstream ¥Stream is a simple library to serialize objects ko XML and back again.
dom4j domdi: Flexible XML framework For Java domdj is a simple and Flexible open source library For worling with XML, XPath and X5LT on the Java platform u...
hibernate Hibernate Hibernate - Relational Persistence For Idiomatic Java
libpng PNG reference library: libpng Reference library for supporting the Portable Metwork Graphics (PNG) Format, E
opend: Open Visualization Data Explorer Open Visualization Data Explorer is a visualization Framework that gives users the ability to apply advanced wis. ..
protorype Protope ——  oraiotype s o Javasarpt Framecrk hat ams to ease develgpment f dynanic web applcatons. Featurng |
scriptaculous madrobby/scriptaculous - GitHub script.aculo.us provides you with easy-to-use, cross-browser user interface JavaScript libraries to make your ..,

i i TR i i hibieml " 4 H Y

Files | Namespace Node: prototype.js MD5: fc742f160a99f38771e74521f4e60e5d
|r;3 el [Tz el 8] B @] [E] R E‘a| Partial Matches | Tags | Groups

Last Component Filter _ || EmailfURLs _ Search Terms Source Matches -

=¥ C:\Cleanroom|ePortal-1.3\web - Showe: | &l Matches ~ | Contains: E] Component: | All Components E]
= javascript
@ forototype.is Mark  Matched File Component Release CR% V% L% Uk Matches
=] ajax.js 'sniplay - .['chckhare toloadrelease ... | 75 90 [100_on | 85 3z 1.07 (2207 -
cruisecontrol - _[_cruiss:untrul i Cruisecontr,., o |
Local File: protatype.js
13 WELELC: IaviJatul: USELAYENT, [IUEXUL | PP IEVEDRI Ty | & =1 o
ls Gecko: navigator.userhgent.index0f('Gecko') > -1 && navigator.userhgent.index0f('EHTHL') == -1, =
17 MobileSafari: !!navigator.userdgent.match(/apple.*Mobile, *3afari/|
18 i
13
20 BrowserFeatures: {
21 XPath: !!'document.evaluate,
22 ElenentExtensiona: !'!window.HTMLElemnent,
23 SpecificElenentExtensions:
24 document. createElenent('div')._ proto_ &s
25 document. createElement('div').  proto !==
zZ6 document.createElenent('form')._ proto__ B
- 27|
- T ag 4| 1, + a
File Count : 1 Line # 1 Char # 0

Tags

This tab contains a list of tags applied to the currently selected node in the file tree.

Groups

This tab contains a list of groups to which the currently selected node in the file tree has been added.

Filtering the File Tree

212

Information about filtering the file tree is presented in the following sections:
® Displaying Only Desired Files (Nodes)
® Displaying Only Exact Matches

® Displaying Partial Matches
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Filtering the File Tree

Displaying Only Desired Files (Nodes)

To filter the file tree to display only those files containing a specific type of evidence, perform the following steps.

e
o=
M

Task To filter the file tree to display only desired files (nodes), do the following:

1.

2.

Double-click a desired row in the Tag table on the Tags tab inDetector.

Other filter options include double-clicking on a desired Component, License, Copyright, or Search Terms from the
corresponding tabs in the top panel of Detector.

Note « See Custom Script-Based Filters for more information about Custom Groovy script-based filters you can develop
for custom or complex filtering.

Displaying Only Exact Matches

To filter the file tree to display only exact matches, perform the following steps.

=
Task To filter the file tree to display only exact matches, do the following:

1. Click the node in the file tree for which you wish to review exact filematches.

2. Select the Exact Matches tab in the File Details panel. This shows a list of components that include files that are an
exact (bit-for-bit) match to the currently selected node in the file tree. Policy icons indicate the component policies
that exist for eachrow.

3. There are three action buttons below the table that allow you to remove a component from the list, add a component

to the list, orignore a particular match from the list.

Fics | Nemespece " | Node: aceqi-security-1.0.7.jar MD5: 355696bb2e3d3c9892543396271d4d79
‘ EE EE ‘Eﬂ !E B [ & ‘ Summary | Exact Matches |Partia| Matches ITags I Groups|
:Enh're Workspace v: Show::;\ll Matches v: Contains: @ E
E-F C:\Cleanroom'ePortal-1.3 A Mark  Component
(-1 downloads ¥ acegisecurity )

(-7 embedded

: V¥ brihaspati
= Flb

]“ camptocamp-geonetwork

]
]
- - - ]
B L oot security-1.0.7.5r] e
(#-5] cglib-nodep-2.1_3.jar O | eia
(-] commons-beanutils-1.7.0.jar ] |1 coadunation
-] commons-codec-1.3.jar B P dhubler-sipxecs .
[#-5] commons-io-1.4.jar B |1 emtoras
-] commeons-lang-2.3.jar |
(#-5] dom4j-1.6.1jar [ |V geoserver
-] hibernate-3.1.3.jar ] P gecwebcache
(-] itextpdf-5.1.2.jar B P amixs
-] xstream-1.1.2jar 5 B
..... L]. zlib1.dll ] l] : jptp
[ sre O |1 xayveo
B[ web ] 1 1eechonjava
[ pommt 0

]“ lingportal

< [T b = =
File Count : 83
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Filtering the File Tree

Displaying Partial Matches

Information about filtering the file tree to display partial matches is presented in the following sections:

Displaying Copyrights

Displaying Emails & URLs

Displaying License Matches

Displaying Search Term Matches

Displaying Source Code Fingerprint (SCF) Matches
Displaying Source Code Fingerprint (SCF) Matches

Displaying Java Name Matches

Note « For more information on how to control the sensitivity of copyright detection, see “Tuning Copyright Detection” in the
FlexNet Code Insight Installation and System Administration Guide.

Displaying Copyrights

To display copyrights, perform the following steps.

=
Task To display copyrights, do the following:

1. Alist of detected copyright holders is available in the Copyrights tab in the top panel in Detector.

2. Click the node in the file tree for which you wish to review detected copyrights.

3. Select the Partial Matches tab in the file details panel and ensure that the Copyrights checkbox is checked to view
the detected copyrights. Copyrights are highlighted in blue, and the corresponding vertical color bar to the right of the
panel indicates matches which exist within the currently selected node in the file tree.

Portal Matches | Tags | Groups
|| Email JURLs Search Terms Source Matches
Local File: builder.js
t|fs script.aculo.us builder.js v1.8.1, Thu Jan 03 22:07:12 -0500 2008 “ =
2
3 =
4
5 I
& ttp://script.aculo.us/
7
8|var Builder = | I
g HODEMRE: [
10 LARER: 'map',
11 CRPTION: 'table',
12 COL: 'tabkle',
13 COLGROUFP: 'table',
14 LEGEND: 'fieldset',
15 OFTGROUF: 'select',
18 OPTION: 'select',
17 PREEM: '"cbject',
18 TBODY: 'table',
19 TD: 'table',
20 TFOOT: 'table',
21 TH: 'table’,
22 THERD: 'table', o
Line # 1 Char #0
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Displaying Emails & URLs

To display emails and URLs, perform the following steps:

e
o=
M

Task

To display emails and URLs, do the following:

1.

2.

Click the node in the file tree for which you wish to review detected email addresses and URLs.

Click the Partial Matches tab in the file details panel and ensure that the Emails/URLs checkbox is checked in order to
view the detected email addresses and URLs. Email addresses and URLs are highlighted in purple, and the
corresponding vertical color bar to the right of the panel indicates the matches exist within the currently selected
node in the filetree.

Ignoring Emails & URLs

You can choose to ignore emails and URLS. To do this, include the email or URL you wish to ignore in the Properties file the

same way you include copyrights toignore.

Displaying License Matches

To display license matches, perform the following steps.

To display license matches, do the following:

1.

Click the node in the file tree for which you wish to review detected license text and license references. Note that
license matches are only highlighted in source files. Other file types are flagged (via tags) as containing license
matches bug highlights within the partial matches tab, and are not available for non-source files.

Click the Partial Matches tab in the file details panel and ensure that the License Matches checkbox is checked to view
the detected license text and license references. License matches (in source files only) are highlighted in green, and
the corresponding vertical color bar to the right of the panel indicates matches which exist within the currently
selected node in the filetree.

Displaying Search Term Matches

To display search term matches, perform the following steps.

=
M

Task

To display search term matches, do the following:

1.
2.

Click the node in the file tree for which you want to review searchterms.

Select the Partial Matches tab in the File Details panel and ensure that the Search Terms checkbox is checked to
view the detected search terms. Search terms are highlighted in light blue, and the corresponding vertical color bar to
the right of the panel indicates matches that exist in the currently selected node in the file tree.
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Displaying Source Code Fingerprint (SCF) Matches

Source code fingerprints are snippets within files that match content in source files found in third-party components.
Source code fingerprints act as identifiers of likely third-party content within the scanned file.

To display source code fingerprint (SCF) matches, perform the following steps.

Task To display SCF matches, do the following:
1. Click the node in the file tree for which you wish to review source codematches.

2. Select the Partial Matches tab in the file details panel and ensure that the SCF Matches checkbox is checked to view a
list of third-party files for which there are source matches.

3. Selectarow inthe matches table to highlight the currently selected node in the file tree with the source code matches
that were detected from the selected remote file. The data in the table can be sorted by any of the columns. The
following acronyms are used in the column headings to save space:

® CR:Code Rank
® CV:Coverage

® CL:Clustering
® U:Uniqueness

4. Source code matches are highlighted in yellow, and the corresponding vertical color bar to the right of the panel
indicates matches which exist within the currently selected node in the filetree.

Note - Ifyou set sliders in the Workspace Settings page via Detector, only your local (on your machine and with your
machine login only) scan results view willbe affected. The sliders filter the file tree to display only those files that contain
source matches above the defined thresholds. The list of source matches in the Partial Matches tab will not be filtered, so
no scan results are hidden for a given file. When a file is selected from a complete scanned files tree of a filtered view, all
source matches above the scan-source-match thresholds are shown in the source matchestable.

5. There are three buttons to the right of the Evidence Type checkboxes at the top of the Partial Matches tab.

6. To open the remote file from the selected Release (Component) in the source matches table in a local testeditor, click
7. Toopen the remote file from the selected Release (Component) in a panel next to the scanned source file (dual-pane),

click . You can then review these two files side-by-side. You can perform text searches in either pane using the
[Ctrl]+ [F] shortcut.

8. To load all source code matches, click . By default, only the first 500 matches are loaded. They are sorted in
descending order by the number of matches they contain.
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The File Details Panel Partial Matches tab with SCF Matches Dual-Pane View view appears:

I s BRG] s s vaces (2115
Shaw:| All Matches + | Contains: @ Component: Al Components - E
Mark  Matched File Component Release CR% CV% % U% Matches
7 |emerics opendsx + || P opendx : dx-4.2.0.tar.qz B 57.35 100,00 53.77 100.00 -
[ |alyph-c opendsx + || dick here toload release data... | 87.10|100.00| 52.53 [100.00 (151 i
7 glyph.c opendx « || dick here toload release data... | 58.52| 15.43| 4_21|100_00|z2 -
Local File: autoglyph.c

144 type_string[count]= tolower(type string[i]): &

145 else

144 type_string[count]= type_string[i];

147 count++;

148 1

149 else | ==

150 if (type_string[i] != " "} | I

151 type_string[count]= type string[i];

152 count++;

153 }

154 }

155

156

157 in

158 if { returnreceipt ) {

Line # 1 Char #0

_DEma\IJURLs _ Search Terms (V] Source Matches LY ¢
Show: all Matches | Contains: [z] Component: | &l Components E
Mark  Matched File Component Release CR % ¥ % L% U Matches
Fl (opendsx « [} opends : d-4,2.0.tar.02 ] 100_00 5 59
1] glyph. o |opend: = | | dlick here to load release data... ~| 87.10 100.00 Ez.53 100.00 151
(=] _glyph.c 'opendx « || click here to load release data... | 53.53 16.43 4.81 100.00 ZZz b
E _glyph.c opendsx « || dick here to load release data... - | 5858 16.43 4.81 100.00 zz =
] bldhdrs.cpp _b\at - | _cl\ckhsretu Inad release data... ~ | 8l.84 9.71 100.00 100.00 13
[ |plandrs.cpp 'blat « || dick here to load release data... - | 8181 3.96 100. 00 o000 |1z -
Local Filex: autoglyph.c Remote File: autoghyph.c opend:x: : dx-4.2.0.tar. gz E]
142 if (isalpha(type_string[i])){ - SCYcpy¥ (C¥pe_string,t¥pe]; pL 137
143 if (isupper(type_string[i])) /% turn type string to lower case %/ 138
144 type_satring[count]= tolower (cype string[i]): i=0; 139
145 else count = 0z 140
148 type_string[count]= type string[il: while (i < 28 &6 type_string[i] != '\0') | 14l
147 countH-; if (isalpha(type_string[i])){ e3
143 } if (isupper(type_string[i])) 143
149 else | type_string[count]= toloweritype string[il): 144
150 if (type string[i] '= ' '] { — else | 148
151 type_string[count]= type_string[i]: [ rtype_string[count]= type_string[i]: E 1ds
152 count+; count+; 17
153 ) y 148
154 } else { lag
155 if (type_string[i] !'= ' '} { 150
156 type_string[count]= type_string[i]; 151
157 S 3rl begin count-; 15z
158 if [ returnreceipt | { 1 153
159 aprintf | 1 154
160 - 155
161 } 156
162 I type_string[count]='\0'; R
163 3 158
164 4 Toby Korn tkorngsnl.com §/4/1999 } else | TED
165 A7 IF priority is specified on the command - Strcpyitype string, standard”); - en
168 | ¢ | i ] | KN i e R
Line # 147 Char # 3701 Line # 145 Char # 3677

Displaying Source Code Fingerprint (SCF) Matches

Because a typical scanned source file may contain source matches from multiple origins, FlexNet Code Insight determines
if all third-party content in the scanned file comes from a single source or from multiple sources.

This is done via the orange side bar and orange source match highlighting in the partial matches panel. It represents the
union of all source matches across all matched files that are not represented via the currently selected matched file. This
allows an auditor to quickly determine whether there are additional source code fingerprint matches in the scanned file
that can be explained via an alternate set of matched files.
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The yellow bar and highlights represent the Source Code Fingerprint matches found in selected files. The orange bar and
highlights represent the Source Code Fingerprint matches found in non-selected files. The combination of the yellow and
orange highlights represents the entire set of source code fingerprint matches in the scanned file from all files.

Node: autoglyph.c MD5: f66b4d0a08608db1be221604cb781d17
Exact Matches | Partial Matches | Tags | Groups
[ e [ URBRRHRRE] 53] s v (5]
Show:| All Matches ¥ | Contains: @ Component: |All Components - E
Mark  Matched File Component Release CR% CV% CL% U = Matc
] = glyp opendx + || dick here to load rele... -
=
] glyph.c opendx w || dick here to load rele... » | 87.10|100.00| 52.53|100.00 (151
= _glyph.c opendx w || dick here to load rele... » | 58.58| 16.43| 4.81|100.00 (22 =~
Local Filex autoglyph.c

47 count++; -

148 }

14% else {

150 if (type_string[i] '= " ") {

153 type_string[count]= type_string[i]:

152 count++;

153 1 = i

154 !

155

156

157 4/ ¥l begin

158 if { returnreceipt ) [

159 sprintf|(

160

161

162 ¥ ~

183 ¢ | i | » -

Line # 1 Char #0

To filter the list of matched files to only those containing the selected text, select a section of text with orange highlights
and right-click it and click the Filter list to Matched Files containing selected text.
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Exact Matches | Partial Matches | Tags | Groups

_DEmail,l’URLs_ Search Terms  [V] Source Matches [ |
Show:j.ﬁ.ll Makches vj Contains: @ Component: jF'.II Components vj
Mark  Makched File Companent Release CR% v L% U% Make
autoglyph. c opends v | &][click here toload refe... w | 87.35 |100.00| 53.77 |100.00 159 -
.opendx = 4 click here ta load rele. ..
[ |_glyph. e opend v | &][dick here toload rele... w | Sa.58| 16.43| 4.81|100.00 |22
B |_olyph. e opends v | &|[dickhere toload rele... w | S8.58| 16.43| 4.81(100.00 |22
[F1 11 Al 2T hlat i1l lick here bo lnad rels | 124 a 71 hinn nolinn ool 3
Local File:: autoglyph.c
142 if (isalpha(type_string[il))! - ==
143 if (isupper(type_string[i]))
144 type_string[count]= tolower (Cype_string[i]):
145 else a
las ty¥pe_string[count]= type_string[i]; |
147 count++;
148 1
149 else I
150 if (ty¥pe_string[i] !'= ' ') { L
151 type_string[count]= type string[i]; |E|
152 count+; I
153 ) |
154 1 -
155
156
157 A/ jrl begin
158 if [ returnreceipt | {
159 sprintf| tmpstr, "Return-Receipt-To: %3%r\n"”,
160 replytoid[0] 2 replytoid @ loginhame ):
161 i
16z 3 H Filter list to Matched Files containing selected text
163
le4 #¢ Toby Korn tkorn@snl.com §/4/199%9
165 A7 If priority is specified on the command line, add it to tl
166 if [ priority [0] == 'O') { s
167 « | [ | + -
Line # 161 Char # 4003 through 4023

Displaying Java Name Matches

Java name space matches are Java classes in the code base that match Names in the signature Compliance Library.

Task To display Java name matches, do the following:
1. Click the Namespace tab in the lower pane. The Java namespace file tree opens.

2. Selectabold filename, and double-click a line item to view the file information.
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4
Namespacs " e: collections

MName | References I Dependenciesl Dedarations

Name: antlr. collections

El"\f‘? antlr T Matched Name ID: N1470

B M Matched Name: antlr. collections
-3 ANTLRException Component Listing
-y ANTLRHashString
g ANTLRStringBuffer Name Title
@? ASTFactory repast Repast -
i ASTPair E vrspace vrspace (==
53 ByteBuffer maverick MaVerickDBMS
) Charuffer
@? CharScanner geotools GeaTools, the java GIS toolkit
-i37 CharStreamException opennms OpenhM3
@? CharStreamIOException jhome Java Home Automation
5% CommonAST b carbon Carbon
(5% CommonToken dresden-od Dresden OCL
iz InputBuffer apg Another Photo Gallery
-3¢ LLkParser openuss FS5L - OpenUss -
37 LexerSharedInputState : -
~iz7 MismatchedTokenException [ | ] [ 3| ] [ @1 ]
37 NoViableAltException
-¢27 NoViableAltForCharException
iz ParserSharedInputState
-3¢ RecognitionException -
< [ I ] »
File Count : 0

3. Click the Information icon for more information about the component. The Component Info and Attribute dialog
box appears.

4. Toassign aversion number to the file from the existing list of versions or add a custom version to the list, click the Plus
button (under the Component Listing pane). You can also remove a custom version from components, but you can’t
remove standard versions because they are predefined entries.

5. Click Apply on the Info icon (under the Component Listing pane) to apply your comments and changes.

Viewing SCM File Check-In History

If you configured an SCM application for the current workspace, right-clicking on a file in the file tree allows you to view the
that file’s recent SCM file check-in history.

Select the View File Check-In History option in the context menu.
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Analyzing Files with Evidence
(Third-Party Indicators)

This section explains how the auditor can use Detector for analyzing scan results in files with evidence. Information about
analyzing files with evidence is presented in the following sections:

About Analyzing Files With Evidence
Researching a File

Designating Files That Have Been Reviewed
Tagging Files and Archives

Filtering Files and Results

Custom Script-Based Filters

About Analyzing Files With Evidence

The auditor can use Detector for analyzing scan results in files with evidence. The basic auditing work process includes

viewing files with a purpose in mind, and then taking action to mark those files that do or do not represent an indication of

third-party content in the scanned code base.

The auditing tasks you can accomplish are as follows:

Research a file—When a file contains third-party indicators, you can use the Exact or Partial Matches tab to review the
evidence and decide which group best explains the existence of this file. If no such group exists, a new group can be
created to explain thefile.

Customize data—You can associate a file that appears in the file tree with a product or add a license.
Annotate (tag) a file—You can add information to a file by tagging the file with any type ofdata.

Analyze components and licenses—You can view components and licenses that are part of your project inventory, or
research any other components or licenses in the FlexNet Code Insight Compliance Library.

Designate which files you have reviewed—You can mark a file reviewed or unreviewed anytime during the auditing
process.
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® Filter files—You can filter evidence, much like filtering email. You can sort the files that fulfill certain filter criteria.

® Add afile to a group—Adding files that share characteristics with a group allows you to organize the scanned
codebase. It also allows you to give a file a status, in order to slot it appropriately for review during the auditing
workflow. Publishing groups results in projectinventory.

Researching a File

When a file contains third-party indicators, you can use the Exact or Partial Matches tab to review the evidence and decide
which group best explains the existence of this file.

To research (review all evidence) a file, perform the following steps.

Task To research a file, do the following:
1. Navigate to the file tree.
Note « You can filter the tree using evidence tags or a customfilter.)

2. Click on any file in the tree. Files are decorated depending on the types of evidence present inthe file. Depending on
whether the scanned file is source, archive, or other type of file, the icon preceding it is representative of the file type.
The following file notations are available:

Notation Description

bold Afilename that is in bold contains one or more exactmatches.
(1) Afile with a red exclamation mark in front of it contains one or more sourcematches.
<> Afile with angle brackets in front of it is recognized as a source file based on the file

extensions specified in Workspace Settings.

Note - All files with exclamation marks also have <>.

Regular weight, The absence of bold characters or exclamation marks indicates that the file is neither an exact

no exclamation match nor a source match.
mark
Italics Afilein italics indicates that its status has not yet been received by theserver.
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Files | Namespace Node: xmirpc http.h MDS: 96c¢8650f7187b22abe65c36c6fcl2bde
‘ EE EE ‘Eg EE B l.—_";'. % E-:‘Q Summary | Exact Mahd'1es| Partial Matches | Tagsl Groups|
Entire Workspace - LETE xmirpc_http.h
. . Path: C: /Cleanroom/ePortal-1. 3/src/blog/xmirpc_http.h
=-¥ C:\Cleanroom\ePortal-1.3 - Digest: 96c8650f7187b22abes5c36c6fc 12bde
"J downloads Size: 2KB
(-1 embedded Type: Source Code
-7 lib Lines of Code: 33
B src Last Modified: March 17, 2009
£-77¥ blog Reviewed: Yes
i copymng
i ] LICENSE
|| README
|_1 new. txt
stack.h
xmirpc.c
xmirpch
- corbaSry
..... [ merypt.c
..... @ autoglyph.c
-0 web
-~ pomosaml
8
] r
File Count : 83

3. Navigate through the Evidence tabs in the file details panel to review the various third- party indicators that were
detected in the current file. To view different types of evidence, see Types of Evidence.

Designating Files That Have Been Reviewed

KK
|

Task

Files in the system can have the following states:
® Not Reviewed

® Reviewed

®  Analysis Completed.

The states of Reviewed and Analysis Completed are related; therefore, only files that are marked as Reviewed can be
marked as Analysis Completed and only files that are not marked as Analysis Completed can be unreviewed. A file that has
been marked as Reviewed may be brought back to unreviewed state by the scanner during a rescan. See Rescan Options
Tab for details. A file that has been marked as Analysis Completed cannot be brought out of that state by the scanner. This
can only be done by the Auditor using the Detector client.

You can mark a file reviewed, unreviewed, or analysis completed by performing the following steps.

To designate a file that has been reviewed, do the following:
1. Click on afile in the file tree.

2. Right-click to access the commands Reviewed (or unreviewed) and Analysis Complete.
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Files | Namespace " | Node: acegi-securit
EEEEEEEE Surmary [ xoct e

- Name:
Entire Workspace
— Path:
=+ Ci\Cleanroom\ePortal-1.3 - Digest:
Size:
Type:
= Flb Last Modified:
TR Jocenscouringlragy S—

-5 colib-nodep-2 Tag File
-] commens-bez
5] commens-cod
5] commens-io-

£

£

E Remowe Tag From File
£

[#-5] commens-lan; Mark as Analysis Completed
£

£

£

£

Mark as Unreviewed

5] dom4j-1.6.1j:
#--5] hibernate-3.1 Add File To Group
7-5] ftextpdf-5.1.2,

-] xstream-1.13 Remove File From Group

..... | zlib1.dn -
Copy This File Path L4
([T src =
-1 web Copy All Paths With This File Name *
~[] pom.xml Copy All Paths In File Tree 3
] 1 Open FileIn Text Editor
File Count : 83 Open File In Default Application

3. Todesignate that an entire directory has been Reviewed (or unreviewed) or Analysis Completed, select the directory.
4. Right-click on the selected directory.

5. Select the Mark All Contained Files as Reviewed (or unreviewed) and Analysis Completed.

4
Files | Namespace " | Node: lib MD5: d41d8cd98f00b204e9800998ecf8427e

‘EEEEEEED%':Q‘ Summary
Entire Workspace - LEE =
Path: C:/Cleanroom/ePortal-1. 3fib
E|\§I C:\Cleanroom'ePortal-1.3 - Digest: d41d3cd98f00b20429800398ecfa427e
Size: 4KB
Type: Directory
e August 5, 2013

Add Tag Te All Contained Files

Remove Tag From All Contained Files

Mark All Contained Files as Reviewed

Mark All Contained Files as Unreviewed

Mark All Contained Files as Analysis Complete
Unmark All Contained Files as Analysis Complete

Add All Contained Files To Group

Remove All Contained Files From Group

Copy This Folder Path 4
Copy All Paths In This Folder 4
Copy All Paths In File Tree 4

T
File Count : 83 | ‘ ”

Tagging Files and Archives

You can assign tags to files in order to associate arbitrary data to files or to allow custom filtering to be performed using tag
values.

® Tagging a File
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® Tagging an Entire Directory

® Assigning a Different Value to a Tag

Tagging a File

To tag a file, perform the following steps.

Tagging Files and Archives

Task To tag a file, do the following, do the following:
1. Select the file from the file tree that you wish to tag with one right mouseclick.

2. Select the Tag File from the Right-Click menu.

Tag File
Remove Tag From File
Mark as Unreviewed

Mark as Analysis Completed

Add File To Group

Remove File From Group

Copy This File Path »
Copy All Paths With This File Name *
Copy All Paths In File Tree »

Open File In Text Editor
Open File In Default Application

The Add Tag dialog appears:

o S

Tag Name

[]5elect Al

TagValue |proq

i

3. Click the Tag Name you want to apply. It ishighlighted.

4. Click Add Tag.
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Tagging an Entire Directory

To tag an entire directory, perform the following steps.

Task To tag an entire directory, do the following:
1. Select the directory.

2. Right-click to access the command menu that pertains to directories:

Add Tag Te All Contained Files

Remove Tag From All Contained Files

Mark All Contained Files as Reviewed

Mark All Centained Files as Unreviewed

Mark All Contained Files as Analysis Complete
Unmark All Contained Files as Analysis Complete

Add All Contained Files To Group

Remove All Contained Files From Group

Copy This Folder Path L4
Copy All Paths In This Folder 4
Copy All Paths In File Tree L4

3. Select Tag All Contained Files from themenu.

Assigning a Different Value to a Tag

To assign a different value to a tag, perform the following steps.

XXy
|

Task To assign a different value to a tag, do the following:
1. Select Tag File from the right-click menu as shown in Assigning a Different Value to a Tag.

2. Double-click the Tag Name (in this case, Owner), and the Add Tag dialog appears.
wvs R

| ——

Select All

TagValue rreq

AddTag || Cancel

3. Enteradifferentvalue.

4. Click OK.
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5. Click Add Tag to apply the tag with the new value to the file ordirectory. The tag value appears on the Tag tab of the

lower right-hand pane.

@ ] cglib-nodep-2.1_3.jar
# =) commons-beanutils-1.7.0.jar
#-3J commons-codec-1.3.jar
- 3] commons-io-1.4.jar
@ =] commons-lang-2.3.jar
3] domdj-1.6.1jar
@3 src
- web
] pom.xml

Fles - Node: acegi-security-1.0.7.jar MD5: 355696bb2e3d3c9892543396271d4d7 @
B B2 e B @ R & | summary | Exact Matches | Partial Matches | T205 | Groups|
— 4 Name . Value System
Entire Workspace =
LS = \Contains Exact File Matches Yes Yes -
=¥ C:\Cleanroom\ePortal-1.3 || | contains Indicators Yes Yes

(3 downoads S N

(] embedded Review Status Last Updated By alex Yes

283k Review Status Last Updated On 08-20-2013 Yes

R ] acegi-security-1.0.7.jar | Reviewed Yes Yes

< m »

File Count : 83

Filtering Files and Results

Remove Tag From Fie

You can filter evidence, much like filtering email. You can sort the files that fulfill certain filter criteria, and by doing this,
you can more easily find files and those components that require the same type of review process. You can also filter

results by choosing the last filter you used during your research.
®  Filtering Files

®  Filter Expression Options

Filtering Files

To filter files based on file information, perform the following steps.

Task To filter files, do the following:
1. Select the Filter tab in the upper pane, forexample.

2. Selectaline item from the Filter pull-down.

3. Click the Editicon at the top of the tab. The Edit Filter page appears.
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Filtering Files and Results

| Edit Filter =2 o<

Name ‘Jar Files| ‘
Description | |
Actions l Add File Path Expression I l Add Tag Name Expression ‘ l Add Tag Value Expression l
File Path X
Path \Coniains \vl [] Case Sensitive
Value ‘,jar I

‘ Up Down

Coowy | [somase ] [sn ]

4. Click Save As to save the filter settings with a new name, or the Save button tosave the filter settings as a future filter
choice.

Filter Expression Options

228

This section contains details related to options you can set during file filtering.
®  File Name/Path Expression

® TagName Expression

® TagValue Expression

®  Filtering Files by Last Filter Used

File Name/Path Expression

You can use File name expressions to filter files in the scanned codebase tree to include only those matching the criteria of
the file name, path, or extension.

There are several operators available for this filter expression, and a case-sensitive comparison can be enabled if required.

Table 30-1 « Operators

Operator Description

Contains Used to find all files that contain a certain String value in the file path

Does not Contain Used to find all files that do not contain a certain String value in the file path
Equals Used to find all files that exactly match the file path

Does not Equal Used to find all files that are do not exactly match the file path

Starts With Used to find all files that begin with a certain String value
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Table 30-1 « Operators

Operator Description

Ends With Used to find all files that end with a certain String value (file extension for example)

An example might be all files that contain “src” in the file path, and end in . java. So the following file would survive such a
filter:

\project\modules\core\src\com\mycompany\class\foo.java

Tag Name Expression

Tag name expressions can be used to filter files in the scanned codebase tree to include only those containing a particular
tag assignment. This is the expression to use for checking whether a particular system evidence tag is assigned to a given
file. An example would show all files with exact file matches that have (or have not) been marked as reviewed.

Note « Several tags can be selected. In such a case, the same operator is applied to each tag, and all selected tags must meet
the defined criteria for a file to survive the filter.

There are several operators available for this filter expression:

Table 30-2 « Tag Name Expression Operators

Operator Description

Has Any Value Used to find all files that contain any value (including multiple) for the selected tags.

Has Single Value Used to find all files that contain only a single value for the selected tags.

Has Multiple Values  Used to find all files that contain only multiple values for the selected tags.

Has No Value Used to find all files that do not contain any values for the selected tags.
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230

Name ‘Jar Files with Exact File Matches |

Description |

Actions [ Add File Path Expression ] [ Add Tag Name Expression | | Add Tag Value Expression \

[File Path x|

Path |Corﬁains |v1 [_| Case Sensitive

Value |,jar |

‘Tag Name X
Available Tags Condition

Changed Since Last Scan Has Any Value | - ]
Contains Email/lURL Matches
Contains Errors

Contains Exact File Matches
Contains Indicators
Contains License Matches
Contains New Evidence Since Last Revi
Contains No Indicators

[«]

| »

oy ] [samae-|[smn ]

Tag Value Expression

Tag value expressions can be used to filter files in the scanned codebase tree to include only those containing a particular
value assignment for a specific tag. For example, show all files that contain the string John Smith in the copyright block.

Note « Only one tag can be selected for this expression. Also, only files with a given tag assigned will be considered for the
comparison. In other words, if Tag A does not have a value for File 1, then File 1 will not be a candidate for surviving a filter

value expression for Tag A.

There are several operators available for this filter expression in addition to a Has Only One Value option that restricts the
comparison to only those files that have a single value assigned for the selected tag:

Table 30-3 « Tag Value Expression Operators

Operator Finds...

Contains Files with the selected tag assigned whose value contains the specified string.

Does not Contain Files with the selected tag assigned whose value does not contain the specified string.
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Table 30-3 « Tag Value Expression Operators

Operator Finds...

Equals Files with the selected tag assigned whose value is an exact match with the specified
string.

Does not Equal Files with the selected tag assigned whose value is not an exact match with the specified
string.

Starts With Files with the selected rag assigned whose value begins with the specified string.

Ends With Files with the selected tag assigned whose value ends with the specified string.

Name |Fi|es with Copyright IBM |

Description | |

gctias | Add File Path Expression ‘ \ Add Tag Name Expression | | Add Tag Value Expression J

Tag Value X
1 |

Available Tags Condition

Contains New Evidence Since Last Revi(* | |Comains Iv |
Contains No Indicators
Contains Search Term Matches
Contains Source Matches —‘ |'BM ‘
Contains Version Matches =

Copyright Holder
Detection Evidence =
Excluded

E‘iIT_Disnnsil.innl B0

Value

[4]

| Up Down |

| aooy || savens.. || save |

Filtering Files by Last Filter Used

To see the results of the last filter you used to view files in the file tree, perform the following steps.

Task To filter files by last filter used, do the following:
1. Selectaline item, for example, from the Componentstab.

2. Select the last filter type you want to view from the pull-down on the Files tab.

FlexNet Code Insight 6.13.3 User Guide FNCI-6133-UG00 Company Confidential 231



Chapter 30 Analyzing Files with Evidence (Third-Party Indicators)
Custom Script-Based Filters

Workspace Script About

Welcome | Groups | Tags | Filters | Components | Licenses | Emails/urls | Search Terms | Copyrights|
- - Show Inventory »| 'Cnnpa'mtuaneseg"vsmm v-
Title Description
apad:e)d:ana-cm-bea'uﬂs Apache Jakarta Commons BeanUtils BeanUtils provides an easy-to-use but flexible wrapper around refiection and introspection. A
apache-jakar ta-commons-codec Apache Jakarta Commons Codec The codec package contains simple encoder and decoders for various formats such as Base64 and Hexa... \
apache-jakarta-commons-io Apache Jakarta Commons IO Commons-I0 contains utility dasses, stream implementations, file filters, and endian dasses.
apache-jakar ta-commons-ang Apache Jakarta Commons Lang Commons.Lang, a package of Java utility dasses for the dasses that are in java.lang's hierarchy, or .
[Code Generationlibrary ~|Byte Code Generation Library is high level API to generate and transform JAVA byte code. Itis used by ...
‘codehaus-aslrean codehaus-Xstream XStream is a simple library to serialize objects to XML and back again. -
Files " | Node: acegi-security-1.0.7.jar MD5: 355696bb2e3d3c9892543396271d4d79 @
=Y @ |2 | (% | Summary | Exact Matches | Partial Matches | Tags | Groups|
Name: acegi-security-1.0.7.jar
Path: C:fch ePortal-1.3/lib/acegi-security-1.0.7.jar
- Digest: 355696bb2e3d3c9892543396271d4d79
Size: 536 KB
Type: Archive
Last Modified: April 25, 2013
Reviewed: Yes

|Last License Filter

Last Email /Url Filter

|Last Search Term Filter
lLast Copyright Filter
[Matched Java Names
lunmatched Java Names
Last Custom Script Filter

File Count : 1

Custom Script-Based Filters

232

There may be cases where complex “custom” logic is required to filter the Detector file tree to only the desired files. A
custom, Groovy script-based filtering option is available as an add-on to FlexNet Code Insight.

The Detector Script menu contains a Favorite Filters option that lists all of the Groovy scripts that reside on the client
system. The custom filter Groovy scripts should be placed in the following directory:

<USER_HOME>/.palamida/config/detector/custom_filters

Workspace [Script| About

[welcome || Run Seript... snses | EmailsfUrls | Search Terms | Copyrights|
Open Script Console
Favorite Scripts r
Filter on Top of Existing Tree
Favorite Filters » Custom-Filter-&ll-Files-By-Distros.groovy
I Custom-Filter-All-Files-By-Extensions.groowy

Theses Groovy script filters can implement any desired combination of criteria used to filter the list of files in the Detector
file tree. The script is passed a list of existing file paths visible in the Detector file tree at the time of execution, and expects
a list of file paths returned so that those files can be shown in the Detector file tree.

The Filter on Top of Existing Tree option allows the user to control whether the Detector file tree should show all files
returned by the custom script filter, or only a subset from the files that are currently visible in the Detector file tree. This
option allows sequential filters to be applied to continue filtering the tree until the desired files are remaining.

Itis up to the custom script filter to invoke a Filter Options dialog if use-entered options are necessary.
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Description: This custom filter will reduce the file tree to only those files with the specified extensions.
Enter a comma-separated list of file extensions below:

e prons  [oleks

dlljs

Custom Script-Based Filters

After a custom filter is applied, use the Last Used Filter pull-down menu to reset the file tree to a previous filtered view.

See Filtering Files by Last Filter Used for details.

Files | 1 " | No file or namespace selected.

EHEEERERE sunmary |

EEE

E\: c:\cl \! I-1
=T ame
L xprts.dil

(=¥ Common Files
| B3 A0l

=¥ AOLDiag
o 0 aoldiag.dn
| B3 Adobe

- B-IF AdobeGraphicsManager
P L acm.di
| EF Yahoo!
| -3 Tookit —

i D yt.dl

= Intervideo

=2-5F Common

=¥ Bin
L nviuma.dil

£ C:\Cleanroom\ePortal-1.3\lib
C L liha AN
« »

File Count : 14

N arrhedded

] »

m
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Custom Script-Based Filters
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Managing Inventory via Groups

Information about managing inventory via groups is presented in the following sections:

About Groups

Managing Groups
Creating a Group
Deleting a Group

Copying an Existing Group
Managing Group Details
Viewing Groups Created by System
Creating User Groups
Adding Files to a Group
Publishing Groups
Recalling Groups

Viewing and Confirming Published Inventory

About Groups

Groups are used to organize scanned files. System-generated groups are populated with files that share version,

component, or license information. For example, if a set of all files points to one license, it might be assigned a group by the

system.

Publishing a group allows those working on the project to see the inventory associated with the project or workspace. As a

project owner or auditor, you can create groups or assign files to existing groups. Files in a group can come from multiple

workspaces in a project. You can view column headings associated with certain component names that refer to
Workspaces as well as Projects.
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Managing Groups

Policies determine if a component in a group is allowed or disallowed. As an auditor, your job is to look all of the files in a
workspace and determine which group best explains the existence (or origin) of that file.

When you publish a group in Detector, in effect, you make it visible as inventory that is ready for review to the entire project
team. These project team members can view inventory details including a complete file list associated with the inventory
item (published group). You can use the Quick Review feature to immediately review each inventory item, or you can use
the complete FlexNet Code Insight workflow to review fully each inventory item using the request form and a formal review
process.

The job of the auditor is to fully vet the scanned codebase, and explain the origin of each file by assigning each to
appropriate groups. However, once a group is published, it is up to the project team to deal with the review and
remediation of the files association with the inventory items (if necessary). Groups that are published from Detector can be
viewed by clicking on the Inventory tab in the Project screen.

Recalling a group removes the inventory item from the project. This allows the auditor to do additional analysis on the
associated files and re-publish the group or delete it if appropriate.

Managing Groups

Almost all group management can be accomplished from the Groups tab of Detector.

Workspace Script About

‘ We\ooma‘ Groups |Tags I Filters I Components I Licenses I Emails/Urls | Search Terms Copyrights‘

ID  Name Priority Component License Owner System Updated  Published Status  F.. L.. Shi.. WorkspaceFiles  ProjectFies
42 codehaus-xstream 1.1.2 6 -NotSet codehaus-xstream BSD 3-dause ™New" or Rev... System Yes 08/06/2013 Yes Ready ... Un...Un... Unk... 1 1
44 cgib 21 & -MotSet cglb Apache License 2.0 System Yes  08/05/2013 Yes  Ready... Un...Un...Unk... 1] 1
46  apache-jakarta-commonsdang 2.3 &-MNotSet apache-jakarta-commons-ang Apache License 2.0 System Yes  08/08/2013 Yes  Ready... Un...Un...Unk.. 1 1
48  apache-jakarta-commons-o 1.4 6 -NotSet apache-jakarta-commons-io Apache License 2.0 System Yes 08/06/2013 Yes Ready ... Un...Un... Unk... 1 1
50  apache-jakarta-commons-codec 1.3 6 -NotSet apache-jakarta-commons—codec  Apache License 2.0 System Yes  08/06/2013 Yes  Ready... Un...Un...Unk... 1 1
52 apache-jakarta-commons-beanutils 1.7 & -NotSet apache-jakarta-commons-beanutils Apache License 2.0 System Yes  08/08/2013 Yes  Ready... Un...Un...Unk.. 1] 1
54  Files with 'GNU Library General Public Li... & - Mot Set GNU Library General Public ... System Yes 08/06/2013 No InProg... Un... Un... Unk... 1 1
55 Files with ‘MIT License' References 6 -Mot Set MIT License System Yes 08/06/2013 No InProg... Un... Un... Unk... 1 13
56 opendx &-NotSet opendx IBM Public License v1.0 alex Mo 08/05/2013 Yes  Ready... Un...Un...Unk.. 1 1§
58  scriptaculous 6 -NotSet scriptaculous System Yes 08/06/2013 Yes Ready ... Un...Un... Unk... 5 5~
Files | Namespace Node: ePortal-1.3 MD5: d41d8cd98f00b204e9800998ecf8427e
‘EEEBE&!BBD-.%P.‘J| Summary
Entire Workspace . Name: ePortal-1.3
£ 2 Path: C:/Cleanroom/ePortal-1.3
[EB ] C:\Cleanroom\ePortal-1.3 - Digest: d41d8cd38f00b204e9800998ecf3427e
3 downloads Size: 4KB
3 embedded Type: Directory
3 lib Last Modified: August 5, 2013
[ sre
# [ web
] pomacml
« ’
File Count : 83

Creating a Group

To create a group, perform the following steps.

Task

236

To create a group, do the following:

1. Click the Plus icon (on the top left of the top pane). The Add New Group dialog appears.
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2. Enter the name for the new group and the owner.

3. Click Add New Group to add thegroup.

Deleting a Group

To delete a group, perform the following steps.

KK
|

Task To delete a group, do the following:
1. SelectaGroupinthetable.
2. Click the Minus icon. The Group Delete dialog appears.

3. Click Yes to delete the group.

Copying an Existing Group

To copy an existing group, perform the following steps.

Task To copy an existing group, do the following:
1. Selecta Group inthetable.

2. Click the Copy icon. The Copy Group dialog opens.

r —
Copy Group u
L — a—
Group Name Copy of cglib 2.1
Indude Files =

Indude Metadata (|

[oc ] (o

3. Configure the copy group options:

® Include Files—Select to associate files from existing group with the newgroup.

Deleting a Group

® Include Metadata—Select to set group metadata fields for the new group equal to those of the existing group.

4. Click OK to copy the group.
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Managing Group Details

The Group Details tabbed screen provides a tabbed view of various group details. From the General, Notices, and Metadata
tabs, you can manage information related to specific group information.

Table 31-1 « Group Details Screen

Tabs Description

General ®  Group Name, Owner, Title, Description

e URL

®  Specific criteria for the following values:

Disclosed
Status
Priority
Shipped
Modified
Remediation
Field of Use

® Source Distribution Required and URL

® Components, Versions, Selected Licenses, Possible Licenses, As Found License text, Internal
Notes, External Notes, and Detection Notes (read-only)

Notices ® Include in Third-Party Notices

® Notice Title, Notice URL, Notice Attribution Statements, Notice Copyright Statements, Notice
License URL, Notice License Text, Source Distribution URL, and an option to save current values
as a default as well as overriding current values with an available set of default data.

Metadata Includes any defined group metadatafields.
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tices | Metadata|
merypt 2.6.8 Group Id: 2044
Owner alex Ignored || Disclosed | |
Title Published By: Alex Rybak (04/10/2012 17:41)
Description oroup dese |
b hittp:/fmerypt.sourceforge.net/
Status Priority Shipped Hodified Remediation Field of Use
[Ready forReview » | (2-Hgh ~ Yes | Mo ™ » |CoreProduct -
Component 3 Version > [
- @
Selected License |G General Public License v3.0 -
Possible Liceases Apache License, Version 2.0
GNU General Publc License v3.0
el p |

As-Found License Text |/ merypt 2.5 - encrypts text or binary fles using symmetric algonthms.

.

*® For a brief descriotion of the aloorithms read the man caoe.

= Copynght (C) 1998, 1999, 2000, 2001, 2002, 2007 Nikors Mavroyanopoulos
| = This program is dstributed in the hope that it wil be usefid,

am

Internal Notes [iternal notes ‘
External Notes: Thes tem e ko o prootie encrypbon capabiity and shoud be revewed for export control comphance. ‘
Detection Notes. [This ibem has been detected based on search terms and via additonal visusl nspecton. ‘

| Save

Managing Third-Party Notices Data for a Group

The use of third-party (TP) and open source software (OSS) is permitted under various open source licenses. In many cases,

open source licenses carry with them an obligation that the user of the open source software must provide attribution to

the original author. This obligation is generally met by generating a report that includes a list of open source and third-
party materials and the licenses under which they are used for the shipping product or application.

FlexNet Code Insight provides a standard third-party notices feature in the product to make this a simple byproduct of the

auditing work performed in the product. The following fields comprise a third-party notice for the use of a particular piece

of TP/OSS:

Table 31-2 « Third Party Notices Fields

Field Name Field Description

Include in Third-Party Notices

Used to control which audit findings are included in the Third-Party Notices

report.
Notice Title Recommended: Component Version (License)
Example: Apache Ant 4.7.1 (Apache License, Version2.0)
Notice URL Hyperlink to desired location. Typically, this is to the project homepage.

Notice Attribution Statements

Aggregated list of attribution statements and other notices as-found in the
codebase.

Notice Copyright Statements

Aggregated list of “clear” copyright statements as-found in the codebase. May
optionally paste in copyright statement from the license text.
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Table 31-2 « Third Party Notices Fields (cont.)

Field Name Field Description

Notice License URL Hyperlink to desired location. Typically, this is to the location of the license
text.

Notice License Text The license text as it is to be shown in the Third-Party Notices report.

Source Distribution URL Location where the source materials are available for a given third- party or

open source software item if you are making this available.

The information entered in the third-party notice fields is used to produce an out-of-the-box third-party notices report
(from the Web UlI).

Third-Party Notices Report for ePortal 1.3

COMPANY includes computer software supplied by third-parties, including (but not limited to) those set forth below (the “Third-Party Sofware”), with its
software product. COMPANY is providing the Third-Party Software to you by permission of the respective licensars andfor copyright holders on the terms
provided by such parties_including those terms required to be provided to you that are set forth below, and subject also to the End User License Agresment
applicable to COMPANY Software. Without limiting the terms in the End User License Agreement, COMPANY disclaims any warranty or other assurance to
you regarding the Third-Paty Software. The following terms relate only to the Third-Pany Software identified below and not to the COMPANY Software

Notice Title , UF Apache Commons VFS 1.0 (Apache License, Version 2.0)

Attribution Statements

Apache Jakarta Commons VFS
Copyzight 2002-2006 The Apache Software Foundation

This product includes software developed by
The Apache Software Foundation (http://www,apache.org/).

Az an opticnal dependency it uses javamail developed by
SUN Microsystems

You can get the libracy and its source from http://java.sun.com/products/javamail/
This library uses the CDDL cpen source license

Copyright Statements

- . i AICENSE-2.0 Mml)
License Text] | License Text (hitp.ifsww apache JCEN: il

Apache License
Version 2.0, January 2004
htep: / /v, apache. org/licenses/

Copyright 2002-2006 The Apache Software Foundation

TERMS AND CONDITIONS FOR USE, REFRODUCTION, AND DISTRIBUTION

Licensed under the Apache License, Version 2.0 (the "License™):
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http: //vww, apache. org/licenses /LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either expréss or implied.
See the License for the specific language governing permissions and
limitations under the License.

Source Material

Source matenals are available for download at- htp farchive apache. ong/distic (-1 -vfg-1.0-81C.2ip

mcrypt 2.6.8 (GNU General Public License v3.0)

Copyright Statements

The principal author and maintainer of mcrypt is

The report contains a block for each item that has been flagged to be included in the report consisting of the following
values:

® Notice Title and optional Notice URL.
® Anoptional Notice Attribution section if the corresponding field has avalue.

® Anoptional Notice Copyright section if the corresponding field has avalue.
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® Anoptional License Text and URL section if the corresponding fields have values.
® Anoptional Source Materials URL if the corresponding field has avalue.
Third-party notice fields are located on the Notices tab of the Group Details window in Detector.

A third-party notice can either be defined from scratch for the current group or loaded (using the Load Standard Notice
Data button) from the Standard Notices data (if available) and modified as needed. A standard notice applies if the
component, version, and license of the notice matches that of the current group. If a standard notice is loaded, it can be

Chapter 31 Managing Inventory via Groups
Managing Group Details

modified and saved (using the Save as Standard Notice Data button) as an updated version of the standard notice, or just
used for the current group.

Gereral| Motkes | Matadats
Inchade in Third-Party Notices

Notice Data
Motice Titke
Notice URL

Notice Attribution Statements

Notice Copyright Statements

Notice License Texk

Source Distriburtion URL

The Import Notices Data From Group button may be used to copy data from the General Tab to the Notices Detail tab to
avoid unnecessary rework if the information has already been entered.

General | Motices | Metadata

es -

Dafire My Cwn v: Clear Notices Data ! im[m%mﬁom&& | Load Standard Matice Data | Save as Standard Motics Data

|rcrypt 2.5.2 MU Gereal Pubsle Liserse 3.0y

[t imerypt. oo, sourceforge.netivisw fmcryotf

The principal author and martaner of merypt &

Hios Maropanopoulos <nmavilignst.ongs
Copright halders i tha merypt program are:

- Time Schulz <ts@wnptorgs
Cram al of the OperPGP related code (fE2440.c)

- Stefan Hetz] <shebl@teleweb.at>
rares the imprdved varsion of popend) ussd (popend)

How 1o Apply These Tarms to Your Mew Frograms

[ o devalap & P prodraim, and you wank it be of the graatest
possila use to the public, the best way to achiave this & % maka it
e software which everyone can redistrbube and change under thess terms,

To da 55, attach e follawing naticas to tha program. It is safest

0 altach e b the slart of each seurce fike b most lfactiely

state e axclusion of waranty; and each file should hae at laast

e "copyright’ line and a pornter o where the full nabce = found.
This program & Fee software: you can redstrivute it andfor madify
itunder the terma of the GHU General Public License as published by
tha Frea Software Foundation, effier wersion 3 of the Licensa, or
(ak your cpbicn) any later version.

hittp: eyt cvs. sourcefnge nety

Reviewed By

Auditor Progress

Has Finding Been Reviewed?  |yes

Lead Auditor

Adding or Editing Group Details

To edit or add information to a group, perform the following steps.
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Task To add or edit group details, do the following:
1. Select the Group tab.

2. Click the Edit icon. The Groups Detail tabbed screen appears, allowing you to manage general group information,
notes, and notices.

Setting Group Status Information

To set group status information, perform the following steps.

Task To set group status information, do the following:
1. Select the Groups tab in the top pane.
2. Click the Edit icon. The Group Details page appears.

3. From the Status pull-down, select the correct status for a particular group.

Managing Licenses for aGroup

There are situations where the selected component version for a group has multiple possible licenses— one of which must
be selected. An auditor may encounter evidence during an audit that suggests this multiple possible licenses type of
scenario, but may not have the ability to make the appropriate selection. In such a case, it is the auditor’s responsibility to
prepare an accurate list of possible licenses from which a legal user will eventually select the appropriate license from the
FlexNet Code Insight web Ul during the inventory review process.

For example, a group contains two license fields: Possible Licenses and Selected License. The Possible Licenses field can be
edited by the auditor to accurately reflect the list of licenses associated with a given group. The Possible Licenses list is
defaulted to the licenses associated with the selected component version if version specific license data is available for the
selected component version, or the component itself if version specific license data for the selected component version is
not available, or if the version is not selected. The Possible License list can then be edited by the auditor by adding and/or
removing any licenses. There is no requirement that the licenses in the Possible License list must be associated with the
selected component and/or version. Any changes made to the list of licenses in the Possible Licenses list are for the current
group only, and are not reflected in any subsequent groups with the same component and version.

The list of licenses in the Possible Licenses box will define the possible values for the Selected License pull-down. If the
auditor knows which license should be selected, then a selection can be made from the Selected License pull-down. This
value can then be updated in the FlexNet Code Insight web Ul during inventory review.

To manage licenses for a group, perform the following steps.
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To manage licenses for a group, do the following:
1. Access the Edit Group dialog for the group to which you would like to add license information.

2. Toadd additional possible licenses to the list, click the Plus button under the Possible Licenses box. To remove
existing licenses from the possible licenses list, select the license to remove, and click the Minus button under the
Possible Licensesbox.

When you click the Plus button, the Select License box appears.
3. Select alicense from this list or use the Search field to find alicense.

4. Ifyou do not see the license that you need, you can create a license by clicking on the Create License button on the
Select License box.

5. Thelist of licenses in the Possible Licenses box will define the possible values for the Selected License pull-down. If the
auditor knows which license should be selected, then a selection can be made from the Selected License pull-down.
This value can then be updated in the FlexNet Code Insight web Ul during inventory review.

Welcome Groups ITags' Filhersl Componemsl Lioensesl Search Termsl Copyn'ghtsl
7] | <l | = | Select Al | Clear Al | Publish | Recall | I” Ignored [ Empty I
. I Priority | Component I Lioensel Owner I System I Updated I Publish=d | Status |Workspace I Project Files I
.. B6-Motset MITL... System Yes  08/10/2011 Mo In Progress _I
o Notsetl 1 e e | “—m_.
6 - Mot Set System ‘fes Mo In Progress
.. B-Mot Set libpng Zlibflib... System ‘fes 08/10/2011 ‘fes  Ready for R.. 1 1_|
- .. ;
Fies | Namespace | "| Node: lib MDS: d41d8:d98f00b 204685300998 cf3427e I ?” = |
x|
‘EEEE‘EQEEBH‘ Summary |
Select License Name m I
lﬁ. HNam
Last Group Filter - Keywol
Patt ok I URL I
-3 Ct\Palamida\s. 1. 2\docs \tutorial\ePortal-1.3 ;I Dige
Size Licenses | NET Reflector Add-Ins License TrsroTirr
Ty 1 Minute Gallery End User License Agreement
Last 4T Hit Mail Privacy Lite License

Accoria Networks License

Acidcat.com Personal, Mon-Commerdial License

Acme,com Software License Text m
Adnhe Frd lzer irense darsement

l;l
K| I |
1 Create | Cancel |

Viewing Groups Created by System

During a scan, the automated analysis detectors create system groups with component, version, and license information
pre-selected. To view the system-created groups, perform the following steps.

To view system-created groups, do the following:
1. Select the Groups tab in the top pane.

2. Click the Owner column, and sort the groups by those created by the system andthose created by the users.
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Creating User Groups

You may want manually to create groups to organize files representing inventory items or for other purposes such as to
organize files to be reviewed by a specific auditor.

To create a user group, perform the following steps.

Task To create user groups, do the following:
1. Select the Groups tab in the top pane.

2. Click the Plusicon to add a new group to the list of groups.

|4, Group Detals: (My Group
General | Notices | Metadata B

\| | Name m My Group| Group Id:0
Ommes alex Ignored [ | Disclosed [ |
Title Published By: Mone
Description

|

| | uRL

1 Status Priority Shipped Modified Remediation Field of Use 1

Motstarted v [6-Notset v | [Unknown v | [Unknown ¥ | (Mo <) | = 1

Component - Version

. i aj(a
Selected License 'None Selected ]
Possible Licenses

! a

| | As-Found License Text i
External Notes

The Create Group box opens.

3. Enteraname and an owner for the new group. (The owner field defaults to the current userlogin name.)

4. Click the Create button.

Adding Files to a Group

To add a files to a group, perform the following steps.

Task To add files to a group, do the following:
1. Navigate to thefile tree.

2. Right-click a single file or a directory (if you want to add all files within that directory).
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Files | Namespace Y| Node: acegi-secu
EEEEEERE Sy [Exactva
5 Name:
bepa Path:
BS C:\Cleanroom\ePortal-1.3 - Digest:
t}- [ downloads Size:
+1-[ 7] embedded Type:
27 lib Last Modified:
R Taceor-securicy.- _
-5 colib-nodep-2.1 TagFile
U"'g commons-bean Rernove Tag From File
[#- 5] commons-code .
(-5 commans-io-14 Mark as Unreviewed
[J"'$ commens-lang- Mark as Analysis Completed
-] dom4j-1.6.1.jar
-] hibernate-3.1.3 Add File To Group
- itextpdf-5.1.2.5z Rerove File From Group
-] xstream-1.1.2.j
""" [ =lib1.dn Copy This File Path 8
Ef'—:', s Copy All Paths With This File Name  »
‘ Copy All Paths In File Tree 3
File Count : 83
Open File In Text Editor
Open File In Default Application

3. Select Add File to Group. The Add to Group dialog appears:

[ al
Add to Group | — e — g

Recent Groups
My Group -
Files with 'MIT License {also X11)' References
apache-jakarta-commons-codec 1.3

cglib 2.1

A Groups —

apache-jakarta-commons-beanutils 1.7 -
apache-jakarta-commons-codec 1.3
apache-jakarta-commons-io 1.4
apache-jakarta-commons-ang 2.3

cglib 2.1

codehaus-xstream 1.1.2

dom4j 1.6.1

Files with 'GMNU General Public License v2.0' References

Files with 'GMU Library General Public License v2.0' References
Files with 'IEM Public License v1.0' References

Files with 'MIT License {also X11)' References

Files with 'MIT License' References

hibernate 3.1.3

libpng 1.0.6

My Group

m

[ Add to Group H Create Group ][ Cancel

4. Select a group you want to add thefile.

5. Click Add to Group.
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Publishing Groups

To publish groups, perform the following steps.

Task To publish groups, do the following:

1. Onthe top pane on the Groups tab, select as many groups as you wish to publish by holding down the Control key on
the keyboard and left clicking the mousesimultaneously.

2. Click Publish to publishonly that group.

3. To publish all the groups, click Select All, and then click Publish in the top pane.

Recalling Groups

The following section contains information about different ways to recall groups.
® Recalling a Group from the Individual Group Pane

® Recalling Groups Bulk Fashion

Recalling a Group from the Individual Group Pane

To recall a group is to remove it from the published files, which constitute your inventory. You can recall a group only from

the Groups tab.
Task To recall one group, do the following:

1. Select the Groups tab.

2. Selectthe group to recall. To recall a group, the Published column on the Groups tab displays Yes to indicate that the
group is published and part ofinventory.

3. Inthetop pane, click Recall. The group you selected will be removed from the set of published files and inventory. The
Published column associated with that group on the Groups tab now displays No.

Recalling Groups Bulk Fashion

If you need to recall several groups, save time by recalling groups in a bulk fashion.

Task To recall groups in a bulk fashion, do the following:

1. Onthe top pane on the Groups tab, select as many groups as you wish to recall by holding down the Control key on
the keyboard and left clicking the mouse simultaneously.

2. Click Recall to recall all of the groups youselected.
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3. Torecallall of the groups, click Select All, and then click Recall.
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Viewing and Confirming Published Inventory

After you have published groups, you can confirm that they were published successfully by reviewing the project inventory.

Task

1. Click My Projects.

To view and confirm published inventory, do the following:

2. Click a Project Name link.

3. Select the Inventory tab. To search and filter the list, enter terms in the Filter and Search fields.

29 codehauz-xstream 1.1 2
34 commons-heanutils 1.7
33 commons-codec 1.3

32 commons-io 1 .4

el commons-lang 2.3

28 domdj 1 6.1

27 hibernate 3.1.3

26 libprg 1.0.6

5 mysgl-connectar-j 5.0.5

4 4 |Paget |of2| B
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Working with Archives

If your codebase contains supported archive types and was scanned with the “Scan Files Inside Archives” option enabled in
Workspace Settings, you will be able to view different evidence types and operate on both the archive’s outer file (such as
foo.jar) as well as for the archive’s inner files (all files located inside foo.jar) in Detector. For information on how to
configure your workspace to scan files inside archives, see Detection Tab Tasks.

Supported Archive Types

Types of Evidence

Viewing Evidence

Groups

Tags

Archive File Counts/Nested Archives
Tagging an Archive for Scanning

Archive File Operations

Supported Archive Types

Cab, ear, jar, rpm, sar, tar, tar.bz, tar.bz2, tar.bzip2, tbz, tgz, war and zip are supported archive types. For an up-to-date list
of supported types, go to Workspace Settings > Detection Tab > Archive Scanning Options at the bottom of the page.

Types of Evidence

The following are the types of third-party indicators available as part of the scan results for archives and their contents:

Exact Matches, Copyrights
Emails and/or URLs

Search Term matches
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Viewing Evidence

® License matches

Automated Analysis techniques such as Auto-WriteUp, POM File Analyzer and MID Rule Detection are also available for
archives and are reflected in the scan results. See Automated Analysis Tab for information on how to enable these
techniques.

Source Matches

Files inside archives are not scanned and tagged for Source matches. For extended analysis on files inside archives, it is
recommended that you manually unpack the archive before performing a scan.

Exact Matches

There are two types of archives: those with exact matches and those without exact matches.

Archives with Exact Matches

During a FlexNet Code Insight scan, archives that are found to contain an Exact match (digest match) on the outer file are
tagged with the “Contains Exact File Matches” tag, while inner files of these archives are not tagged for Exact matches and
therefore will not display the tag. This behavior is in place as a performance enhancement and is reflected in the group/tag
file counts. These files are still analyzed and tagged for all other evidence types, including Copyrights, Emails and/or URLs,
Search Term matches and License matches. The “Contains Indicators” tag is applied to inner files of archives with Exact
matches only if one of these four evidence types is detected and is not applied otherwise.

For example, if a scan reveals that foo.jar has an Exact match to a component in the FlexNet Code Insight CL, it will be
tagged with the “Contains Exact File Matches” tag. Its inner files however, such as foo. jar/License.txt, will not display
this tag but may display other tags such as the “Contains License Matches” and “Contains Indicators.”

Archives without Exact Matches

Archives that do not contain an Exact match (digest match) on the outer file are further analyzed for Exact matches on the
inner files. If an inner file is found to contain an Exact match, it will be tagged with the “Contains Exact File Matches” tag
and the “Contains Indicators” tag.

For example, if a scan reveals that foo.jar does not have an Exact match to a component in the FlexNet Code Insight CL, its
inner files will be further analyzed for Exact matches. If foo.jar/License.txt is then identified as an Exact match to a
component in the FlexNet Code Insight CL, it will be tagged with the “Contains Exact File Matches” tag and the “Contains
Indicators” tag, as well as any other tags reflecting the detected evidence.

Viewing Evidence

250

To access the contents of an archive press the (+) icon to the left of the archive name in the file tree located in the Files tab.
This will expand the archive, allowing you to view evidence for and operate on the files inside the archive.
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Groups
s 4
Files | Namespace " | Node: openssh-2.5.1.tqz MD5: 95abSdaede3e42bbfaf168864d92f8fa =
‘ EE EE ‘Eﬂ EE B I.—:.'. % [:'j Summary |E1¢act Mahd'1es| Partial Matches |Tags| Groups|
[Entire Waorkspace =) LETE openssh-2.5. 1.tgz
- 2 Path: D:/Palamida/6. 5.0/docs ftutorial fePortal-1. 3/downloads jopenssh-2.5. 1. tgz
-+ D:\Palamida'é. 5. 0\docs\tutorialiePortal-1. » Digest: 95ah5daede3e42bbfaf168364d92f3fa
B- ¥ downloads 3 Size: 314KB
@ openssh-2.5.1.tgz Type: Archive
(-3 embedded Last Modified: May 22, 2008
=" lib Reviewed: Mo
5] cglib-nodep-2.1_3.jar
i [ LICENSE
|_j META-INF/MANIFEST.MF
-] NoTIcE

-] asm-icense. txt

L@S‘? net/sfjcglib/asm/Attribute. das
-3 net/sffcglib/asm/ByteVector.d
@ net/sfjcglibfasm/CodeVisitor.d ~
[ 3

File Count: 2440 Selected Ttems : 0

Groups

You can view the groups that an archive file belongs to by selecting the file in the file tree and switching to the Groups tab in
the lower pane.

If a file inside an archive triggers an automated detection technique such as Multi-Indicator Detector (MID Rule) or Auto-
WriteUp, the file will be added to the appropriate System Group. Alternatively, inner files of archives, the archive outer file,
or both types of files can be manually added to a group.

Note « Adding an inner file of an archive to a group will not automatically add the archive outer file to the group and adding

an archive outer file to a group will not automatically add the archive’s inner files to the group. Group file counts in the

“Workspace Files” and “Workspace Unreviewed Files” column reflect this behavior and may be smaller than the File Countin
the file tree.

For more information on groups, see Managing Groups.
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Tags

| search Tems | © his|
[ =
Type System Workspace Files Workspace Unreviewed Files
1Contains Errors File Has Scan Error Pick List Yes 1] 0 .
(Contains Exact File Matches File Contains Exact Matches to Other Files Pick List Yes 473 473
iContains Indkcators File Contains Third-Party Indicators Pick: List Yes 518 518
iContains License Matches File Contains License Matches Pick List Yes 30 0
1Contains Mo Indicators File Contains No Third-Party Indicators Pick List Yes 1922 1922 &
iContains Search Term Matches File Contains Search Term Matches Pick List Yes 0 ol |
‘Contains Source Matches File Contains Source Code Fingerprint Matches Pick List Yes 8 8
Copyright Holder Copyright Holder Free Text 175
DetectonEvdence______ atched by Automated Conponent Nerson.. —
Files | * | Node: ssh/auth-rsa.c MDS: b2efe3e2a30735b352d3eal048cb440c E
ﬁ‘EEf:s!B B R % [‘u [ summary | Exact Matches | Partial Matches | Tags | Groups |
LostTagHw 1 ID - Name Priority Component License Owner System Upda... Publi... Status Field... Ind, Shi... | .. P...
v
| 1159 opensel & -MotSet opensel OpenS... System  Yes Aug 2. No InPro... Unkno... Unkn,.. Uk, 30 30 .
@ openssh-2.5.1.tgz -
L
- uhfaulil.ll
sshjauth2.c -
ssh/authfd.c
ssh/authfile.c LS
P - m i =
Fle Count: 2221 Selected Teems : 1 | Remove File From Group W Edit Growp

Tags

You can view tags for an archive file by selecting the file in the file tree and switching to the Tags tab in the lower pane.

| Welcome I GfDLDS‘ Tags | Filters I C(xnporﬂtsl Licenses I Emalsﬂ..lr\sl Search Terms | Coprwjmtsl

Laj a][v =] | | s - [seaen |
Name - Description Type System Workspace Files Woarkspace Unreviewed Files
\Analysis Completed Analysis Completed for This File Pick List Yes 1] Off
IChanged Since Last Scan File Has Changed Since Last Scan Pick List Yes a 1}
(Changed Since Workspace Copy File Changed Since Workspace Copy Pick List Yes 1] ol
(Contains EmailJURL Matches File Contains Email or URL Matches Pick List Yes 144 144 (=
Contains Errors File Has Scan Error Pick List Yes 1} ]
(Contains Exact File Matches File Contains Exact Matches to Other Files Pick List es 473 473
(Contains Indicators File Contains Third-Party Indicators Pick List Yes 518 518
(Contains License Matches File Contains License Matches Pick List ‘es 30 30
IContains Mo Indicators File Contains No Third-Party Indicators Pick List Yes 1922 1922
S e e =) £ b e el gz Xy
Files ce ‘ Node: LICENSE.txt MD5: 3b83ef96387f14655fc854ddc3c6bd57 - |
: ‘ = |
‘ EE%E %3 EE [ﬁ lh O | |Smary|ExactMabd’:es|ParﬁaJMabd’)es|T395‘Grows|
[ E Mame - Value System
T Contains Email{lURL Matches fes Yes T
@ net/sf/cglib/util/Parallels - Contains Indicators Yes Yes
-3 net/sf/cglib/util/Parallels Contains License Matches Yes Yes
I;»_g} net/sf/cglibjutil/Parallels Copyright Holder -unparseahle- Yes
-3 net/sf/cglib/util/SorterTe In Group Yes Yes
- .3" net/sf/cglib/util/StringSn—
@ net/sf/cglib/util/StringSn
.3 net/sf/cglibfutil/StringSn
=-=] commons-beanutils-1.7.0.jar
B '.ﬂ converters o
< T | r T
File Countt : 2440 Selected Ttems : 1 (oA |

If a file inside an archive contains third-party indicators such as Exact Matches, the appropriate system tags will be applied
to the file. Alternatively, you can manually add a tag to inner files of archives, the archive outer file, or both types of files.
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Archive File Counts/Nested Archives

Note « Adding a tag to inner files of an archive will not automatically add the tag to the archive outer file and adding a tag to
the archive outer file will not automatically add the tag to the archive’s inner files. Tag file counts in the “Workspace Files” and

“Workspace Unreviewed Files” columns reflect this behavior and may be significantly smaller than the File Count in the file
tree.

For more information on tags, refer to Tagging Files and Archives.

Archive File Counts/Nested Archives

The File Count located at the bottom left-hand corner of the Detector file tree represents the total number of files currently
in the file tree. In the presence of nested archives (archives that contain multiple levels of sub-archives) the File Count for
an archive in the tree will always consist of the outer-most archive file + each file inside the archive.

1
| Welcome Groups| Tags |IFiIths | Components | Licenses | EﬂailsNrIsl Search Terms | Copwights|
|

SRR AE =

Name - Description Type System Workspace Files Workspace Unreviewed Files
Analysis Completed Analysis Completed for This File Pick List Yes 1] ol
(Changed Since Last Scan File Has Changed Since Last Scan Pick List Yes o] [l
Changed Since Workspace Copy File Changed Since Workspace Copy Pick List Yes 1] (ol =
Contains Email JURL Matches File Contains Email or URL Matches Pick List Yes 144 144
Contains Errors File Has Scan Error Pick List Yes 0 )
Contains Exact File Matches File Contains Exact Matches to Other Files  Pick List Yes 29 29
Contains Indicators File Contains Third-Party Indicators Pick List Yes 218 218
Contains License Matches File Contains License Matches Pick List Yes 30 30
Contains Mo Indicators File Contains Mo Third-Party Indicators Pick List Yes 35 35|l
e RS = z e e SRR

4

Files | Namespace " | No file or namespace selected.
‘EEEEEEEDQ%':Q‘ Summary

;Enﬁre Workspace -

[=-F D:\Palamida\s. 5.0%docs \tutorial\ePortal-1. »
El\ﬁI downloads

&[5 openssh-2.5.1.tgz

-1 embedded

- lib

-0 src

a m | »

||’-File Count : 2440 | Selected Items : 0

For example, the file count for foo.zip in the following tree structure, will equal 3. Only Foo.zip, fileA and fileB are included
in the count while filel.jar and file2.zip are treated as directories and are not included in the count.

Foo.zip
—file1 jar
—filea

—file2.zip
—fileB
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Tagging an Archive fo

r Scanning

Note « The file counts in the “Workspace Files” and “Workspace Unreviewed Files” columns in the Groups and the Tags tabs

may be significantly smaller than the File Count in the file tree. This is due to the fact that group/tag file counts do not always
represent inner files of archives, while the File Count in the file tree always includes inner files ofarchives.

Tagging an Archive for Scanning

The Tag Archive for Scanning operation can be used to tag a specific archive for future scanning. This is useful if for
example you did not originally select the Scan Files Inside Archives option in Workspace Settings and want to scan one or

m

ore select archive files in your codebase. To tag an archive for future scanning, right-click the archive in the file tree and

use the “Tag Archive for Scanning” option from the right-click menu. If you wish to tag all contained archives inside an

ar

chive orin a directory, use the “Tag All Contained Archives for Scanning” option instead.

Archive File Operations

Scanned archives are treated both as self-contained nodes (individual files) as well as directories that contain files and

th

erefore both single-file operations as well as directory operations are available for archives in the right-click menu.

1
Welcome Groups| Tags ||Filher5| Componentsl Licenses | EmailsUrls | Search Terms | Copwights|
| |

a4 v =] | name

MName - Description Type System Workspace Files Workspace Unreviewed Files
Analysis Completed Analysis Completed for This File Pick List Yes 1} [i}
Changed Since Last Scan File Has Changed Since Last Scan Pick List Yes 0 0
Changed Since Workspace Copy File Changed Since Workspace Copy Pick List Yes 1] 1]
Contains Email JURL Matches File Contains Email or URL Matches Pick List Yes 144 144
Contains Errors File Has Scan Error Pick List Yes 0 0
Contains Exact File Matches File Contains Exact Matches to Other Files Pick List Yes 29 29
Contains Indicators File Contains Third-Party Indicators Pick List Yes 218 218
Contains License Matches File Contains License Matches Pick List Yes 30 30
Contains Mo Indicators File Contains Mo Third-Party Indicators Pick List fes 35 35

s e L = risc R SRR T Dicltios

m ] No file or namespace selected. l

EEEEEER ) ]

| Entire Workspace -

=¥ D:\Palamida\g. 5.0\docstutorial\ePortal-1. »
¥ downloads

-5 openssh-2.5.1.tgz

-1 embedded

-1 Ib

[T src

1! 1 G

||’-File Count : 2440 | Selected Items : 0

Applying any of the following single-file operations affects only the archive (outer file) without affecting the inner files:

254

TagFile
Remove Tag From File
Mark as Reviewed

Mark as Analysis Completed
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Directory Operations for Archives

Tag Archive for Scanning
Add File to Group

Remove File from Group

Chapter 32 Working with Archives
Archive File Operations

Applying the following directory operations affects only the files inside the archive without affecting the archive (outer file):

Bulk-File Operations for Archives

Add Tag To All Contained Files

Remove Tag From All Contained Files

Mark All Contained Files asReviewed

Mark All Contained Files as Unreviewed

Mark All Contained Files as Analysis Complete
Unmark All Contained Files As Analysis Complete
Tag All Contained Archives for Scanning

Untag All Contained Archives for Scanning

Add All Contained Files To Group

Remove All Contained Files From Group

To select all the files inside the archive, select the archive (outer file), press and hold down the Shift key, and press the left
mouse button.
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Using Multi-Select for Bulk Operations

This chapter describes ways to select several files or folders by using the multi-select feature:
® Consecutive Selection

® Non-Consecutive Selection

®  Selection of Files Inside Archives

® (Clearing a Selection

Consecutive Selection

To select any consecutive group of files or folders, left-click the first item, press and hold down the Shift key, and left-click
the lastitem.

Non-Consecutive Selection

To select non-consecutive files or folders, press and hold down the Ctrl key, and left-click each item that you want to select.

Selection of Files Inside Archives

To select all the files inside the archive, select the archive (outer file), press and hold down the Shift key, and then press the
left mouse button.

Clearing a Selection

To clear a selection, click the selection again with the left-mouse button.
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Clearing a Selection
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Detector Code Search

This section contains the following topics:
® Detector

® Code Search Examples

® Special Characters

® Using Code Search for Binary Files

®  Customizing Code Search Indexing

® Detector Code Search APIs

Detector

Detector Code Search provides the ability to quickly search across the scanned codebase for search terms, strings, file
names, file paths or any combination. In addition to those capabilities, Detector Code Search provides the following:

®  Multiple ways to invoke search.

®  Search history per session

® Support for binary files
® Ability to add file types for indexing
®  Ability to specify exclusions

Code Search Indexing

Code Search indexing is enabled on all workspaces by default. When the workspace is scanned for the first time, an index is
created and placed into the <workspaceDirectory>/<projectName>/index/ directory of your FlexNet Code Insight
installation. If the workspace is rescanned, the data is re-indexed, ensuring that the index is always up-to-date.
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Detector

Disabling Code Search Indexing

Follow these instructions to disable Code Search indexing.

Task

To disable Code Search indexing,

do the following:

1. Openscan.properties, located in <FNCI_Root_Dir>/config/scanEngine/.

2. Add the following property and set it to false:

workspaceIndexing = false

3. Restartthe server.

Launching Code Search

You can launch Code Search in any of the following ways:

® By using the Code Search icon above the file tree.

® From the Partial Matches panel.

® From the file tree itself.

Using the Code Search Icon

Use the search icon above the file tree to open the Search Codebase dialog, which offers full search functionality,
including the ability to select a context and view recent search history. The search supports simple or complex queries with
wildcards and conjunction operators. See examples for constructing the search query in Code Search Examples.

260

To launch Code Search with the icon, do the following:

_L:-!

1. Select the searchicon (

), which appears above the file tree. The Search Codebase dialog appears:

Unknown  Unino...
Unknown Unkno...

Workspa... Prc

Uninown  Unimo...

o e e W

%5 Search Codebase (===
Search #ile contents or see EXamples.
Workspace Script Options About |ﬂ'vame:srack.h "Herman Bloggs" |
[welcome | Groups | Tags [ Filters | Companents |
¥ || @ [ 2 |[ sef context: @EntreFile Tree () Fikersd File Tres

Priority  Component L}  Recent Searches for Current Session
R o oomteEme Lo o =
6 - Not Set zlb zli} || Search Query SearchRes... | [
6 - Not Set zlb Pl Wl fname stack.h "Herman Bloggs” =
6 - Not Set zlb zli| | |General Public License & bos

.. 6 - Not Set prototype My | fcopyright 16 pss
6 - Not Set libpng zlif | stolen from 0 bss
& - Not Set libjpeg time S pss
6 - Not Set My time MIT 0 Ess
6 - Not Set 1B8f | [GPL 4 pss

=4 Ay =l ?allgll Summary | Exact Matches | Partial Matches | Tags | Groups|
- ] [Tcapigfis]  emainrus | Desnasiuidies  seoech e
[Last Custom Fiter ) Local File:: stackh
= fhome/palamida/scanroot/shared/ ||/:
= F ePortal-1.3 2| * gain - Blogger {xml-rpc) Protocol Plugin
BT s 3| *
L8
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Herman Bloggs <hermanatorl2002@yahoo.com>
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Detector

2. Typeyour query in the search field. For examples of search queries, see Code Search Examples.

Using the File Context Menu: File Name Search

A search for a file name contained in the codebase can be quickly executed by highlighting the file in the file tree, and
selecting the option to Find This File Name in Other Files from the context menu. This is useful for finding references to files

with an unknown origin in the code.

Task To use the File Name Search, do the following:

1. Inthefile tree, highlight the name of the file you want to search for in your codebase. The context menu opens:

Entire Workspace -

3
L] icon_add
] icon_bl
=L keon_cal
con_cor

1] icon_cor|
1 icon_dag
=] icon_del
] icon_det]
1 icon_do
L] icon_doy
] icon_edi
<] icon_en
j icon_end

~ L icon_err
4 | ]

File Count : 78 Selected

Detector started..,

Name: icon_s
- Path: CifPal
Tag File
Remawve Tag From File
Mark as Reviewed

Mark as Analysis Completed

Add File To Group & Mark as Reviewed
Add File To Group
Remave File From Group

Copy This File Path L
Copy All Paths With This File Name L
Copy All Paths In File Tree k

Open File In Text Editor

Open File In Default Application
Show Context

Find This File Mame in Other Files

2. Select Find This File Name in Other Files from the context menu. Detector searches your codebase for the filename

you selected.

Note « This type of search always applies to the current context (filtered file tree).

Using the Partial Matches Panel String Search

You can search directly from the Partial Matches panel. If you come across an interesting string, highlight it and select the
Find selected text in other files option from the context menu to filter the file tree to only those files that contain the

selected string.

Task To use the Partial Matches Panel String search, do the following:

1. Select afile from the file tree and navigate to the Partial Matches tab.
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Code Search Examples

2. Highlight a portion of the text that is of interest and select Find selected text in other files from the context menu:

Files | Namespace| " Node: autoalyph.c MDS: f66h4dDa08608db1be221604ch781d17 =]
BE Rtz e ie @ & @S | Summary | Exact Matches | Partial Matches | Tags | Groups
Ii.ast Taq Filter =1 | s E‘Sﬁu’r_e Matches || ==Y Findings FI:=RY
29 | Local File:: autnglyph.c _
=5F C:\Palamida\s.8\docs\tutorial\ePor Zz FUELLIE ULINEASLUmAD z =
=23 src
- ) 23 o
| g Ee|typedel STrUCT i - |E_J
3 xmirpe.c 25 1 Filter list to matched Files containing selected text
26 | EESTTTEY . ; :
27| ST H Find selected text in other files
FEN ) Point2D
29
30| typedef struct arg
LT
32 Object outobject:

Thefiletree s filtered to show only those files that contain the selected string.

Code Search Examples

The following table lists code search examples.

Table 34-1 « Code Search Examples

Type LRI Finds Files...

Search terms do it right Containing terms “do”, “it” and “right”
anywhere in the file contents. The default
conjunction operator is AND if no operator is
specified.

Search phrase "do it right" Containing phrase “do it right” in the file
contents.

"jonny@flexera.com" Containing email phrase

“jonny@flexera.com” in the file contents.

file name fname:stack.h That are named “stack.h”.
file path fpath:/home/palamida/ePortal- 1.3/* [Linux] Thatare located in the ePortal-1.3
fpath:c:/palamida/ePortal-1.3/* [Windows] directory or below.

? te?t Containing “test” or “text” in the file
contents.

* test* Containing “test”, “testing” or “tested” in the
file contents.

AND "jakarta apache"” AND "Apache Lucene" Containing both “jakarta apache” and
“Apache Lucene” in the file contents.

OR "jakarta apache" OR "Apache Lucene" Containing either “jakarta apache” or

“Apache Lucene” in the file contents.
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Special Characters

Table 34-1 « Code Search Examples (cont.)

Type Search Finds Files...
NOT "z1ib compression library" NOT "zlibc Containing “zlib compression library” but
Compressing File-I/0 Library"? not “zlibc Compressing File-1/0 Library” in

the file contents.

grouping ("Log4j" OR "Log4j 2") AND website Containing “Log4j”, “Log4j 2”, or both in
addition to “website” in the file contents.

compounding fname:stack.h ("GPL" OR "General Public") That are named “stack.h” and have “GPL” or
“General Public” in the file contents.

Additional Information

® The default conjunction operator is AND. If is no operator is specified between two terms, the AND operator applies.
® Searches are not case sensitive (including conjunction operators).

®  You may use an asterisk (*) as the first character of a search.

® SeeLucene Query Parser Syntax for advanced options.

Special Characters

Alist of special characters and their interpretation is provided below. If you prefer these characters to be interpreted as
search data, the characters must be escaped by placing a backslash (\) character immediately before. Within a phrase,
characters are interpreted as search data and need not be escaped. A phrase is one or more terms surrounded by
quotation marks.

Table 34-2 « Special Characters

Special Characters Description

*0-n n char wildcard

? One-character wildcard

Follows field name

" Begins or ends phrase

~ Similar or proximity search
! Same as NOT

&& Same as AND

Il Same as OR

() Groups terms
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Using Code Search for Binary Files

Table 34-2 « Special Characters (cont.)

Special Characters

Description

{} Exclusive range

[1 Inclusive range

\ Escapes next char

+ Preceding must have term

Preceding must not have term

Boosts term

Using Code Search for Binary Files

Code Search uses two different mechanisms for processing binary files. The mechanism used determines whether
highlights are available in Detector for the search results.

® Highlighting is supported for file types specified by the indexBinList property. By default, these include dll, exe, jar,

rpm file types.

® Highlighting is not supported for all other binary file types (not specified by the indexBinList property) such as doc,
docx and ppt file types. If working with these types of files, you can use the CTRL-F command to locate specific search

terms within the file.

Customizing Code Search Indexing

The following properties may be added to the scan.properties file to further customize indexing and processing of binary

files during indexing.

[®

Important « Restart the server if you add or modify any of these properties.

Table 34-3 « Code Search Binary Support Properties

Property Details

workspacelndexing = true

Set to true to enable indexing for the next scan. Set to false to turn it off. Default
=true

indexExcludeList =

Comma separated list of file extensions to append to the internal predefined set
of extensions (see Workspace Settings > General > Excluded File Patterns for
existing list) that will be excluded from Code Search indexing.
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Table 34-3 « Code Search Binary Support Properties (cont.)

Property Details

indexSrcList = Comma separated list of file extensions to append to the internal predefined set
of extensions (see Workspace Settings > Languages - Extensions for existing
list) that will be processed and indexed by Code Search. Default =empty

indexBinList = dll, exe, jar, rpm Comma separated list of extensions to process as binary data (index without
Tika using US-ASCII to minimize junk terms). Highlights are available.

Default =dll, exe, jar, rpm

indexTikaParseLen = 10485760 Limits the number of characters per file processed by Apache Tika. Use -1 to
process the entire file and 0 to not process any file using Tika.

indexTikaParseLen = n implies Tika will process up to n characters per file.

Default = 10485760

Note - All binary files not specified by the indexBinList property are processed by Apache Tika. Apache Tika typically
generates a much larger index and can take a long time to run. In the case that you experience a system hang during indexing,
it is recommended that you set “indexTikaParseLen = 0” to limit the number of characters processed by Tika.

Detector Code Search APIs

Limited API support is available for Code Search. A ScriptRunner script may be used to invoke a REST API to search one or
more indexes. There are methods to do the following:

® Search anindex
® Search one or more indexes
® Testifanindex exists

Visit the Customer Community at https://flexeracommunity.force.com/customer/ContactSupport for additional
information on these APIs and a sample script.
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Generating Custom Fingerprints

This section contains the following topics:
®  Custom Fingerprints

® customFingerprints.groovy Options

Custom Fingerprints

Custom data, including custom source code fingerprints and custom digests, are managed centrally in the application. This
means that custom fingerprints and digests will be picked up by all workspaces. If you need to isolate custom data to a
particular workspace, contact Flexera SCA Support from the Customer Community page https://
flexeracommunity.force.com/customer/CCContactSupport.

Custom fingerprint generation is controlled by an XML configuration file. The template for this file is located in:
scriptRunner/scripts/customFingerprints_template.xml

All custom data is centralized, so you must always modify this file when generating custom fingerprints. The basic
instructions for generating custom fingerprints are as follows:.

Task To generate custom fingerprints, do the following:

1. Gotothe scriptRunner/scripts directory and make a copy of the customFingerprints_template.xml file. You can
edit this file or make a copy of it. For example purposes, we assume we are editing the
customFingerprints_template.xml file in theseinstructions.

2. Editthe customFingerprints_template.xml file located in the scriptRunner/scripts directory as follows, and save
the file when finished:

Line 14: Set the output directory to point to the outputDir="Palamida/workspaces/CorporateWS">
corporate workspaces directory:.
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Line 22: Set the product name for which you are <product name="component_foo">
generating SCF.
Line 23: Set the release name for every distinct <release name="component_foo_1.0.zip">

release for which you are generating SCF. <release name="component_foo_1.2.zip">

Line 28: Provide a directory where the source code  <fileset dir="/Palamida/custom/foo_directory">
for the fingerprints is located.

Note « You must provide the path to the directory, not the file
path. Custom SCFs will be generated for all the files under this
directory.

3. Ensure the FlexNet Code Insight Server is running.
4. Invoke scriptRunner to generate custom fingerprints:

<CODE_INSIGHT_ROOT_DIR>/6.13.x/scriptRunner/bin/./scriptRunner.sh customFingerprints.groovy -d
customFingerprints_template.xml

or (if you are on Windows)

<CODE_INSIGHT_ROOT_DIR>/6.13.x/scriptRunner/bin/scriptRunner.bat customFingerprints.groovy
-d customFingerprints_template.xml

5. Wait for the script to finish, which can take a long time if you are processing a large number of files.

Note « It is no longer necessary to publish the CorporateWS with a script as it was in previous versions of the product.

6. Rescan any compliance workspaces that you want to pick up the new custom fingerprints. New workspaces will
automatically pick up the custom fingerprints.

customFingerprints.groovy Options

The following options can provide you more detailed match information:

Table 35-1 « Additional Options for customFingerprints.groovy

Option Description

-d This option applied to the fingerprint compiler causes a digest record to be created for every file that is
processed. If you do not specify the -d option, you will not get digest matches on exact copies of the files
processed by the fingerprintcompiler.

-a This option generates fingerprints for files inside archives. Otherwise, the fingerprint compiler will not go
inside archivefiles.

-v This option gives you more detailed information in the scriptRunner/log/scriptRunner. log.
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Upload to Scan

Upload to Scan allows the project Owner or auditor of a project to upload content to a designated scan server and
(optionally) automatically invoke a scan/report on the uploaded content. Upload to Scan can be run as an upload only or
as an upload immediately followed by a scan/report.

® Configuring Upload to Scan
® Prerequisites

® Using Upload to Scan

Configuring Upload to Scan

As a security precaution, Upload to Scan must be activated and configured by a system administrator in core.properties
and scanEngine.properties before it is available for use.

Task To configure Upload to Scan, do the following:
1. Stop Tomcat. You can use shutdown.bat from the \bin directory or a similar command.
2. Configure the following properties:
® core.properties
® scanEngine.properties
3. Restart Tomcat to make the Upload to Scan feature available in the Web UL.

Note « Upload to Scan will not work if any of these properties are missing. Sample values are provided below.
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core.properties

270

Configure the core.properties property as described below.

Table 36-1 « core.properties

Property Description

Set to “true” to enable upload

upload.to.scan.enable.core = true

Enables upload functionality (without scanning) on the
Core server from the Upload to Scan page. Required for
Upload to Scan to work.

Note - Files are uploaded, never unpacked on the Core
server.

Max upload file size in MB

upload.to.scan.max.file.size = 10240

Note « Must be an integer.

Indicates the maximum supported file size for upload.
Defaults to 10 GB. Files above max file size will not be
uploaded.

Reports to be available on the Upload to Scan page
(quoted, comma-delimited list)

upload.to.scan.reports.list = "Scanned Files
Report","Third-Party Indicators

Report","Palamida Analyzer - Quick
Assessment, "Palamida Analyzer - Group Builder"

Indicates the set of reports that should show up on the
Upload to Scan page. Leave blank if you do not want any
reports to be available to the user during Upload to Scan.

Set upload.to.scan.do.scan to “true” or “false”:

® True—Allow upload followed by a scan/report task
(Upload and Scan).

® False—Allow upload only (Upload).

upload.to.scan.do.scan = true

Enables the scan functionality from the Upload to Scan
page. If set to false, only upload is available without the
option to scan.

Alias of the scan server to which files will be uploaded

upload.to.scan.scanner.alias = Scannerl

Indicates the scan server to which files are uploaded from
Upload to Scan.

Specify multiple scanners with a comma-delimited list
(such as Scannerl, Scanner2, Scanner3).
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scanEngine.properties

Configure the scanEngine.properties property as described below

Table 36-2 « scanEngine.properties

Property Description

Set uploadToScanEnableScanner to “true” to Enables upload functionality on the scan server where this
enable Upload to Scan property file resides. Required for Upload to Scan to work.

uploadToScanEnableScanner = true

Upload directory to write to Indicates the directory on the scan server where files will be

uploadToScanUploadDirectory = /home/ uploaded during Upload to Scan.

upload_to_scan_folder Required for Upload to Scan functionality.

[®

Important « Must be an absolute path, equal to or a child of
the serverFileSystemRoot directory.

Web application uses this property to limit the root  Indicates the root directory on the scan server where files will
of server file system be scanned. Users may not browse and scan directories

. outside of this root.
Multiple roots are supported, but they have to be

separated by “|”. For example, in Windows: Required for Upload to Scan functionality.

C:\\Windows |C:\\Folderi\\Folder2|D:\\Folder3 B

serverFileSystemRoot
Important « Must be equal to, or a parent of the

uploadToScanUploadDirectory.

Prerequisites

Upload to Scan has the following prerequisites:
® Supported File Types

® File Permissions

® Upload Size

® Using Upload to Scan

® Limitations

® Error Handling

®  Security Features
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Supported File Types

Upload to Scan supports the following file types:
® Single file upload: supported for all file types.

e Multiple files: may be uploaded in archived form (S, rpm, tgz, or tar.gz). If the system detects one of these file types,
the file is expanded on the scan server and the compressed file and any temporary files are discarded. The contents of
the archive are then scanned. If the extracted file contents include other compressed files, these files remain
compressed. All other types of archives (e.g., exe or jar) are treated as single files.

File Permissions

All uploaded files have their permissions changed to “read only” and “non-executable”. All directories have their
permissions changed to “read only” and “executable”.

On Linux systems, directories must be “executable” to be read.

Upload Size

The default maximum upload file size is 10240 MB or approximately 10 GB.

The upload.to.scan.max.file.size property in core.properties may be used to change the maximum upload size.

Using Upload to Scan

To use Upload to Scan, perform the following steps.

e

Task To use Upload to Scan, do the following:

1. Loginto FlexNet Code Insight as an auditor or project owner.
2. Navigate to My Project Details for the project you want to upload and scan.

3. Select the Summary tab:
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(] My Project

| Summary | Workspaces ' Inventory | Requests Tasks || Policies Comments | Attachments

Id 4

Name My Project

Team team1

Owner Project Owner

Auditors There have been no Auditors selected for this project.
Security Analysts There have been no Security Analysts selected for this project.
Observers There have been no Observers selected for this project.

QuickReview Facilitators admin admin

Advanced Options Enable Inventory Quick Review: Yes Request Review Reminder Emails: Never
Auto-Publish Inventory: Yes Request Form: None Selected
Apply Policies to Inventory: Yes Project Form: None Selected

Project Summary Emails: Never
Upload and Scan|

Project Metadata \iew Project Metadata

Aliased Projects There is no aliased project for this project.
Child Projects There are no child projects for this project.
Status In Progress il
Progress

Audit (does not include files within archives)

There are no scanned files for this project.

Inventory Review

There are no inventory items for this project.

Inventory with Legal / Remediation / Security Issues
There are no inventory items for this project.

4. Inthe Advanced Options section, click Upload and Scan.Click Choose File and browse to the file or archive of files
you want to upload. If uploading multiple files, ensure that they are placed into an archive of type zip, rpm, tgz or
tar.gz prior to upload.

& Home | (Z]My Projects | WfRequests | [§ Poiicies | (%) Scheduler | @) Research | 5% Reports

(] Upload to Scan

* File B Choose File | MyFiles.zip

* Action Select an action A

Process Cancel

5. Toupload afile or archive without scanning, select Upload in the Action menu and click Process to start the upload.

The file or archive of files will be uploaded to the scan server into the directory specified by the
uploadToScanUploadDirectory property.
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Internal directories will be created based on the project ID and file name, as demonstrated in the following example:

e Single file—Upload of bar.d11 as part of Projectl with ID 1. The file is uploaded to the directory:
/MyUploadDirectory/1/bar/bar.d1l

® Archive of files—Upload of foo. zip containing 3 files as part of Projectl with ID 1:

/MyUploadDirectory/1/foo/fool
/MyUploadDirectory/1/foo/foo2
/MyUploadDirectory/1/foo/foo3

If the uploadToScanUploadDirectory already contains a file or archive with the same name, the user will be prompted
to overwrite the files with the new content.

@ Home | {IMy Projects | W Requests | [ Policies | () Scheduler | @) Research | ¥ Reports
1] Upload to Scan

*File B | Choose File | No file chosen

# Action v

Process Cancel

6. Toupload afile or archive and automatically kick off a scan/report on the uploaded file do the following:
a. Select Upload and Scan in the Action menu.

b. When prompted, enter the name of the workspace to associate to the uploaded files to. Ensure that the name is
unique in the system and follows standard naming conventions (e.g. does not include spaces or special
characters).

c. Check off one or more reports to run with the scan, or leave unchecked to do a scan only.
d. Click Process when ready to start the upload and scan/report.
e Single file: upload of bar.d11 as part of Projectl with ID 1. The file is uploaded to the directory:
/MyUploadDirectory/1/bar/bar.d1ll
® Archive of files: upload of foo.zip containing 3 files as part of Projectl with ID 1:

/MyUploadDirectory/1/foo/fool
/MyUploadDirectory/1/foo/fo02
/MyUploadDirectory/1/foo/foo3
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% Home | (I My Projects | W Requests | [ Policies | (¥) Scheduler | @) Research | 4 Reports

] Upload to Scan

* File B | Choose File | MyFiles zip

* Action Upload and Scan A

* Workspace New Workspace ~ | myWorkspace
Reports B _ Scanned Files Report

Third-Party Indicators Report
Palamida Analyzer - Quick Assessment
Palamida Analyzer - Group Builder

Process Cancel

Limitations

Upload and Scan has the following limitations:

® Every Upload and Scan function will create a new workspace. To scan the uploaded content as part of an existing
workspace, use the Upload Only function and edit the workspace to point to the directory containing the uploaded
content.

® Files uploaded using the Upload to Scan function may not be delete from the Web Ul. To delete uploaded content, a
system administrator must access the scan server file system directly, navigate to the upload directory and delete the
files.

® |namultiscan server environment, only one scanner may be designated for Upload to Scan projects. Set the scan
server alias of this scanner in core.properties.

Error Handling

If there are unacceptable exceptions in any of the above steps, on either the core or scan server: The error message
contains a short description only if that description does not provide security-sensitive information

If the error happened on the core server, then the error is logged in catalina.out on the core server. If the error happened
on the scan server, then the erroris logged in catalina.out on the scan server.

Security Features

This section describes the security features in the Upload to Scan servers:
® Core Server

® Scan Server
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Core Server

User must be logged in to the FlexNet Code Insight application, which provides all the usual security benefits, including use
of the CSRF Token.

User must be the project's owner or one of the project's auditors.

Core.properties
If any of the following properties is unset (or set to bad values), this feature will not run:
® upload.to.scan.enable.core must be “true” (without quotes)

® upload.to.scan.max.file.size must be aninteger greater than zero. It can be left black if you decide not to limit the
size of the file.

® upload.to.scan.scanner.alias must be a string.
The core server handles all interactions with the user, the user will never directly access any scan server.

Uploaded files are managed by the core server as a simple array of bytes in memory (i.e., never written to disk), ensuring
that potentially malicious files are never a threat to the core server.

User uploads files through the FlexNet Code Insight application, using the standard HTTP file transfer, because the user
must not require additional physical permissions or special access on any FlexNet Code Insight server and must not require
any software beyond the web browser they use to access the FlexNet Code Insight application

Scan Server

The Scan Server has the following security features.

scanEngine.properties

If either of these properties are unset (or set to bad values), then this servlet will not run:
® uploadToScanEnableScanner must be “true”.

® uploadToScanUploadDirectory must be a string.

® Must be equal to (or a child directory of) the directory defined in the serverFileSystemRoot property.
® The serverFileSystemRoot property is also set in the scanEngine.properties file.
Additional security features are:

® Scan serveronly accepts HTTP Post submissions, never HTTP Get submissions.

® Alluploaded/extracted files are set to read-only and non-executable.

® All extracted directories are set to read-only and executable.

®  On Linux systems, directories must be executable to be read.

® |t will refuse to create symbolic links of any kind.
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® Upload to Scan checks every file as it is extracted and written to see if that file is a symbolic link. If the file is a symbolic
link, it is deleted and a line is written into the Scanner’s log file:

[INFO] Upload to Scan (scanner): Successfully deleted symbolic link: " + filePath

where filePath is the full path to the symbolic link which was deleted. This process is identical for all uploaded files,
whether the user uploads one file or uploads an entire archive.

®  Extracted files will only be written into the uploaded file's parent directory or a child directory of the uploaded file's
parent directory. This keeps the upload from writing any content to other locations on the file system (e.g., a malicious
attempt to upload an app to the Tomcat webapps directory or an accidental attempt to overwrite the '/' directory).
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